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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent personation of 
communication in an environment wherein readout and 
forgery are allowed. 

SOLUTION: Portable equipment 11 confirms by a built-in 
function part 111 that a hash value 1 1231 is generated 
by a program main body 1 121 and a secret key paired 
with an open key 1 1221 indicating the origin of a 
program 112. Master equipment 12 authenticates the 
portable equipment 11 by an open key system which 
uses an open key 11232 and the secret key 1 131 and 
then decides whether or not the program 1 1 2 has the 
authentic origin according to the hash value confirmation 
result of the portable equipment 1 1 when the 
authentication is successful. When the master equipment 
12 successfully authenticates the portable equipment 11 
and the program 112 has the authentic origin, it is 
considered that the program 1 1 2 is authenticated with 
the open key 11221. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based on said program is included. Said program The program 
body, The public key showing the source origin of this program and the signature performed to 
said program body with this public key and the private key which makes a pair are included. The 
process which checks whether said program execution and communication device are generated 
by the public key with which said signature expresses the source origin of said program body and 
said program, and the private key which makes a pair, Before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program The process with which said communication link 
and processor attest said program execution and communication device with the public key 
system using the public key and private key which accompany said program execution and 
communication device, When it is able to be checked that said signature is generated with the 
public key showing the source origin of said program body and said program and the private key 
which makes a pair The process which obtains the public key with which said communication link 
and processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, The private-key-less program authentication 
approach characterized by including the process which said communication link and processor 
attest with expressing the source origin of said program for this public key when the public key 
which succeeds in authentication of said program execution and communication device, and 
expresses the source origin of said program is able to be obtained. 

[Claim 2] In the process which checks whether said program execution and communication 
device are generated by the public key with which said signature expresses the source origin of 
said program body and said program, and the private key which makes a pair Said signature 
consists of a signature value enciphered with the public key which expresses the source origin of 
said program for the digest which carried out hashing of said program body by the Hash 
Function, and the private key which makes a pair. While said program execution and 
communication device decode said signature value with the public key showing the source origin 
of said program and obtaining a digest, carry out hashing of said program body by the Hash 
Function, and a digest is obtained. The private-key-less program authentication approach 
according to claim 1 characterized by judging whether both digests are in agreement. 
[Claim 3] In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device It judges whether the 
public key in which said communication link and processor equip with the public key in which the 
partner who may communicate is shown, and the partner who may this communicate is shown, 
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and the public key which accompanies said program execution and communication device are in 
agreement. The private-key-less program authentication approach according to claim 1 or 2 
characterized by attesting said program execution and communication device when in agreement. 

[Claim 4] In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device The one-time password 
method by the public key is used. Said communication link and processor A random character 
string to said program execution and communication device delivery, and said program execution 
and communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor The private-key-less 
program authentication approach according to claim 1 or 2 which will be characterized by 
attesting said program execution and communication device if it decodes with the public key in 
which the partner who holds the enciphered character string in advance, and who may 
communicate is shown and the decoded character string and the character string sent 
previously are in agreement. 

[Claim 5] In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based on said program is included. Said program The program 
body, The public key group showing the source origin of this program and the signature group 
performed with each public key and each private key which makes a pair to the data created 
combining said program body and said public key group are included. It checks whether said 
program execution and communication device are generated by the data with which each 
signature was created combining said program body and said public key group, each public key 
corresponding to each signature, and each private key which makes a pair. The process which 
obtains the assembly of the public key corresponding to the signature by which being generated 
was checked, Before said program execution and communication device communicate with said 
communication link and processor by processing of the process generated based on said 
program The process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device, When one or more 
public keys corresponding to the signature by which said thing [ being generated ] was checked 
are obtained The process which obtains the public key with which said communication link and 
processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, When the public key which succeeds in 
authentication of said program execution and communication device, and expresses the source 
origin of said program is able to be obtained The private-keyHess program authentication 
approach characterized by including the process at which said communication link and processor 
attest each public key of the signature check result by said program execution and 
communication device with expressing the source origin of said program. 

[Claim 6] It checks whether said program execution and communication device are generated by 
the data with which each signature was created combining said program body and said public key 
group, each public key corresponding to each signature, and each private key which makes a pair. 
In the process which obtains the assembly of the public key corresponding to the checked 
signature Each signature consists of each signature value enciphered with each public key which 
expresses the source origin of said program for the digest which carried out hashing of the data 
created in the combination of said program body and said public key group by the Hash Function, 
and each private key which makes a pair. Said program execution and communication device 
Carry out hashing of the data created in the combination of said program body and said public 
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key group while decoding each signature value with each public key showing the source origin of 
said program, respectively and obtaining the digest group by the Hash Function, and a digest is 
obtained. The private-keyHess program authentication approach according to claim 5 
characterized by judging whether this digest and said digest group are in agreement. 
[Claim 7] In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device It judges whether the 
public key in which said communication link and processor equip with the public key in which the 
partner who may communicate is shown, and the partner who may this communicate is shown, 
and the public key which accompanies said program execution and communication device are in 
agreement. The private-key-less program authentication approach according to claim 5 or 6 
characterized by attesting said program execution and communication device when in agreement. 

[Claim 8] In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device The one-time password 
method by the public key is used. Said communication link and processor A random character 
string to said program execution and communication device delivery, and said program execution 
and communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor The private-key-less 
program authentication approach according to claim 5 or 6 which will be characterized by 
attesting said program execution and communication device if it decodes with the public key in 
which the partner who holds the enciphered character string in advance, and who may 
communicate is shown and the decoded character string and the character string sent 
previously are in agreement. 

[Claim 9] In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device Said program contains the program body and ID group showing the source 
origin of this program. Said program execution and communication device include the process 
generated and performed based on said program. Before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program When the process which obtains a part or all of 
ID group to which said communication link and processor express the source origin of the 
program which becomes the origin of said process, and one or more ID showing said source 
origin are obtained In the process at which said communication link and processor communicate 
with said program execution and communication device by processing of the process generated 
based on said program, and the processing generated by communication link The program ID 
communications processing control approach characterized by including the process which 
performs the access control carried out based on ID group to which said communication link and 
processor express said source origin obtained from said program execution and management 
equipment. 

[Claim 10] In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device Said program contains the program body, the public key showing the 
source origin of this program, and this public key and the private key which makes a pair. Said 
program execution and communication device include the process generated and performed 
based on said program. Before said program execution and communication device communicate 
with said communication link and processor by processing of the process generated based on 
said program The process which obtains the public key showing the source origin of said program 
which said communication link and processor become from said program execution and 
communication device the origin of the process which makes this program execution and 
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communication device communicate, When said program is attested with the process which 
attests said program with the public key system using the public key and private key with which 
said communication link and processor express the source origin of said program The program ID 
communications processing control approach characterized by including the process at which 
said communication link and processor communicate with said program execution and 
communication device by the access control carried out based on said public key. 
[Claim 1 1] In the process which attests said program with the public key system using the public 
key and private key with which said communication link and processor express the source origin 
of said program about the obtained public key The one-time password method by the public key 
is used. Said program execution and communication device Delivery, and said communication link 
and processor a character string random to said program execution and communication device 
to said communication link and processor for said public key Delivery, The character string as 
which said program execution and communication device enciphered this character string with 
said private key is returned to said communication link and processor. The program ID 
communications processing control approach according to claim 10 which will be characterized 
by attesting said program if the character string which said communication link and processor 
decoded the enciphered character string with said sent public key, and decoded, and the 
character string sent previously are in agreement. 

[Claim 12] In the information system constituted by the program, the program execution arid the 
communication device which generate and perform a process based on this program; and the 
communication link and processor which communicate with this program execution and 
communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based on said program is included. Said program The program 
body, The public key showing the source origin of this program and the signature performed to 
said program body with this public key and the private key which makes a pair are included. The 
process which checks whether said program execution and communication device are generated 
by the public key with which said signature expresses the source origin of said program body and 
said program, and the private key which makes a pair, Before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program The process with which said communication link 
and processor attest said program execution and communication device with the public key 
system using the public key and private key which accompany said program execution and 
communication device, When it is able to be checked that said signature is generated with the 
public key showing the source origin of said program body and said program and the private key 
which makes a pair The process which obtains the public key with which said communication link 
and processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, When the public key which succeeds in 
authentication of said program execution and communication device, and expresses the source 
origin of said program is able to be obtained The program ID communications processing control 
approach characterized by including the process which communicates with said program 
execution and communication device by the access control which said communication link and 
processor obtained the public key showing the source origin of said program from said program 
execution and communication device, and carried out based on this public key. 
[Claim 1 3] In the process which checks whether said program execution and communication 
device are generated by the public key with which said signature expresses the source origin of 
said program body and said program, and the private key which makes a pair Said signature 
consists of a signature value enciphered with the public key which expresses the source origin of 
said program for the digest which carried out hashing of said program body by the Hash 
Function, and the private key which makes a pair. While said program execution and 
communication device decode said signature value with the public key showing the source origin 
of said program and obtaining a digest, carry out hashing of said program body by the Hash 
Function, and a digest is obtained. The program ID communications processing control approach 
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according to claim 12 characterized by judging whether both digests are in agreement. 
[Claim 14] The program ID communications-processing control approach according to claim 12 
or 13 characterized by to judge that the public key with which said communication link and 
processor is equipped with the public key in which the partner who may communicate is shown, 
and accompanies said program execution and communication device in the process with which 
said communication link and processor attests said program execution and communication 
device with the public key system using the public key and the private key which accompanies 
said program execution and communication device, and the public key in which said partner who 
may communicate is shown are in agreement. 

[Claim 1 5] In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device The one-time password 
method by the public key is used. Said communication link and processor A random character 
string to said program execution and communication device delivery, and said program execution 
and communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor The program ID 
communications processing control approach according to claim 12 or 13 which will be 
characterized by attesting said program execution and communication device if it decodes with 
the public key in which the partner who holds the enciphered character string in advance, and 
who may communicate is shown and the decoded character string and the character string sent 
previously are in agreement. 

[Claim 1 6] In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based on said program is included. Said program The program 
body, The public key group showing the source origin of this program and the signature group 
performed with each public key and each private key which makes a pair to the data created 
combining said program body and said public key group are included. It checks whether said 
program execution and communication device are generated by the data with which each 
signature was created combining said program body and said public key group, each public key 
corresponding to each signature, and each private key which makes a pair. The process which 
obtains the assembly of the public key corresponding to the signature by which being generated 
was checked, Before said program execution and communication device communicate with said 
communication link and processor by processing of the process generated based on said 
program The process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device, When one or more 
public keys corresponding to the signature by which said thing [ being generated ] was checked 
are obtained The process which obtains the public key with which said communication link and 
processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, When the public key which succeeds in 
authentication of said program execution and communication device, and expresses the source 
origin of said program is able to be obtained The program ID communications processing control 
approach characterized by including the process which communicates with said program 
execution and communication device by the access control which said communication link and 
processor carried out based on a part or all of an assembly of a public key by said program 
execution and communication device. [ of a signature check result ] 

[Claim 17] In the process which checks whether said program execution and communication 
device are generated by the data with which each signature was created combining said program 
body and said public key group, each public key corresponding to each signature, and each 
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private key which makes a pair Each signature consists of each signature value enciphered with 
each public key which expresses the source origin of said program for the digest which carried 
out hashing of the data created combining said program body and said public key group by the 
Hash Function, and each private key which makes a pair. Said program execution and 
communication device Each digest which decoded each signature value with each public key, 
respectively, The program ID communications processing control approach according to claim 16 
characterized by judging whether the digest obtained by carrying out hashing of the data created 
combining said program body and said public key group by the Hash Function is in agreement. 
[Claim 18] The program ID communications-processing control approach according to claim 16 
or 17 characterized by to judge that the public key with which said communication link and 
processor is equipped with the public key in which the partner who may communicate is shown, 
and accompanies said program execution and communication device in the process with which 
said communication link and processor attests said program execution and communication 
device with the public key system using the public key and the private key which accompanies 
said program execution and communication device, and the public key in which said partner who 
may communicate is shown are in agreement. 

[Claim 19] In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device The one-time password 
method by the public key is used. Said communication link and processor A random character 
string to said program execution and communication device delivery, and said program execution 
and communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor The program ID 
communications processing control approach according to claim 16 or 17 which will be 
characterized by attesting said program execution and communication device if it decodes with 
the public key in which the partner who holds the enciphered character string in advance, and 
who may communicate is shown and the decoded character string and the character string sent 
previously are in agreement. 

[Claim 20] In the information system constituted by the program, and two or more program 
executions and communication devices which generate a process, respectively and perform it 
based on these programs Said program contains the program body and ID group showing the 
source origin of this program. A certain process which the program execution and the 
communication device which exists based on a certain program generated Before communicating 
with a certain another process to which another a certain program execution and communication 
device generated this program or a certain another program to origin When ID group which 
expresses said source origin as the process which obtains a part or all of ID group to which both 
program executions and a communication device express the source origin of said program which 
becomes the origin of the process in partner program execution and a communication device is 
obtained ID group showing the source origin of said program which becomes ID group to which 
both program executions and a communication device express the obtained source origin, and 
the origin of the process in self-program execution and a communication device is compared. 
The program ID communication link range control approach characterized by including the 
process which will open a channel if one or more ID showing the source origin of said program in 
agreement exists. 

[Claim 21] In the information system constituted by the program, and two or more program 
executions and communication devices which generate and perform each process based on each 
program Said program contains the program body, the public key showing the source origin of 
this program, and this public key and the private key which makes a pair. A certain process 
which the program execution and the communication device which exists based on a certain 
program generated Before communicating with a certain another process to which another a 
certain program execution and communication device generated this program or a certain 
another program to origin The process which obtains the public key with which both program 
executions and a communication device express the source origin of said program which 
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consists of partner program execution and a communication device the origin of the process in 
partner program execution and a communication device, respectively, The process which judges 
whether the public key showing the source origin of said program which both program executions 
and a communication device become the origin of the process in the public key obtained from 
partner program execution and a communication device, and self-program execution and a 
communication device is in agreement, The process which performs mutual recognition of the 
program which both program executions and a communication device become the origin of the 
process in partner program execution and a communication device using the public key and 
private key showing the source origin of said program which becomes the origin of the process in 
partner program execution and a communication device, The public key showing the source 
origin of said program which becomes the origin of the process in the public key obtained from 
partner program execution and a communication device, and self-program execution and a 
communication device is in agreement. And the program ID communication link range control 
approach characterized by both program executions and a communication device including the 
process which opens a channel when mutual recognition of the program which becomes the 
origin of the process in partner program execution and a communication device is carried out. 
[Claim 22] In the process which performs mutual recognition of the program which both program 
executions and a communication device become the origin of the process in partner program 
execution and a communication device using the public key and private key showing the source 
origin of said program which becomes the origin of the process in partner program execution and 
a communication device The one-time password method by the public key is used. Both program 
executions and a communication device The public key which accompanies self-program 
execution and a communication device to partner program execution and a communication 
device Delivery, A random character string to partner program execution and a communication 
device, respectively Delivery, The character string enciphered with the public key with which 
partner program execution and a communication device express the source origin of said 
program which becomes the origin of the process in partner program execution and a 
communication device about this character string, and the private key which makes a pair is 
returned to self-program execution and a communication device. If self-program execution and a 
communication device decode the enciphered character string with a corresponding public key 
and the decoded character string and the character string sent previously are in agreement The 
program ID communication link range control approach according to claim 21 characterized by 
attesting the program which becomes the origin of the process in partner program execution and 
a communication device communication device. 

[Claim 23] In the information system constituted by the program, and two or more program 
executions and communication devices which generate and perform each process based on each 
program The public key and private key with which said program execution and communication 
device accompany self-program execution and a communication device, The public key which 
accompanies partner program execution and a communication device, and the process generated 
and performed based on said program are included. Said program The program body, The public 
key showing the source origin of this program and the signature performed to said program body 
with this public key and the private key which makes a pair are included. A certain process which 
the program execution and the communication device which exists based on a certain program 
generated Before communicating with a certain another process to which another a certain 
program execution and communication device generated this program or a certain another 
program to origin The process which checks whether both program executions and a 
communication device are generated by the public key with which said signature expresses the 
source origin of said program body and said program, and the private key which makes a pair, 
The process with which both program executions and a communication device attest partner 
program execution and a communication device with the public key system using the public key 
and private key which accompany partner program execution and a communication device before 
performing said communication link, When it is able to be checked that both program executions 
and a communication device are generated with the public key with which said signature 
expresses the source origin of said program body and said program, and the private key which 
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makes a pair The process which transmits said public key to partner program execution and a 
communication device before performing said communication link, The process which judges 
whether the public key showing the source origin of said program which both program executions 
and a communication device become the origin of the process in the public key obtained from 
partner program execution and a communication device, and self-program execution and a 
communication device is in agreement, Mutual recognition of the program which becomes the 
origin of the process in partner program execution and a communication device is carried put. 
And when the public key showing the source origin of said program which becomes the origin of 
the process in the public key obtained from partner program execution and a communication 
device, and self-program execution and a communication device is in agreement The program ID 
communication link range control approach characterized by both program executions and a 
communication device including the process which opens a channel. 

[Claim 24] In the process which checks whether both program executions and a communication 
device are generated by the public key with which said signature expresses the source origin of 
said program body and said program, and the private key which makes a pair Said signature 
consists of a signature value enciphered with the public key which expresses the source origin of 
said program for the digest which carried out hashing of said program body by the Hash 
Function, and the private key which makes a pair. While both program executions and a 
communication device decode said signature value with the public key showing the source origin 
of said program and obtaining a digest, carry out hashing of said program body by the Hash 
Function, and a digest is obtained. The program ID communication link range control approach 
according to claim 23 or 24 characterized by judging whether both digests are in agreement. 
[Claim 25] In the process with which both program executions and a communication device 
attest partner program execution and a communication device with the public key system using 
the public key and private key which accompany partner program execution and a 
communication device Both program executions and a communication device are equipped with 
the public key in which the partner who may communicate is shown. The program ID 
communication link range control approach according to claim 23 or 24 characterized by judging 
whether the public key in which the this partner who may communicate is shown, and one or 
more public keys of the public key group which accompanies partner program execution and a 
communication device are in agreement. 

[Claim 26] In the process with which both program executions and a communication device 
attest partner program execution and a communication device with the public key system using 
the public key and private key which accompany partner program execution and a 
communication device The one-time password method by the public key is used. Self-program 
execution and a communication device The public key which accompanies partner program 
execution and a communication device is obtained from partner program execution and a 
communication device. A random character string to partner program execution and a 
communication device delivery, and partner program execution and a communication device This 
character string is enciphered with the private key which accompanies partner program 
execution and a communication device, and it returns to self-program execution and a 
communication device. Self-program execution and a communication device The program ID 
communication link range control approach according to claim 23 or 24 which will be 
characterized by attesting partner program execution and a communication device if it decodes 
with said public key which obtained the enciphered character string from partner program 
execution and a communication device and the decoded character string and the character 
string sent previously are in agreement. 

[Claim 27] When there is a public key both program executions and a communication device 
succeed in authentication of partner program execution and a communication device, and 
corresponds with the assembly of the public key of the signature check result by both program 
executions and the communication device The communication device with which both program 
executions and a communication device form two or more virtual channels in per channel 
virtually in the process which opens the channel between processes, The resource group for 
virtual channels showing the source origin of said program which exists for every public key, 
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When the public key showing the source origin of said program is obtained including the resource 
group for channels In case the process generated based on said program communicates, the 
communication device of both program executions and a communication device The program ID 
communication link range control approach according to claim 26 characterized by assigning a 
channel resource to one of the virtual channel resource groups corresponding to the public key 
showing the obtained source origin, and offering a channel using a virtual channel resource. 
[Claim 28] In the information system constituted by the program, and two or more program 
executions and communication devices which generate and perform each process based on each 
program The public key and private key with which said program execution and communication 
device accompany self-program execution and a communication device, The public key which 
accompanies partner program execution and a communication device, and the process generated 
and performed based on each program are included. Each program The program body, The public 
key group showing the source origin of this program and the signature group performed with 
each public key and each private key which makes a pair to the data created combining said 
program body and said public key group are included. The process which checks whether both 
program executions and a communication device are generated by the data with which each 
signature was created combining said program body and said public key group, each public key 
corresponding to each signature, and each private key which makes a pair, and both program 
executions and a communication device The process which attests partner program execution 
and a communication device with the public key system using the public key and private key 
which accompany partner program execution and a communication device, Both program 
executions and a communication device tell the assembly of the public key of the signature 
check result by self-program execution and the communication device to partner program 
execution and a communication device. The process which judges whether there is any public 
key which is in agreement with the assembly of the public key of the signature check result by 
self-program execution and the communication device and the assembly of the public key of the 
signature check result by partner program execution and the communication device, One or 
more public keys which succeed in authentication of partner program execution and a 
communication device, and are in agreement with the assembly of the public key of the signature 
check result by both program executions and the communication device at a certain time The 
program ID communication link range control approach characterized by both program 
executions and a communication device including the process which opens the channel between 
processes. 

[Claim 29] In the process which judges whether both program executions and a communication 
device are generated by the data with which each signature was created combining said program 
body and said public key group, each public key corresponding to each signature, and each 
private key which makes a pair Each signature consists of each signature value enciphered with 
each public key which expresses the source origin of said program for the digest which carried 
out hashing of the data created combining said program body and said public key group by the 
Hash Function, and each private key which makes a pair. Partner program execution and a 
communication device Carry out hashing of the data created by said program body and said 
public key group while decoding each signature value with each public key showing the source 
origin of said program, respectively and obtaining the digest group by the Hash Function, and a 
digest is obtained. The program ID communication link range control approach according to claim 
28 characterized by judging whether this digest and said digest group are in agreement. 
[Claim 30] In the process with which both program executions and a communication device 
attest partner program execution and a communication device with the public key system using 
the public key and private key which accompany partner program execution and a 
communication device Both program executions and a communication device are equipped with 
the public key in which the partner who may communicate is shown. The program ID 
communication link range control approach according to claim 28 or 29 characterized by judging 
whether the public key in which the this partner who may communicate is shown, and one or 
more public keys of the public key group which accompanies partner program execution and a 
communication device are in agreement. 
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[Claim 31] In the process with which both program executions and a communication device 
attest partner program execution and a communication device with the public key system using 
the public key and private key which accompany partner program execution and a 
communication device The one-time password method by the public key is used. Self-program 
execution and a communication device The public key which accompanies partner program 
execution and a communication device is obtained from partner program execution and a 
communication device. A random character string to partner program execution and a 
communication device delivery, and partner program execution and a communication device This 
character string is enciphered with the private key which accompanies partner program 
execution and a communication device, and it returns to self-program execution and a 
communication device. Self-program execution and a communication device The program ID 
communication link range control approach according to claim 28 or 29 which will be 
characterized by attesting partner program execution and a communication device if it decodes 
with said public key which obtained the enciphered character string from partner program 
execution and a communication device and the decoded character string and the character 
string sent previously are in agreement. 

[Claim 32] When there is a public key both program executions and a communication device 
succeed in authentication of partner program execution and a communication device, and 
corresponds with the assembly of the public key of the signature check result by both program 
executions and the communication device The communication device with which both program 
executions and a communication device form two or more virtual channels in per channel 
virtually in the process which opens the channel between processes, The resource group for 
virtual channels showing the source origin of said program which exists for every public key, 
When one or more public keys showing the source origin of said program are obtained including 
the resource group for channels In case the process generated based on said program 
communicates, the communication device of both program executions and a communication 
device The program ID communication link range control approach according to claim 31 
characterized by assigning a channel resource to one of the virtual channel resource groups 
corresponding to the public key showing the obtained source origin, and offering a channel using 
a virtual channel resource. 

[Claim 33] The program ID communication link range control approach according to claim 27 or 
32 characterized by the resource group for virtual channels being the socket defined virtually, 
and corresponding to each port of the socket which each of these virtual channel resource 
groups defined as this virtual target, and for the resource group for channels being the usual 
socket, and each of each channel resource groups corresponding to this socket each usual port. 
[Claim 34] In the information system constituted by the program, and the program execution and 
the communication device which generate a process based on this program, and perform and 
communicate Said program execution and communication device include the process generated 
and performed based on said program. Said program The program body, The public key showing 
the source origin of this program, and the communication device which forms two or more virtual 
channels in per channel virtually, The resource for virtual channels whose one or more exist for 
every public key showing the source origin of said program, In case said program execution and 
communication device communicate by processing of the process generated based on said 
program including one or more resources for channels It is the channel offer approach the whole 
public key which makes a pair the resource for virtual channels required as the public key 
showing the source origin, and is characterized by including ****** which is made to correspond 
with a virtual channel and offers a channel using a virtual channel. 
[Claim 35] It is the channel offer approach the whole public key according to claim 34 
characterized by the resource group for virtual channels being the socket defined virtually, and 
corresponding to each port of the socket which each of these virtual channel resource groups 
defined as this virtual target, and for the resource group for channels being the usual socket, and 
each of each channel resource groups corresponding to this socket each usual port. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

"I.This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the program authentication approach, the 
access-control approach of the processing generated by the communication link between 
programs in a distributed environment, and the communication link range control approach of the 
program in a distributed environment. 
[0002] 

[Description of the Prior Art] An example of the conventional information system For example, 
the program 1012 constituted by the program body 10121, and groups [ showing the source 
origin of a program 1012 / the public key groups 101 221-1 01 22n and the private key groups 
101 241-1 01 24n ] pair as shown in drawing 1 9 , Are constituted by the process 10120 generated 
and performed by the pocket device 101 which are program execution and a communication 
device based on a program 1012. The principal part was constituted by the pocket device 101 
which generates and performs a process 10120 for a program 1012 based on a program 1012, 
and the main phone machine 102 which are the communication link and processor which 
communicates with the pocket device 101. 

[0003] As shown in drawing 1 9 , as for an example of the conventional information system, the 
principal part consisted of a program 1012, a pocket device 101 which are the program execution 
and the communication device which generates and performs a process 10120 based on a 
program 1012, and a main phone machine 102 which are the communication link and processor 
which communicates with the pocket device 101. 

[0004] The program 112 was constituted including the program body 10121, the public key 

groups 101 221-1 01 22n showing the source origin of a program 1012, and the public key groups 

101 221-1 01 22n and the private key groups 101 241-1 01 24n which make a pair. 

[0005] The pocket device 101 consisted of the inclusion function part 1011, the process 10120 

which performs a program 1012, a public key 10132 which accompanies the pocket device 101, a 

public key 10132 and the private key 10131 which makes a pair, and user password information 

10190. 

[0006] The main phone machine 102 was constituted including the public key 10132 which 
accompanies the pocket device 101 which is ID showing the partner who may communicate, and 
the user password information 10190 showing the user who may communicate. 
[0007] Before the pocket device 101 communicates with the main phone machine 102 in such a 
conventional information system by processing of the process 10120 generated based on the 
program 1012 The process which obtains the public keys 101221-10122n showing the source 
origin of the program 1012 which the main phone machine 102 becomes from the pocket device 
101 the origin of the process 10120 which makes the pocket device 101 communicate, The main 
phone machine 102 about each obtained public keys 101221-10122n By attesting by making the 
public key groups 101221-10122n and the private key groups 101241-10124n showing the 
source origin of the program 1012 which becomes the origin of the process 10120 which makes 
the pocket device 101 communicate used The program 1012 which becomes the origin of a 
process 10120 was also attesting suddenly all the public keys that succeeded in authentication. 
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[0008] Moreover, conventionally, as shown in drawing 20 , as for other examples of an 
information system, the principal part consisted of a program 1012, a pocket device 101 which 
are the program execution and the communication device which generates and performs a 
process 10120 based on a program 1012, and a main phone machine 102 which are the 
communication link and processor which communicates with the pocket device 101. 
[0009] The pocket device 101 consisted of the inclusion function part 1011, a process 10120 
which performs a program 1012, the public key 10132 and private key 10131 which accompany 
the pocket device 101, and user password information 10190, 

[0010] The main phone machine 102 has the public key 10132 which accompanies the pocket 
device 101 as a public key in which the partner who may communicate is shown, and the user 
password information 10190. 

[001 1] In such a conventional information system, by the pocket device 101, it attests about the 
user password information 10190, and the process 10120 which performs a program 1012 holds 
the user password information 10190. When a process 10120 tends to communicate with the 
main phone machine 102 and a communication link demand occurs, the main phone machine 102 
From the pocket device 101, if it is reception, a public key 10132, and a match, a public key 
10132 When it attests about a public key 10132 to the pocket device 101 and succeeds in 
authentication The access control about the processing which allows the communication link 
with the process 10120 and the main phone machine 102 which perform the program 1012 in the 
pocket device 101, and is generated by the communication link The user password information 
10190 which is not based on a communications partner, but performs the same access control, 
or the process 10120 of a communications partner has was succeeded, and when user 
authentication was successful, the access control was performed based on it. 
[0012] Furthermore, conventionally, as another example of an information system was shown in 
drawing 21 , the principal part consisted of a pocket device 101 and a main phone machine 102. 
[0013] The pocket device 101 was constituted including the inclusion function part 1011, a 
program 1012, the process 10120 that performs a program 1012, the private key 10131 which 
accompanies the pocket device 101, a private key 10131 and the public key 10132 which makes 
a pair, and the public key 10232 in which the partner who may communicate is shown. 
[0014] The main phone machine 102 consisted of the inclusion function part 1021, a program 
1022, the process 10220 that performs a program 1022, a private key 10231 which accompanies 
the main phone machine 102, a private key 10231 and the public key 10232 which accomplishes 
a pair, and a public key 10132 in which the partner who may communicate is shown. 
[0015] With such a conventional information system, when a process 10120 and a process 10220 
tend to communicate and a communication link demand occurs, the inclusion function parts 1011 
and 1021 compare the public keys 10232 and 101032 in which the partner who may communicate 
public keys 10132 and 10232 with delivery and the received public keys 10232 and 10132 
mutually is shown first, respectively. If each inclusion function parts 101 1 and 1021 will perform 
mutual recognition with the received public keys 10232 and 10132 if in agreement, and mutual 
recognition is successful, the communication link with a process 10120 and a process 10220 will 
be allowed. When the public keys 10133 and 10233 in which the partner who may communicate 
with the received public keys 10232 and 10132 on the other hand is shown differed or the mutual 
recognition in public keys 10232 and 10132 went wrong, the communication link between a 
process 10120 and a process 10220 was not allowed. Moreover, the channel resource group was 
not virtually offered as another resource for every public key. 
[0016] 

[Problem(s) to be Solved by the Invention] In order to prevent ********** at the time of a 
communication link, as security level of the area (memory, disk, etc.) where a program exists, I 
hear that the 1st trouble cannot be read-out altered, and there is. The reason is that a program 
needs to have a private key. 

[0017] The 2nd trouble is holding and carrying out the maintenance of the common information 
similar to user password information in a distributed environment. The reason is that it is 
necessary to share the information similar to the same user password information in order to 
attest. 
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[001 8] The 3rd trouble is not being based on a communications partner but performing 
processing by the same authority wholly, when not using information similar to user password 
information. The reason is that it cannot acquire the information which can guarantee the 
justification for carrying out an access control. 

[0019] At the time of a device, a program, or the design of a system, I hear that it must design 
according to an individual as which program the partner with whom a device, a program, or a 
process should communicate is considered, and there is the 4th trouble about it. the partner 
with whom a communications partner should communicate in the reason — with, it is because it 
is decided by setup of the public key which must be. 

[0020] I hear that the 5th trouble has much time and effort in the case of entrance of the 
escape of a system, and two or more systems, and it has it. The reason is that it must redesign 
separately as which program the partner with whom a device, a program, or a process should 
communicate at the time of the device for entrance of the escape of a system and two or more 
systems, a program, or the design of a system is considered. 

[0021] The 6th trouble is that a system tends to become what was fixed to specific service. The 
reason is that there is much time and effort in the case of entrance of the escape of a system 
and two or more systems. 

[0022] The 7th trouble is which channel being corresponded and used for which public key, and 
designing and managing. The reason is that it did not offer the channel resource group as 
another resource for every public key virtually. 

[0023] The 1st purpose of this invention is to offer the private-key-less program authentication 
approach of preventing ********** in a communication link in the environment a read-out 
alteration being possible and good as security level of area where a program exists. 
[0024] The 2nd purpose of this invention is to offer the program ID communications processing 
control approach for performing the access control of the processing generated by the 
communication link between programs in the distributed environment which is not in the bottom 
of a centralized control. 

[0025] In a distributed environment, the range is beforehand limited about the range of 
communicative, i.e., informational circulation, and the 3rd purpose of this invention has a system 
design about the communication link range in offering the easy program ID communication link 
range control approach. 

[0026] It is limited beforehand which channel is occupied by which object for public keys, and the 
4th purpose of this invention has a system design about a channel in offering the channel offer 
approach the easy whole public key, when performing the communication link according to public 
key. 

[0027] In addition, although there is JP,2000-148469,A as advanced-technology reference, the 
"access control to service between modular applications" approach indicated by this official 
report provides the 1st computer program module with access to service, when the 1st 
computer program module judges whether the power which gives access of service was signed in 
digital one and signed in digital one in it from the 2nd computer program module. However, this 
approach is for enabling it to perform the 1st computer program module and the 2nd computer 
program module in the same address space on the same computing node, and is not for making it 
make a different program on different program execution and communication device like this 
invention collaborate through a communication link so that the 1st computer program module 
can access service from the 2nd computer program module. 
[0028] 

[Means for Solving the Problem] The program execution and the communication device which 
the private-key-less program authentication approach of this invention generates a process 
based on a program and this program, and is performed, In the information system constituted by 
the communication link and processor which communicates with this program execution and 
communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based oh said program is included. Said program The program 
body, The public key showing the source origin of this program and the signature performed to 
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said program body with this public key and the private key which makes a pair are included. The 
process which checks whether said program execution and communication device are generated 
by the public key with which said signature expresses the source origin of said program body and 
said program, and the private key which makes a pair, Before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program The process with which said communication link 
and processor attest said program execution and communication device with the public key 
system using the public key and private key which accompany said program execution and 
communication device, When it is able to be checked that said signature is generated with the 
public key showing the source origin of said program body and said program and the private key 
which makes a pair The process which obtains the public key with which said communication link 
and processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, When the public key which succeeds in 
authentication of said program execution and communication device, and expresses the source 
origin of said program is able to be obtained, it is characterized by including the process which 
said communication link and processor attest with expressing the source origin of said program 
for this public key. 

[0029] Moreover, the private-key-less program authentication approach of this invention In the 
process which checks whether said program execution and communication device are generated 
by the public key with which said signature expresses the source origin of said program body and 
said program, and the private key which makes a pair Said signature consists of a signature value 
enciphered with the public key which expresses the source origin of said program for the digest 
which carried out hashing of said program body by the Hash Function, and the private key which 
makes a pair. While said program execution and communication device decode said signature 
value with the public key showing the source origin of said program and obtaining a digest, carry 
out hashing of said program body by the Hash Function, and a digest is obtained. It is 
characterized by judging whether both digests are in agreement. 

[0030] Furthermore, the private-key-less program authentication approach of this invention In 
the process with which said communication link and processor attest said program execution and 
communication device with the public key system using the public key and private key which 
accompany said program execution and communication device It judges whether the public key 
in which said communication link and processor equip with the public key in which the partner 
who may communicate is shown, and the partner who may this communicate is shown, and the 
public key which accompanies said program execution and communication device are in 
agreement, and when in agreement, it is characterized by attesting said program execution and 
communication device. 

[0031] Further again the private-key-less program authentication approach of this invention In 
the process with which said communication link and processor attest said program execution and 
communication device with the public key system using the public key and private key which 
accompany said program execution and communication device The one-time password method 
by the public key is used. Said communication link and processor A random character string to 
said program execution and communication device delivery, and said program execution and 
communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor If it decodes with the 
public key in which the partner who holds the enciphered character string in advance, and who 
may communicate is shown and the decoded character string and the character string sent 
previously are in agreement, it will be characterized by attesting said program execution and 
communication device. 

[0032] Moreover, the private-key-less program authentication approach of this invention In the 
information system constituted by the program, the program execution and the communication 
d ev j ce which generate and perform a process based on this program, and the communication link 
and processor which communicate with this program execution and communication device The 
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public key and private key with which said program execution and communication device 
accompany this program execution and communication device, The process generated and 
performed based on said program is included. Said program The program body, The public key 
group showing the source origin of this program and the signature group performed with each 
public key and each private key which makes a pair to the data created combining said program 
body and said public key group are included. It checks whether said program execution and 
communication device are generated by the data with which each signature was created 
combining said program body and said public key group, each public key corresponding to each 
signature, and each private key which makes a pair. The process which obtains the assembly of 
the public key corresponding to the signature by which being generated was checked, Before 
said program execution and communication device communicate with said communication link 
and processor by processing of the process generated based on said program The process with 
which said communication link and processor attest said program execution and communication 
device with the public key system using the public key and private key which accompany said 
program execution and communication device, When one or more public keys corresponding to 
the signature by which said thing [ being generated ] was checked are obtained The process 
which obtains the public key with which said communication link and processor express the 
source origin of said program before said program execution and communication device 
communicate with said communication link and processor by processing of the process 
generated based on said program, When the public key which succeeds in authentication of said 
program execution and communication device, and expresses the source origin of said program is 
able to be obtained Said communication link and processor are characterized by including the 
process which attests each public key of the signature check result by said program execution 
and communication device with expressing the source origin of said program. 
[0033] Furthermore, the private-key-less program authentication approach of this invention It 
checks whether said program execution and communication device are generated by the data 
with which each signature was created combining said program body and said public key group, 
each public key corresponding to each signature, and each private key which makes a pair. In the 
process which obtains the assembly of the public key corresponding to the checked signature 
Each signature consists of each signature value enciphered with each public key which 
expresses the source origin of said program for the digest which carried out hashing of the data 
created in the combination of said program body and said public key group by the Hash Function, 
and each private key which makes a pair. Said program execution and communication device 
Carry out hashing of the data created in the combination of said program body and said public 
key group while decoding each signature value with each public key showing the source origin of 
said program, respectively and obtaining the digest group by the Hash Function, and a digest is 
obtained. It is characterized by judging whether this digest and said digest group are in 
agreement. 

[0034] Further again the private-key-less program authentication approach of this invention In 
the process with which said communication link and processor attest said program execution and 
communication device with the public key system using the public key and private key which 
accompany said program execution and communication device It judges whether the public key 
in which said communication link and processor equip with the public key in which the partner 
who may communicate is shown, and the partner who may this communicate is shown* and the 
public key which accompanies said program execution and communication device are in 
agreement, and when in agreement, it is characterized by attesting said program execution and 
communication device. 

[0035] Moreover, the private-key-less program authentication approach of this invention In the 
process with which said communication link and processor attest said program execution and 
communication device with the public key system using the public key and private key which 
accompany said program execution and communication device The one-time password method 
by the public key is used. Said communication link and processor A random character string to 
said program execution and communication device delivery, and said program execution and 
communication device This character string is enciphered with the private key which 
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accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor If it decodes with the 
public key in which the partner who holds the enciphered character string in advance, and who 
may communicate is shown and the decoded character string and the character string sent 
previously are in agreement, it will be characterized by attesting said program execution and 
communication device. 

[0036] On the other hand, the method of program ID communications processing control of this 
invention In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device Said program contains the program body and ID group showing the source 
origin of this program. Said program execution and communication device include the process 
generated and performed based on said program. Before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program When the process which obtains a part or all of 
ID group to which said communication link and processor express the source origin of the 
program which becomes the origin of said process, and one or more ID showing said source 
origin are obtained In the process at which said communication link and processor communicate 
with said program execution and communication device by processing of the process generated 
based on said program, and the processing generated by communication link It is characterized 
by including the process which performs the access control carried out based on ID group to 
which said communication link and processor express said source origin obtained from said 
program execution and management equipment. 

[0037] Moreover, the program ID communications processing control approach of this invention 
In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device Said program contains the program body, the public key showing the 
source origin of this program, and this public key and the private key which makes a pair. Said 
program execution and communication device include the process generated and performed 
based on said program. Before said program execution and communication device communicate 
with said communication link and processor by processing of the process generated based on 
said program The process which obtains the public key showing the source origin of said program 
which said communication link and processor become from said program execution and 
communication device the origin of the process which makes this program execution and 
communication device communicate, When said program is attested with the process which 
attests said program with the public key system using the public key and private key with which 
said communication link and processor express the source origin of said program Said 
communication link and processor are characterized by including the process which 
communicates with said program execution and communication device by the access control 
carried out based on said public key. 

[0038] Furthermore, the program ID communications processing control approach of this 
invention In the process which attests said program with the public key system using the public 
key and private key with which said communication link and processor express the source origin 
of said program about the obtained public key The one-time password method by the public key 
is used. Said program execution and communication device Delivery, and said communication link 
and processor a character string random to said program execution and communication device 
to said communication link and processor for said public key Delivery, The character string as 
which said program execution and communication device enciphered this character string with 
said private key is returned to said communication link and processor. If the character string 
which said communication link and processor decoded the enciphered character string with said 
sent public key, and decoded, and the character string sent previously are in agreement it will be 
characterized by attesting said program. 

[0039] Further again the program ID communications processing control approach of this 
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invention In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based on said program is included. Said program The program 
body, The public key showing the source origin of this program and the signature performed to 
said program body with this public key and the private key which makes a pair are included. The 
process which checks whether said program execution and communication device are generated 
by the public key with which said signature expresses the source origin of said program body and 
said program, and the private key which makes a pair, Before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program The process with which said communication link 
and processor attest said program execution and communication device with the public key 
system using the public key and private key which accompany said program execution and 
communication device, When it is able to be checked that said signature is generated with the 
public key showing the source origin of said program body and said program and the private key 
which makes a pair The process which obtains the public key with which said communication link 
and processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, When the public key which succeeds in 
authentication of said program execution and communication device, and expresses the source 
origin of said program is able to be obtained Said communication link and processor obtain the 
public key showing the source origin of said program from said program execution and 
communication device, and is characterized by including the process which communicates with 
said program execution and communication device by the access control carried out based on 
this public key. 

[0040] Moreover, the program ID communications processing control approach of this invention 
In the process which checks whether said program execution and communication device are 
generated by the public key with which said signature expresses the source origin of said 
program body and said program, and the private key which makes a pair Said signature consists 
of a signature value enciphered with the public key which expresses the source origin of said 
program for the digest which carried out hashing of said program body by the Hash Function, and 
the private key which makes a pair. While said program execution and communication device 
decode said signature value with the public key showing the source origin of said program and 
obtaining a digest, carry out hashing of said program body by the Hash Function, and a digest is 
obtained: It is characterized by judging whether both digests are in agreement. 
[0041] Furthermore, it is characterized by to judge whether the public key with which said 
communication link and processor is equipped with the public key in which the partner who may 
communicate is shown, and accompanies said program execution and communication device in 
the process with which said communication link and processor attests said program execution 
and communication device with the public key system using the public key and the private key 
which accompanies said program execution and communication device, and the public key of the 
program ID communications-processing control approach of this invention in which said partner 
who may communicate is shown correspond. 

[0042] Further again the program ID communications processing control approach of this 
invention In the process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device The one-time password 
method by the public key is used. Said communication link and processor A random character 
string to said program execution and communication device delivery, and said program execution 
and communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor If it decodes with the 
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public key in which the partner who holds the enciphered character string in advance, and who 
may communicate is shown and the decoded character string and the character string sent 
previously are in agreement, it will be characterized by attesting said program execution and 
communication device. 

[0043] Moreover, the program ID communications processing control approach of this invention 
In the information system constituted by the program, the program execution and the 
communication device which generate and perform a process based on this program, and the 
communication link and processor which communicate with this program execution and 
^communication device The public key and private key with which said program execution and 
communication device accompany this program execution and communication device, The 
process generated and performed based on said program is included. Said program The program 
body, The public key group showing the source origin of this program and the signature group 
performed with each public key and each private key which makes a pair to the data created 
combining said program body and said public key group are included. It checks whether said 
program execution and communication device are generated by the data with which each 
signature was created combining said program body and said public key group, each public key 
corresponding to each signature, and each private key which makes a pair. The process which 
obtains the assembly of the public key corresponding to the signature by which being generated 
was checked, Before said program execution and communication device communicate with said 
communication link and processor by processing of the process generated based on said 
program The process with which said communication link and processor attest said program 
execution and communication device with the public key system using the public key and private 
key which accompany said program execution and communication device, When one or more 
public keys corresponding to the signature by which said thing [ being generated ] was checked 
are obtained The process which obtains the public key with which said communication link and 
processor express the source origin of said program before said program execution and 
communication device communicate with said communication link and processor by processing 
of the process generated based on said program, When the public key which succeeds in 
authentication of said program execution and communication device, and expresses the source 
origin of said program is able to be obtained Said communication link and processor are 
characterized by including the process which communicates with said program execution and 
communication device by the access control carried out based on a part or all of an assembly of 
a public key by said program execution and communication device. [ of a signature check result ] 

[0044] Furthermore, the program ID communications processing control approach of this 
invention In the process which checks whether said program execution and communication 
device are generated by the data with which each signature was created combining said program 
body and said public key group, each public key corresponding to each signature, and each 
private key which makes a pair Each signature consists of each signature value enciphered with 
each public key which expresses the source origin of said program for the digest which carried 
out hashing of the data created combining said program body and said public key group by the 
Hash Function, and each private key which makes a pair. Said program execution and 
communication device It is characterized by judging whether each digest which decoded each 
signature value with each public key, respectively, and the digest obtained by carrying out 
hashing of the data created combining said program body and said public key group by the Hash 
Function are in agreement. 

[0045] It is characterized by to judge whether the public key with which said communication link 
and processor is equipped with the public key in which the partner who may communicate is 
shown, and accompanies said program execution and communication device in the process with 
which said communication link and processor attests said program execution and communication 
device with the public key system using the public key and the private key which accompanies 
said program execution and communication device, and the public key of the program ID 
communications-processing control approach of this invention in which said partner who may 
communicate is shown correspond further again. 
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[0046] Moreover, the program ID communications processing control approach of this invention 
In the process with which said communication link and processor attest said program execution 
and communication device with the public key system using the public key and private key which 
accompany said program execution and communication device The one-time password method 
by the public key is used. Said communication link and processor A random character string to 
said program execution and communication device delivery, and said program execution and 
communication device This character string is enciphered with the private key which 
accompanies this program execution and communication device, and it returns to said 
communication link and processor. Said communication link and processor If it decodes with the 
public key in which the partner who holds the enciphered character string in advance, and who 
may communicate is shown and the decoded character string and the character string sent 
previously are in agreement, it will be characterized by attesting said program execution and 
communication device. 

[0047] On the other hand, the program ID communication link range control approach of this 
invention In the information system constituted by the program, and two or more program 
executions and communication devices which generate a process, respectively and perform it 
based on these programs Said program contains the program body and ID group showing the 
source origin of this program. A certain process which the program execution and the 
communication device which exists based on a certain program generated Before communicating 
with a certain another process to which another a certain program execution and communication 
device generated this program or a certain another program to origin When ID group which 
expresses said source origin as the process which obtains a part or all of ID group to which both 
program executions and a communication device express the source origin of said program which 
becomes the origin of the process in partner program execution and a communication device is 
obtained ID group showing the source origin of said program which becomes ID group to which 
both program executions and a communication device express the obtained source origin, and 
the origin of the process in self-program execution and a communication device is compared. If 
one or more ID showing the source origin of said program in agreement exists, it will be 
characterized by including the process which opens a channel. 

[0048] Moreover, the program ID communication link range control approach of this invention In 
the information system constituted by the program, and two or more program executions and 
communication devices which generate and perform each process based on each program Said 
program contains the program body, the public key showing the source origin of this program, 
and this public key and the private key which makes a pair. A certain process which the program 
execution and the communication device which exists based on a certain program generated 
Before communicating with a certain another process to which another a certain program 
execution and communication device generated this program or a certain another program to 
origin The process which obtains the public key with which both program executions and a 
communication device express the source origin of said program which consists of partner 
program execution and a communication device the origin of the process in partner program 
execution and a communication device, respectively, The process which judges whether the 
public. key showing the source origin of said program which both program executions and a 
communication device become the origin of the process in the public key obtained from partner 
program execution and a communication device, and self-program execution and a 
communication device is in agreement, The process which performs mutual recognition of the 
program which both program executions and a communication device become the origin of the 
process in partner program execution and a communication device using the public key and 
private key showing the source origin of said program which becomes the origin of the process in 
partner program execution and a communication device, The public key showing the source 
origin of said program which becomes the origin of the process in the public key obtained from 
partner program execution and a communication device, and self-program execution and a 
communication device is in agreement. And when mutual recognition of the program which 
becomes the origin of the process in partner program execution and a communication device is 
carried out, both program executions and a communication device are characterized by including 
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the process which opens a channel. 

[0049] Moreover, the program ID communication link range control approach of this invention In 
the process which performs mutual recognition of the program which both program executions 
and a communication device become the origin of the process in partner program execution and 
a communication device using the public key and private key showing the source origin of said 
program which becomes the origin of the process in partner program execution and a 
communication device The one-time password method by the public key is used. Both program 
executions and a communication device The public key which accompanies self-program 
execution and a communication device to partner program execution and a communication 
device Delivery, A random character string to partner program execution and a communication 
device, respectively Delivery, The character string enciphered with the public key with which 
partner program execution and a communication device express the source origin of said 
program which becomes the origin of the process in partner program execution and a 
communication device about this character string, and the private key which makes a pair is 
returned to self-program execution and a communication device. If self-program execution and a 
communication device decode the enciphered character string with a corresponding public key 
and the decoded character string and the character string sent previously are in agreement, it 
will be characterized by attesting the program which becomes the origin of the process in 
partner program execution and a communication device communication device. 
[0050] Furthermore, the program ID communication link range control approach of this invention 
In the information system constituted by the program, and two or more program executions and 
communication devices which generate and perform each process based on each program The 
public key and private key with which said program execution and communication device 
accompany self-program execution and a communication device, The public key which 
accompanies partner program execution and a communication device, and the process generated 
and performed based on said program are included. Said program The program body, The public 
key showing the source origin of this program and the signature performed to said program body 
with this public key and the private key which makes a pair are included. A certain process which 
the program execution and the communication device which exists based on a certain program 
genera ted Before communicating with a certain another process to which another a certain 
program execution and communication device generated this program or a certain another 
program to origin The process which checks whether both program executions and a 
communication device are generated by the public key with which said signature expresses the 
source origin of said program body and said said program, and the private key which makes a 
pair, The process with which both program executions and a communication device attest 
partner program execution and a communication device with the public key system using the 
public key and private key which accompany partner program execution and a communication 
device before performing said communication link, When it is able to be checked that both 
program executions and a communication device are generated with the public key with which 
said signature expresses the source origin of said program body and said program, and the 
private key which makes a pair The process which transmits said public key to partner program 
execution and a communication device before performing said communication link, The process 
which judges whether the public key showing the source origin of said program which both 
program executions and a communication device become the origin of the process in the public 
key obtained from partner program execution and a communication device, and self-program 
execution and a communication device is in agreement, Mutual recognition of the program which 
becomes the origin of the process in partner program execution and a communication device is 
carried out. And when the public key showing the source origin of said program which becomes 
the origin of the process in the public key obtained from partner program execution and a 
communication device, and self-program execution and a communication device is in agreement, 
both program executions and a communication device are characterized by including the process 
which opens a channel. 

[0051] Further again the program ID communication link range control approach of this invention 
In the process which checks whether both program executions and a communication device are 
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generated by the public key with which said signature expresses the source origin of said 
program body and said program, and the private key which makes a pair Said signature consists 
of a signature value enciphered with the public key which expresses the source origin of said 
program for the digest which carried out hashing of said program body by the Hash Function, and 
the private key which makes a pair. While both program executions and a communication device 
decode said signature value with the public key showing the source origin of said program and 
obtaining a digest, hashing of said program body is carried out by the Hash Function, and a digest 
is obtained and it is characterized by judging whether both digests are in agreement. 
[0052] Moreover, the program ID communication link range control approach of this invention In 
the process with which both program executions and a communication device attest partner 
program execution and a communication device with the public key system using the public key 
and private key which. accompany partner program execution and a communication device It is 
characterized by judging whether the public key in which both program executions and a 
communication device equip with the public key in which the partner who may communicate is 
shown, and the partner who may this communicate is shown, and one or more public keys of the 
public key group which accompanies partner program execution and a communication device are 
in agreement. 

[0053] Furthermore, the program ID communication link range control approach of this invention 
In the process with which both program executions and a communication device attest partner 
program execution and a communication device with the public key system using the public key 
and private key which accompany partner program execution and a communication device The 
one-time password method by the public key is used. Self-program execution and a 
communication device The public key which accompanies partner program execution and a 
communication device is obtained from partner program execution and a communication device. 
A random character string to partner program execution and a communication device delivery, 
and partner program execution and a communication device This character string is enciphered 
with the private key which accompanies partner program execution and a communication device, 
and it returns to self-program execution and a communication device. Self-program execution 
and a communication device If it decodes with said public key which obtained the enciphered 
character string from partner program execution and a communication device and the decoded 
character string and the character string sent previously are in agreement, it will be 
characterized by attesting partner program execution and a communication device. 
[0054] Further again the program ID communication link range control approach of this invention 
When there is a public key both program executions and a communication device succeed in 
authentication of partner program execution and a communication device, and corresponds with 
the assembly of the public key of the signature check result by both program executions and the 
communication device The communication device with which both program executions and a 
communication device form two or more virtual channels in per channel virtually in the process 
which opens the channel between processes, The resource group for virtual channels showing 
the source origin of said program which exists for every public key, When the public key showing 
the source origin of said program is obtained including the resource group for channels In case 
the process generated based on said program communicates, a channel resource is assigned to 
one of the virtual channel resource groups corresponding to the public key with which the 
communication device of both program executions and a communication device expresses the 
obtained source origin, and it is characterized by offering a channel using a virtual channel 
resource. 

[0055] Moreover, the program ID communication link range control approach of this invention In 
the information system constituted by the program, and two or more program executions and 
communication devices which generate and perform each process based on each program The 
public key and private key with which said program execution and communication device 
accompany self-program execution and a communication device, The public key which 
accompanies partner program execution and a communication device, and the process generated 
and performed based on each program are included. Each program The program body, The public 
key group showing the source origin of this program and the signature group performed with 
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each public key and each private key which makes a pair to the data created combining said 
program body and said public key group are included. The process which checks whether both 
program executions and a communication device are generated by the data with which each 
signature was created combining said program body and said public key group, each public key 
corresponding to each signature, and each private key which makes a pair, and both program 
executions and a communication device The process which attests partner program execution 
and a communication device with the public key system using the public key and private key 
which accompany partner program execution and a communication device, Both program 
executions and a communication device tell the assembly of the public key of the signature 
check result by self-program execution and the communication device to partner program 
execution and a communication device. The process which judges whether there is any public 
key wh.ch is in agreement with the assembly of the public key of the signature check result by 
self program execution and the communication device and the assembly of the public key of the 
signature check result by partner program execution and the communication device One or 
more public keys which succeed in authentication of partner program execution and' a 
communication device, and are in agreement with the assembly of the public key of the signature 
check result by both program executions and the communication device are characterized by 
both program executions and a communication device including the process which opens the 
channel between processes at a certain time. 

[0056] Furthermore, the program ID communication link range control approach of this invention 
In the process which judges whether both program executions and a communication device are 
generated by the data with which each signature was created combining said program body and 
said public key group, each public key corresponding to each signature, and each private key 
which makes a pair Each signature consists of each signature value enciphered with each public 
key which expresses the source origin of said program for the digest which carried out hashing 
of the data created combining said program body and said public key group by the Hash 
Function, and each private key which makes a pair. Partner program execution and a 
communication device Carry out hashing of the data created by said program body and said 
public key group while decoding each signature value with each public key showing the source 
origin of said program, respectively and obtaining the digest group by the Hash Function and a 
digest is obtained. It is characterized by judging whether this digest and said digest group are in 
agreement. 

[0057] Further again the program ID communication link range control approach of this invention 
In the process with which both program executions and a communication device attest partner 
program execution and a communication device with the public key system using the public key 
and private key which accompany partner program execution and a communication device It is 
characterized by judging whether the public key in which both program executions and a 
communication device equip with the public key in which the partner who may communicate is 
shown, and the partner who may this communicate is shown, and one or more public keys of the 
public key group which accompanies partner program execution and a communication device are 
in agreement. 

[0058] Moreover, the program ID communication link range control approach of this invention In 
the process with which both program executions and a communication device attest partner 
program execution and a communication device with the public key system using the public key 
and private key which accompany partner program execution and a communication device The 
one-time password method by the public key is used. Self-program execution and a 
communication device The public key which accompanies partner program execution and a 
communication device is obtained from partner program execution and a communication device 
A random character string to partner program execution and a communication device delivery 
and partner program execution and a communication device This character string is enciphered 
with the private key which accompanies partner program execution and a communication device 
and it returns to self-program execution and a communication device. Self-program execution 
and a communication device If it decodes with said public key which obtained the enciphered 
character string from partner program execution and a communication device and the decoded 
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character string and the character string sent previously are in agreement, it will be 
characterized by attesting partner program execution and a communication device ... 
[0059 Furthermore, the program ID communication link range control approach of this invention 
When there is a public key both program executions and a communication dev.ce succeed in _ 
!lthenticaticn o partner program execution and a communication device, and corresponds with 
the aTsembly of the public key of the signature check result by both program executes and the 
commutation device The communication device with which both program executions and a 
nommnn cation device form two or more virtual channels in per channel virtually in the process 
S opens th channd between processes, The resource group for virtual channels showmg 
The scurce o ri g in c f said program which exists for every public key, When one or more public 
keys showing the source origin of said program are obtained including the resource group for 
.hLn,=l s In case the process generated based on said program communicates, a channel 
resource s assigned to one ofthe virtual channel resource groups corresponding to the public 
kev w th which the communication device of both program executions and a communication 
device expresses the obtained source origin, and it is characterized by offering a channel using a 

WA ^lo^Xup for virtual channels is the socket defined virtually, it corresponds to 
each port of the socket which each of these virtual channel resource groups defined as this 
vfrtuaftarget, the resource group for channels is the usual socket, and the program ID i 
communication link range control approach of this invention ,s charactered by each of each 
channel resource groups corresponding to this socket each usual port further again. 
[0061 the" nforSation system constituted on the other hand by the program execution and 
rJomTuhlcation device which the channe. offer approach generates a process based «n a 

comn ]""' . rforms and communicates the whole public key of this invention 

S ^::Sl£oa ti on device include the process generated and performed 
based on saTd program. Said program The program body, The public key showing the source 
oSr o thfs program, and the communication device which forms two or more virtual channels 
in oer channel virtually, The resource for virtual channels whose one or more exist for every 
pubHckey showing the source origin of said program, In case said program execution and 
communlcat^n device communicate by processing of the process generated based on said _ 
pr g ramTnduding one or more resources for channels The resource for virtual channel s re«j wred 
« thl oubHc kev showing the source origin is made into a pair, and ,t is made to correspond with 
a £ZfiZ& and 7s characterized by including ****** which offers a channel using a virtual 

[O^The whole public key of this invention, the resource group for virtual channels is the 
socket defined virtually, it corresponds to each port of the socket which each of these virtual 
S-i^lSS^lrbi defined as this virtual target, the resource group for channels is the 
usual sooket and Z channel offer approach is characterized by each of each channel resource 
groups corresponding to this socket each usual port further again. 

[Embodiment ofthe Invention] Hereafter, the gestalt of operation of this invention is explained to 

^"pS of programs 112 which the information system w*h which 
the pnvate-key-less program authentication approach concerning the gestalt of operation of the 
72 o this invention was applied when gestalt djawingj. ofthe 1st operation was referred to is 
nttld in the pocket devfce 1 1 by which the program execution and the . communication device 
? h h« an execution function and communication facility was applied, the main phone machine 
t fi} Z link and the processor which has communication facility was 

cket d et e C vic S e telephone (PHS (Personal HandyPhone) is included), a 

Personal Digital Assistant, etc. are assumed. ma „ui n< , i o 

[0067] A POS (Point Of Sales) terminal etc. is assumed as a main phone machine 12. 
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[0068] Communication facihty between the pocket device 1 1 and the main phone machine 12 
shall be realized by short-d.stance radio techniques, such as Bluetooth which Ericsson 
advocates, w.reless LAN (Local Area Network), and PIAFS CPHS Internet Access Forum 
otandarcU. 

[0069] The pocket device 1 1 is constituted including the reliable inclusion function part 1 1 1 the 
process 1120 wh.ch performs a program 112, and the private key 1131 and public key 1132 
which accompany the pocket device 11. y 
[0070] The program 112 is constituted including the hash value 11231 which is the signature (a 
digital signature, electronic signature) which enciphered the public key 1 1 221 and the pair with 
the private key (not shown) to make in the program body 1121. the public key 1 1221 showing the 

r; h 0e uTp° a * Pr °^ am JJ. 2 ' thS dig6St th3t Cam ' ed OUt hashin * of th e Program body 1 121 
by the Hash Function. In add.t.on, in the sources (manufacturer etc.) and origins (version etc ) as 
for the program 112, the program body 1 121, the public key 1 1221, and the hash val e 11 S? a" 
created as one. 

[0071] The main phone machine 12 has the public key 1 132 which accompanies the pocket 
rnnion Vf S 3 P IC key Which the P artner who may communicate is shown 
L0072J If drawing 2 is referred to, processing of the inclusion function part 111 of the pocket 
device 11 and the main phone machine 12 will consist of the hash value check step S101 the 
commun.cat.on link demand generating step S102, the pocket device authentication step S103 
iSdZsm* S1 ° 4 ' 3 3Uthentication ^ S105, and program a. 

[0073] Next, actuation of the information system with which the private-key-less program 
authentication approach concerning the gestalt of the 1 st operation constituted in this way was 
applied is explained to a detail with reference to drawing 1 and drawing 2 
[0074] First the pocket device 1 1 checks whether a hash value 1 1 231 is generated by the 
program body 1121 and a public key 1 1221, and the private key that makes a pair by the 
mclus.on function part 1 1 1 (step S101). While obtaining the digest which the inclusion function 
part 111 decoded the hash value 11231 with the public key 11221, and carried out hashing of the 
program body 1 1 21 ,n detail, it is verifying whether hashing of the program body 1 1 21 be!Sr 
carried out by the known Hash Function, a digest's being obtained, and both digests being 
complete y in agreement, and a hash value 11231 checks whether it is generated by the program 
body 2 and a public key 11221, and the private key that makes a pair. That is tL program 
body 1121 andapublic key 11221 were not altered, and it checks that a program 112hasthe 

troZ?JZ C \° r T ^ additi ° n ' th, ' S J check Pressing should just be performed once, when a 
program 112 introduced for example, downloads to the pocket device 1 1 

[0075] Next, when the process 1 120 which performs the program 1 12 in the pocket device 1 1 
tends to communicate with the main phone machine 12 and a communication link demand is 
generated (step S102), the main phone machine 12 attests the pocket device 11 before it with 

£^2: ir(" 0 g 3? e pub,ic key 1 132 and private key 1131 which — *• 

I°i°h!?/° r eX T, P,e L * ^^u- W u h6 u her tHe PUb ' iC k6y 1 1 32 Which accompanies the pocket device 
11 held as a public key in wh.ch the partner with whom oneself may communicate is shown and 
the publ.c key 1 1 32 of the main phone machine 1 2 which accompanies the pocket devicTll 
which the pocket device 11 holds correspond, and when in agreement, the pocket device 11 is 
3txes"L©d. 

S 0 R 7 ?A^p reO ?c i r hen t A h !, one - t '' me Password (One Time Password) method by the public key 
of RSA (R.vest, Sham.r, Adleman) .s used, The main phone machine 12 a random character string 
to the pocket device 1 1 Delivery ("Challenge"), The inclusion function part 1 1 1 of the pockS 
dev.ce 11 enc.phers the character string with the private key 1131 which accompanies the 
pocket dey.ce 1 1, and returns it to the main phone machine 12 ("Response") If the main ohone 
machme 12 is decoded with the public key 1132 which accompanies the pocket device 1 heW 
as a publ.c key .n which the partner who may communicate the enciphered character string in 
advance .s shown and the decoded character string and the random character string sent 
prev.ously are ,n agreement The pocket device 1 1 is attested with his being the partner (that is 
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obtains the public key 11 A61 or tne ft fe ^ jn which g prQgram 

^a^m^ ba^f onTe hash vaL check result by the pocket dgo. 11 
(iep S104l and presupposes that the program 112 was attested with the publ.c key 11221 

Sln^^t" of the pocket device 1 1 goes wrong (step S103). 

or whe fit is not the public key with which a public key 11221 expresses the Shmse, source 
o igt of a pro-am 11 P 2 (step S 104). the main phone machine 

rOOSO] Even if a program 1 1 2 does not have a private key, according to the gestalt of the 1 .* 
nation tne main P hone machine 12 From authentication of the program 112 which becomes 
SETS* ol ^thr P rocess 1120 in the pocket device 11 which is going to communicate ; wrth the 

in Xnf macWne 1 2 being possible When communicating with the pocket device 1 which 
^r as out^Ted on Ihe pTgram 1 1 2 which steals and is under the environment i^wh.h a **** 
iteration is possible, and operates, the main phone machine 12 can prevent ********** of a 

annlied and the pocket device 21, and are performed, 

fo082] As for an execution function and communication facility. Java etc^ ,s assumed 
ffi As a pocket device 21. a portable telephone (PHS is included), a Personal Digital 

Assistant, etc. are assumed. ^ MnA oo 

1710841 A POS terminal etc. is assumed as a main phone machine zz. 

K] Communion facility between the pocket device 21 and the mam phone machme 22 
shaH I be reTzed by short-distance radio techniques, such as Bluetooth which Ericsson 

fi^t&^^ZSS^ including the re.iab.e inclusion functior .part 21 II , the 
Profess 21 20 which performs a program 21 2. and the private key 21 31 and public key 21 32 

^Z^^^^^^^oZn^^ and the public key 

7oZs 21221-2 22 by the Hash Function is constituted including that it is the same as that of 

groups Zi zz i zi^n y 2 1231-2123n Which are signature groups which 

the following, and th ^. ha J^ a '^^ a pair with each private key (not shown) to make. 

M9oTNe^ P actuaUon of the information system with whieh the private-key-less program 
Ko^ontZoS oonoerhing the gestalt of the 2nd operation oonsotuted ,n th,s way was 
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applied is explained to a detail with reference to drawing 3 and drawing 4 . 

[0091] First, the pocket device 21 obtains the assembly of the public key corresponding to the 
hash value which each hash values 21 231-21 23n checked whether it would be generated by the 
program body 2121 and the public key groups 21221-2122n, each public keys 21221-2122n and 
each private key that makes a pair, and checked by the inclusion function part 21 1 (step S201) 
In detail the inclusion function part 21 1 While obtaining the digest group which carried out 
hashing of the data which decoded each hash values 21231-2123n with each public keys 21221- 
21 22n. respectively, and were created combining the program body 2221 and the public key 
groups 21221-2122n Carry out hashing of the data created combining the program body 2121 
and the public key groups 21221-2122n by the known Hash Function, and a digest is obtained 
By verifying, respectively, whether this digest and each of digest groups are completely in 
agreement It checks, respectively whether each hash values 21231-2123n are generated by the 
program body 2121 and the public key groups 21221-2122n. each public keys 21221-2122n and 
each private key that makes a pair. The assembly of the public key corresponding to the 
checked hash value is obtained. That is, the program body 2121 and the public key groups 
21221-21 22n were not altered, and check that a program 212 has the Shinsei source origin In 
addition, this check processing should just be performed once, when a program 212 introduced 
for example, downloads to the pocket device 21. 

[0092] Next, when the process 2120 which performs the program 212 in the pocket device 21 
tends to communicate with the main phone machine 22 and a communication link demand occurs 
tstep S202), the main phone machine 22 attests the pocket device 21 before it with the public 
key system using the private key 2131 and public key 2132 which accompany the pocket device 
2 1 (.step S203). 

[0093] For example, it judges whether the public key 2132 which accompanies the pocket device 
21 held as a public key in which the partner with whom oneself may communicate is shown and 
the public key 2132 of the main phone machine 22 which accompanies the pocket device 21 
which the pocket device 21 holds correspond, and when in agreement, the pocket device 21 is 
attested. 

[0094] Moreover, when the one-time password method by the public key of RSAis used The 
main phone machine 22 a random character string to the pocket device 21 Delivery 
( Challenge ), The inclusion function part 211 of the pocket device 21 enciphers the character 
string with the private key 2131 which accompanies the pocket device 21, and returns it to the 
main phone machine 22 ("Response"). If the main phone machine 22 is decoded with the public 
key 2132 which accompanies the pocket device 21 held as a public key in which the partner who 
may communicate the enciphered character string in advance is shown and the decoded 
character string and the random character string sent previously are in agreement The pocket 
device 21 is attested with his being the partner (that is, thing which owns the public key 2132 
which accompanies the pocket device 21 held as a public key in which the partner who may 
communicate is shown, and the private key 2131 which makes a pair) who may communicate 
L0095] When it succeeds in authentication of the pocket device 21, the main phone machine 22 
The assembly of the public key of the hash value check result by the pocket device 21 is 
obtained from the inclusion function part 21 1 of the pocket device 21. It judges wth it being that 
in which a program 212 has the Shinsei source origin if one or more public keys are contained in 
the assembly of the public key of the hash value check result by the pocket device 21 (step 
fstep S205r Se Pr0gram 212 W3S attested by a P art or a " of an assembly of a public key 

[0096] On the other hand, when authentication of the pocket device 21 goes wrong (step S203) 
° r jJ en the Public key showing the Shinsei source origin of a program 212 is not obtained (step 
S204), the main phone machine 22 does not attest a program 212 (step S206). 
[0097] In addition, although it judged with it being that in which a program 212 has the Shinsei 
source origin with the gestalt of implementation of the above 2nd when one or more public keys 
were contained in the assembly of the public key of the hash value check result by the pocket 
device 21 at step S204 Only when public key groups [ 21221-2122n ] all are contained in the 
assembly of the public key of the hash value check result by the pocket device 21 it can judge 
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with it being that in which a program 21 2 has the Shinse. source origin. 

[00981 Since the hash value groups 21231-2123n which are signature groups are given to the 
oublic ktrgroups 21221-2122n held with the program body 2121 when allowing a program 212 to 
have thfpublic key groups 21 221-21 22n according to the gestalt of the 2nd operat.cn. 

SMS ^SZ^^^^ 312 which the informal system with which ^ 
the program ID communications-processing control approach concerning the gestalt of operation 
of the 3rd of this invention was applied when gestalt drawings of the 3rd operation was referred 
?o is installed in the pocket device 31 by which the program execut.cn and toe communication 
devU wh oh has an execution function and communication facility was applied, the mam phone 
machfnri with which the communication link and the processor which has commun.cat.cn 
facility was applied, and the pocket device 31 , and are performed 
[01 00] As for an execution function and communication facility Java eto .s assumed 
[01 01] As a pocket device 31 , a portable telephone (PHS is included), a Personal D.g.tal 
Assistant, etc. are assumed. 

[0102] A POS terminal etc. is assumed as a main phone machine jz. 

0 03 Communication facility between the pocket device 31 and the i main phone machine 32 
shall be realized by short-distance radio techniques, such as Bluetooth which Ericsson 

glSflSi ^o^de^e^is^tuted including the reliable inclusion function part 311 and 

[u?0 P ^ ^ 3121 and the public key 

31 221 and privL key 31 241 showing the source origin of a program 31 2. In addition, in the 
!ourcer(manufacturer etc.) and origins (version etc.). as for the program 312. the program body 
31 21 the public key 31 221 . and the private key 31 241 are created as one^ 
[01 06] If drawing 6 is referred to, processing of the inclusion function part 311 of the pocket 
device 31^ndtoe~main phone machine 32 will consist of the communication l.nk demand 
generating step S301. the public key acquisition step S302, the program authentication step 
1 3 03 a communication link / processing step S304. and a processing a communication l.nk / ] 

miOTlNextTctuation of the information system with which the program ID communications 
prlo?8.inTeo^l approach concerning the gestalt of the 3rd operation confuted ,n th.s way 

«e ^nnli^d is exDlained to a detail with reference to drawing 5 and draw.ng_6 . 
FoTo When ^ a comllciion link demand for the process 3120 which performs the program 312 

n the pocket device 31 to communicate with the main phone mach.ne 32 is generated (step 
S301 ) the main pho ne machine 32 obtains the public key 31 221 showing the source eng. n of the 
program M which becomes the origin of a process 31 20 through the inclusion function part 31 1 

&%tt^^^-n Phone machine 32 is that in which the program ,31 2 
which becomes the origin of a process 31 20 with the public key system using a public key 31 221 
Tnd aprivate key 31241 has the Shinsei source origin to the inclus.on function part 311 of the 

[Oil of one-time password method by the pub.ic key of 

main hone machine 32 a random character string in the .nclus.on section 311 of the pocket 
dev^ 31 DeTvery ("Challenge"). Encipher with the public key 31221 show.ng the source or.g-n 
of th program 3^2 which becomes the origin of a process 3120 about the character strmg and 
the privatf key 31 241 which makes a pair, and the inclusion function part 31 of the pocket _ 
devic 31 Is returned to the main phone machine 32 ("Response ). If the ma.n phone mach.ne 32 
fs decoded J fth the public key 31221 which received the enciphered character string previously 
andTe decoded character string and the random character string sent previously . are in 
ana xne . oroeram 3 -| 2 which becomes the origin of a process 3120 being a 

S^£tt^S^ P-gram 312 owning the pubHc key 31221 showing 
thl ^rce oriein of this program 312. and the private key 31241 wh.ch makes a pair). 
[u^Tw^enTsufceeds'in authentication of a program 312 (step S303). the main phone 
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machine 32 carries out the access control of the processing generated by subsequent 
communication links by the user authority corresponding to a public key 31221, and is performed 
(step S304). 

[01 12] On the other hand, when authentication of a program 312 goes wrong (step S303), or 
when the user authority corresponding to a public key 31221 does not exist, the main phone 
machine 32 performs processing by the user authority to have not carried out processing 
generated by communication link, or for specification to have been restricted (step S305). 
[01 13] According to the gestalt of the 3rd operation, since it communicates with the public key 
31221 showing the source origin of a program 312, i.e., the access control carried out based on 
the information similar to the manufacturer and the version of a program 312, security can be 
maintained to a malicious program. 

[01 14] Moreover, since it communicates with the public key 31221 showing the source origin of a 
program 312, i.e., the access control carried out based on the information similar to the 
manufacturer and the version of a program 312, a centralized control like user management can 
maintain security to a malicious program about processing by the communication link under a 
difficult distributed environment. 

[01 15] (4) The principal part consists of programs 412 which the information system with which 
the program ID communications-processing control approach concerning the gestalt of operation 
of the 4th of this invention was applied when gestalt drawing 7 of the 4th operation was referred 
to is installed in the pocket device 41 by which the program execution and the communication 
device which has an execution function and communication facility was applied, the main phone 
machine 42 with which the communication link and the processor which has communication 
facility was applied, and the pocket device 41, and are performed. 
[01 16] As for an execution function and communication facility, Java etc. is assumed. 
[01 17] As a pocket device 41, a portable telephone (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0118] A POS terminal etc. is assumed as a main phone machine 42. 

[01 19] Communication facility between the pocket device 41 and the main phone machine 42 
shall be realized by short-distance radio techniques, such as Bluetooth which Ericsson 
advocates, wireless LAN, and PIAFS. 

[0120] The pocket device 41 is constituted including the reliable inclusion function part 41 1, the 
process 4120 which performs a program 412, and the private key 4131 and public key 4132 
which accompany the pocket device 41. 

[0121] The program 412 is constituted including the hash value 41231 which is the signature 
which enciphered the public key 41221 and the pair with the private key (not shown) to make in 
the program body 4121, the public key 41221 showing the source origin of a program 412, and 
the digest that carried out hashing of the program body 4121 by the Hash Function. In addition, 
in the sources (manufacturer etc.) and origins (version etc.), as for the program 412, the program 
body 4121, the public key 41221, and the hash value 41231 are created as one. 
[0122] The main phone machine 42 has the public key 4132 which accompanies the pocket 
device 41 as a public key in which the partner who may communicate is shown. 
[0123] If drawing 8 is referred to, processing of the inclusion function part 41 1 of the pocket 
device 41 and the main phone machine 42 will consist of the hash value check step S401, the 
communication link demand generating step S402, the pocket device authentication step S403, 
the program source origin judging step S404, a communication link / processing step S405, and a 
processing[ a communication link / ]Hess step S406. <BR> [0124] Next, actuation of the 
information system with which the program ID communications processing control approach 
concerning the gestalt of the 4th operation constituted in this way was applied is explained to a 
detail with reference to drawing 7 and drawing 8 . 

[0125] First, the pocket device 41 checks whether a hash value 41231 is generated by the 
program body 4121 and a public key 41221, and the private key that makes a pair by the 
inclusion function part 411 (step S401). While obtaining the digest which the inclusion function 
part 411 decoded the hash value 41231 with the public key 41221, and carried out hashing of the 
program body 4121 in detail, it is verifying whether hashing of the program body 4121 being 
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carried out by the known Hash Function, a digest's being obtained, and both digests being 
completely in agreement, and a hash value 41231 checks whether it is generated by the program 
body 4121 and a public key 41221, and the private key that makes a pair. That is, the program 
body 4121 and a public key 41221 were not altered, and it checks that a program 412 has the 
Shinsei source origin. In addition, this check processing should just be performed once, when a 
program 412 introduced for example, downloads to the pocket device 41, 
[0126] Next, when the process 4120 which performs the program 412 in the pocket device 41 
tends to communicate with the main phone machine 42 and a communication link demand is 
generated (step S402), the main phone machine 42 attests the pocket device 41 before it with 
the public key system using the public key 4132 and private key 4131 which accompany the 
pocket device 41 (step S403). 

[0127] For example, it judges whether the public key 4132 which accompanies the pocket device 
41 held as a public key in which the partner with whom oneself may communicate is shown, and 
the public key 4132 of the main phone machine 42 which accompanies the pocket device 41 
which the pocket device 41 holds correspond, and when in agreement, the pocket device 41 is 
attested. 

[0128] Moreover, when the one-time password method by the public key of RSA is used, The 
main phone machine 42 a random character string to the pocket device 41 Delivery 
("Challenge"), The inclusion function part 411 of the pocket device 41 enciphers the character 
string with the private key 4131 which accompanies the pocket device 41, and returns it to the 
main phone machine 42 ("Response"). If the main phone machine 42 is decoded with the public 
key 4132 which accompanies the pocket device 41 held as a public key in which the partner who 
may communicate the enciphered character string in advance is shown and the decoded 
character string and the random character string sent previously are in agreement The pocket 
device 41 is attested with his being the partner (that is, thing which owns the public key 4132 
which accompanies the pocket device 41 held as a public key in which the partner who may 
communicate is shown, and the private key 4131 which makes a pair) who may communicate. 
[0129] When it succeeds in authentication of the pocket device 41, the main phone machine 42 
obtains a public key 41221 from the inclusion function part 411 of the pocket device 41, it judges 
whether it is that in which a program 412 has the Shinsei source origin based on the hash value 
check result by the pocket device 41 (step S404), and if that is right, it will carry out the access 
control of the processing generated by subsequent communication links by the user authority 
corresponding to a public key 41221, and will perform it (step S405). 

[0130] When it is not that in which a program 41 2 has the Shinsei source origin on the other 
hand when authentication of the pocket device 41 goes wrong (step S403) (step S404), or when 
the user authority corresponding to a public key 41221 does not exist, by the user authority to 
have not performed processing generated by communication link, or for specification to have 
been decided, the access control of the main phone machine 42 is carried out, and it is 
performed (step S406). 

[0131] Even if a program 412 does not have a private key, according to the gestalt of the 4th 
operation, the main phone machine 42 From authentication of the program 412 which becomes 
the origin of the process 41 20 in the pocket device 41 which is going to communicate with the 
main phone machine 42 being possible When communicating with the pocket device 41 which 
carries out based on the program 412 which steals and is under the environment in which a **** 
alteration is possible, and operates, the main phone machine 42 can prevent ********** of a 
program 412, and it can attest. 

[0132] (5) The principal part consists of programs 512 which the information system with which 
the program ID communications-processing control approach concerning the gestalt of operation 
of the 5th of this invention was applied when gestalt drawing 9 of the 5th operation was referred 
to is installed in the pocket device 51 by which the program execution and the communication 
device which has an execution function and communication facility was applied, the main phone 
machine 52 with which the communication link and the processor which has communication 
facility was applied, and the pocket device 51, and are performed. 
[0133] As for an execution function and communication facility, Java etc. is assumed. 
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[0134] As a pocket device 51, a portable telephone (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0135] A POS terminal etc. is assumed as a main phone machine 52. 

[0136] Communication facility between the pocket device 51 and the main phone machine 52 
shall be realized by short-distance radio techniques, such as Bluetooth which Ericsson 
advocates, wireless LAN, and P1AFS. 

[0137] The pocket device 51 is constituted including the reliable inclusion function part 511, the 
process 5120 which performs a program 512, and the private key 5131 and public key 5132 
which accompany the pocket device 51. 

[0138] The program 512 is constituted including the hash value groups 51231-5123n which are 
signature groups which enciphered each public keys 51221-5122n and a pair with each private 
key (not shown) to make, respectively in the digest which carried out hashing of the data created 
combining the program body 5121, the public key groups 51221~5122n showing the source origin 
of a program 512, and the program body 5121 and the public key groups 51221-5122n by the 
Hash Function. In addition, in the sources (manufacturer etc.) and origins (version etc.), as for 
the program 512, the program body 5121, the public key groups 51 221-51 22n, and the hash value 
groups 51231-5123n are created as one. 

[0139] The main phone machine 52 has the public key 5132 which accompanies the pocket 
device 51 as a public key in which the partner who may communicate is shown. 
[0140] If drawing 1 0 is referred to, processing of the inclusion function part 511 of the pocket 
device 51 and the main phone machine 52 will consist of the hash value check step S501, the 
communication link demand generating step S502, the pocket device authentication step S503, 
the program source origin judging step S504, a communication link / processing step S505, and a 
processing[ a communication link / ]-less step S506. 

[0141] Next, actuation of the information system with which the program ID communications 
processing control approach concerning the gestalt of the 5th operation constituted in this way 
was applied is explained to a detail with reference to dr awing 9 and drawing 10 . 
[0142] First, the pocket device 51 obtains the assembly of the public key corresponding to the 
hash value which each hash values 51231-5123n checked whether it would be generated by the 
program body 5121 and the public key groups 51221-5122n, each public keys 51221~5122n, and 
each private key that makes a pair, and checked by the inclusion function part 51 1 (step S501). 
In detail the inclusion function part 511 While obtaining the digest group which carried out 
hashing of the data which decoded each hash values 51231-5123n with each public keys 51221- 
5122n, respectively, and were created combining the program body 5121 and the public key 
groups 51221-5122n Carry out hashing of the data created combining the program body 5121 
and the public key groups 51221-5122n by the known Hash Function, and a digest is obtained. 
By verifying, respectively, whether this digest and each of digest groups are completely in 
agreement is checked [ whether each hash values 51231-5123n are generated by the 
program body 5121 and the public key groups 51221-51 22n, each public keys 51 221-51 22n, and 
each private key that makes a pair, and ], respectively. The assembly of the public key 
corresponding to the checked hash value is obtained. That is, the program body 5121 and the 
public key groups 51221-5122n were not altered, and check that a program 512 has the Shinsei 
source origin. In addition, this check processing should just be performed once, when a program 
512 introduced for example, downloads to the pocket device 51. 

[0143] Next, when the process 5120 which performs the program 512 in the pocket device 51 
tends to communicate with the main phone machine 52 and a communication link demand occurs 
(step S502), the main phone machine 52 attests the pocket device 51 before it with the public 
key system using the public key 5132 and private key 5131 which accompany the pocket device 
51 (step S503). 

[0144] For example, it judges whether the public key 5132 which accompanies the pocket device 
51 held as a public key in which the partner with whom oneself may communicate is shown, and 
the public key 5132 of the main phone machine 52 which accompanies the pocket device 51 
which the pocket device 51 holds correspond, and when in agreement, the pocket device 51 is 
attested. 
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[0145] Moreover, when the one-time password method by the public key of RSA is used, The 
main phone machine 52 a random character string to the pocket device 51 Delivery 
("Challenge"), The inclusion function part 511 of the pocket device 51 enciphers the character 
string with the private key 5131 which accompanies the pocket device 51, and returns it to the 
main phone machine 52 ("Response"). If the main phone machine 52 is decoded with the public 
key 5132 which accompanies the pocket device 51 held as a public key in which the partner who 
may communicate the enciphered character string in advance is shown and the decoded 
character string and the random character string sent previously are in agreement The pocket 
device 51 is attested with his being the partner (that is, thing which owns the public key 5132 
which accompanies the pocket device 51 held as a public key in which the partner who may 
communicate is shown, and the private key 5131 which makes a pair) who may communicate. 
[0146] When it succeeds in authentication of the pocket device 51, the main phone machine 52 
The assembly of the public key of a hash value check result is obtained from the inclusion 
function part 51 1 of the pocket device 51. It judges with it being that in which a program 512 has 
the Shinsei source origin if one or more public keys are contained in the assembly of the public 
key of the hash value check result by the pocket device 51 (step S504). In the combination of 
the user authority corresponding to each public key of the assembly of the public key of a hash 
value check result, the access control of the processing generated by subsequent 
communication links is carried out, and it is performed (step S505). 

[0147] When authentication of the pocket device 51 goes wrong (step S503) and it is not that in 
which a program 512 has the Shinsei source origin on the other hand (step S504), Or when one 
does not exist [ the user authority corresponding to the public key in the assembly of the public 
key of the hash value check result by the pocket device 51 ], by the user authority to have not 
performed processing generated by communication link, or for specification to have been 
restricted, the access control of the main phone machine 52 is carried out, and it is performed 
(step S506). 

[0148] In addition, although it judged with it being that in which a program 512 has the Shinsei 
source origin with the gestalt of implementation of the above 5th when one or more public keys 
were contained in the assembly of the public key of the hash value check result by the pocket 
device 51 at step S504 Only when public key groups [ 51221-5122n ] all are contained in the 
assembly of the public key of the hash value check result by the pocket device 51, it can judge 
with it being that in which a program 512 has the Shinsei source origin. 
[0149] According to the gestalt of the 5th operation From attaching the hash value groups 
51231-5123n which are signature groups to the public key groups 51221-5122n held with the 
program body 5121, when allowing a program 512 to have the public key groups 51221-5122n 
showing the source origin of this program 512 ********** Q f a program 512 can be prevented* in 
the combination of the user authority corresponding to each public key of the assembly of the 
public key of a hash value check result, the access control of the processing generated by 
communication link can be carried out, and it can be performed. 

[01 50] (6) If gestalt drawing 1 1 of the 6th operation is referred to, the information system with 
which the program ID communication link range control approach concerning the gestalt of 
operation of the 6th of this invention was applied The pocket device 61 which has a program 
execution function and communication facility, and the main phone machine 62 which similarly 
has a program execution function and communication facility, The principal part consists of a 
program 612 which is installed in the pocket device 61 and performed, and a program 622 which 
is installed in the main phone machine 62 and performed. 

[0151] As for an execution function and communication facility, Java etc. is assumed. 
[0152] As a pocket device 61, a portable telephone (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0153] A POS terminal etc. is assumed as a main phone machine 62. 

[0154] The communication mode used for the communication facility between the pocket device 
61 and the main phone machine 62 shall be realized by short-distance radio techniques, such as 
Bluetooth which Ericsson advocates, wireless LAN, and PIAFS. 

[0155] The pocket device 61 is constituted including the reliable inclusion function part 611 and 



http://www4.ipdl.ncipi.go jp/cgi-bin/tran_web_cgi^ejje 

\ ... 



2005/03/11 



22/30 i? 



the process 6120 which performs a program 612. 

[0156] The program 612 is constituted including the program body 6121, and the public key 6122 
and private key 6124 showing the source origin of a program 612. In addition, in the sources 
(manufacturer etc.) and origins (version etc.), as for the program 612, the program body 6121, 
the public key 6122, and the private key 6124 are created as one. 

[0157] The main phone machine 62 is constituted including the reliable inclusion function part 
621 and the process 6220 which performs a program 622. 

[0158] The program 622 is constituted including the program body 6221, and the public key 6222 
and private key 6224 showing the source origin of a program 622. In addition, in the sources 
(manufacturer etc.) and origins (version etc.), as for the program 622, the program body 6221, 
the public key 6222, and the private key 6224 are created as one. 

[0159] If drawing 12 is referred to, processing of the inclusion function part 611 of the pocket 
device 61 and the inclusion function part 621 of the main phone machine 62 will consist of the 
communication link demand generating step S601, the public key acquisition step S602, the 
mutual recognition step S603, the public key comparison step S604, mutual recognition and a 
public key coincidence judging step S605, a communication link authorization step S606, and a 
communication link disapproval step S607. 

[01 60] Next, actuation of the information system with which the program ID communication link 
range control approach concerning the gestalt of the 6th operation constituted in this way was 
applied is explained to a detail with reference to drawin g 1 1 and drawing 12 . 

[0161] When a communication link demand occurs between the process 6120 which performs the 
program 612 in the pocket device 61, and the process 6220 which performs the program 622 in 
the main phone machine 62 (step S601), First, the inclusion function part 611 of the pocket 
device 61 The public key 6122 showing the source origin of the program 612 which becomes the 
inclusion function part 621 of the main phone machine 62 the origin of a process 6120 the 
inclusion function part 621 of delivery and the main phone machine 62 It investigates whether a 
public key 6122 and a public key 6222 are in agreement on delivery (step S602), next both sides 
in the public key 6222 showing the source origin of the program 622 which becomes the inclusion 
function part 61 1 of the pocket device 61 the origin of a process 6220 (step S603). 
[0162] Next, mutual recognition of a program 612 and a program 622 is performed between the 
inclusion function part 61 1 of the-pocket device 61, and the inclusion function part 621 of the 
main phone machine 62 (step S604). 

[0163] For example, when the one-time password method by the public key of RSA is used, The 
inclusion function part 611 of the pocket device 61 a random character string to the inclusion 
function part 621 of the main phone machine 62 Delivery ("Challenge"), The inclusion function 
part 621 of the main phone machine 62 enciphers the character string with the private key 6224 
of a program 622, and returns it to the inclusion function part 61 1 of the pocket device 61 
("Response"). The inclusion function part 611 of the pocket device 61 decodes the enciphered 
character string with a public key 6222, and if the decoded character string and the random 
character string sent previously are in agreement It attests with the program 622 which becomes 
the origin of a process 6220 having a public key 6222 (that is, the program 622 which becomes 
the origin of a process 6220 having a public key 6222 and the private key 6224 which makes a 
pair). 

[0164] On the other hand, the inclusion function part 621 of the main phone machine 62 a 
random character string to the inclusion function part 61 1 of the pocket device 61 Delivery 
("Challenge"), The inclusion function part 611 of the pocket device 61 enciphers the character 
string with the private key 61 24 which accompanies the pocket device 61 , and returns it to the 
inclusion function part 621 of the main phone machine 62 ("Response"). The inclusion function 
part 621 of the main phone machine 62 decodes the enciphered character string with a public 
key 6122, and if the decoded character string and the random character string sent previously 
are in agreement It attests with the program 612 which becomes the origin of a process 6120 
having a public key 6122 (that is, the program 612 which becomes the origin of a process 6120 
having a public key 6122 and the private key 6124 which makes a pair). 

[0165] When the mutual recognition of a program 61 1 and a program 612 is successful and a 
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public key 6122 and a public key 6222 are in agreement (step S605), the inclusion function part 
611 of the pocket device 61 and the inclusion function part 621 of the main phone machine 62 
permit a communication link between a process 61210 and a process 62210 (step S606). 
[0166] On the contrary, when the mutual recognition of a program 611 and a program 612 goes 
wrong, or when the public key 6122 showing the source origin of a program 612 and the public 
key 6222 showing the source origin of a program 622 are not in agreement, the inclusion function 
part 611 of the pocket device 61 and the inclusion function part 621 of the main phone machine 
62 make a communication link disapproval between a process 6120 and a process 6220 (step 
S607X 

[0167] According to the gestalt of the 6th operation, the program 612 in the pocket device 61 
and the program 622 in the main phone machine 62 Since it cannot communicate with the 
programs 612 and 622 which accompany the public keys 6122 and 6222 in agreement and cannot 
communicate with other programs of arbitration, The range where the information which the 
program 612 in the pocket device 61 and the program 622 in the main phone machine 62 have 
circulates can be restricted within the limits of the program which makes the source origin the 
same. 

[0168] Moreover, since the program 612 in the pocket device 61 and the program 622 in the 
main phone machine 62 cannot communicate with the programs 612 and 622 which accompany 
the public keys 6122 and 6222 in agreement and cannot communicate with other programs of 
arbitration, the information which the program 612 in the pocket device 61 and the program 622 
in the main phone machine 62 have will not be revealed out of range [ the program which makes 
the source origin the same ], even if programs 612 and 622 overrun recklessly. 
[0169] Furthermore, it is that the design in respect of [ about control of the communication link 
range in a distributed environment ] security becomes easy, and a degree of freedom does not 
change. The reason in order not to circulate information only between the programs which make 
the same the thing similar to the manufacturer or it about the information leak at the time of the 
communication link which is one of the important reasonable problems in a distributed 
environment Even if it does not design the circulation range of informational at the time of a 
design, neither the leakage to the malicious others nor the leakage by the bug of a program and 
overrun takes place, and it sets in one service conversely. Information can be circulated by 
regarding it as the thing similar to the one manufacturer or it which is the whole thing in 
connection with the project, and it is because it is enough in the circulation range. 
[01 70] (7) If gestalt drawing 1 3 of the 7th operation is referred to, the information system with 
which the program ID communication link range control approach concerning the gestalt of 
operation of the 7th of this invention was applied The pocket device 71 which has a program 
execution function and communication facility, and the main phone machine 72 which similarly 
has a program execution function and communication facility, The principal part consists of a 
program 712 which is installed in the pocket device 71 and performed, and a program 722 which 
is installed in the main phone machine 72 and performed. 

[0171] As for an execution function and communication facility, Java etc. is assumed. 
[0172] As a pocket device 71 , a portable telephone (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0173] A POS terminal etc. is assumed as a main phone machine 72. 

[01 74] The communication mode used for the communication facility between the pocket device 
71 and the main phone machine 72 shall be realized by short-distance radio techniques, such as 
Bluetooth which Ericsson advocates, wireless LAN, and PIAFS. 

[0175] The pocket device 71 is constituted including the reliable inclusion function part 711, the 
process 7120 which performs a program 712, the private key 7131 and public key 7132 which 
accompany the pocket device 71, and the public key 7232 which accompanies the main phone 
machine 72. 

[0176] The program 712 is constituted including the hash value 7123 which is the signature 
which enciphered the public key 7122 and the pair with the private key (not shown) to make in 
the program body 7121, the public key 7122 showing the source origin of a program 712, and the 
digest that carried out hashing of the program body 7121 by the Hash Function. In addition, in 
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the sources (manufacturer etc.) and origins (version etc.), as for the program 712, the program 
body 7121, the public key 7122, and the hash value 7123 are created as one. 
[0177] The main phone machine 72 is constituted including the reliable inclusion function part 
721, the process 7220 which performs a program 722, the private key 7231 and public key 7232 
which accompany the main phone machine 72, and the public key 7132 which accompanies the 
pocket device 71. 

[0178] The program 722 is constituted including the hash value 7223 which is the signature 
which enciphered the public key 7222 and the pair with the private key (not shown) to make in 
the program body 7221, the public key 7222 showing the source origin of a program 722, and the 
digest that carried out hashing of the program body 7221 by the Hash Function. In addition, in 
the sources (manufacturer etc.) and origins (version etc.), as for the program 722, the program 
body 7221, the public key 7222, and the hash value 7223 are created as one. 
[0179] If dra wing 14 is referred to, processing of the inclusion function part 71 1 of the pocket 
device 71 and the inclusion function part 721 of the main phone machine 72 will consist of the 
hash value check steps S701 and S702, the communication link demand generating step S703, 
the mutual recognition step S704, the public key coincidence judging step S705, a 
communication link authorization step S706, and a communication link disapproval step S707. 
[0180] Next, actuation of the information system with which the program ID communication link 
range control approach concerning the gestalt of the 7th operation constituted in this way was 
applied is explained to a detail with reference to drawing 1 3 and drawing 14 . 
[0181] First, the pocket device 71 checks whether a hash value 7123 is generated by the 
program body 7121 and the public key group 7122 and a public key 7122, and the private key 
that makes a pair by the inclusion function part 711 (step S701). While obtaining the digest which 
the inclusion function part 711 decoded the hash value 7123 with the public key 7122, and 
carried out hashing of the program body 7221 in detail, it is verifying whether hashing of the 
program body 7121 being carried out by the known Hash Function, a digest's being obtained, and 
both digests being completely in agreement, and a hash value 7123 checks whether it is 
generated by the program body 7121 and the public key group 7122 and a public key 7122, and 
the private key that makes a pair. That is, the program body 7121 and a public key 7122 were 
not altered, and it checks that a program 712 has the Shinsei source origin. In addition, this 
check processing should just be performed once, when a program 712 introduced for example, 
downloads to the pocket device 71. 

[0182] Moreover, the main phone machine 72 also checks whether a hash value 7223 is 
generated by the program body 7221 and the public key group 7222 and a public key 7222, and 
the private key that makes a pairby the inclusion function part 721 (step S702). While obtaining 
the digest which the inclusion function part 721 decoded the hash value 7223 with the public key 
7222, and carried out hashing of the program body 7221 in detail, it is verifying whether hashing 
of the program body 7221 being carried out by the known Hash Function, a digest's being 
obtained, and both digests being completely in agreement, and a hash value 7223 checks being 
generated with the program body 7221 and the public key group 7222 and a public key 7222, and 
the private key that makes a pair. That is, the program body 7221 and a public key 7222 were 
not altered, and it checks that a program 722 has the Shinsei source origin. In addition, this 
check processing should just be performed once, when a program 722 is introduced for example, 
installed in the main phone machine 72. 

[0183] Next, when the process 7120 which performs the program 712 in the pocket device 71, 
and the process 7220 which performs the program 722 in the main phone machine 72 tended to 
communicate and a communication link demand occurs (step S703), Before it, first or between 
the inclusion function part 71 1 of the pocket device 71, and the inclusion function part 721 of 
the main phone machine 72 The public key system using the private key 7131 and public key 
7132 with which the pocket device 71 accompanies, and the private key 7231 and public key 
7232 which accompany the main phone machine 72 performs mutual recognition of the pocket 
device 71 and the main phone machine 72 (step S704). 

[0184] For example, it judges whether the public key 7132 which accompanies the pocket device 
71 held as a public key in which the partner with whom oneself may communicate is shown, and 
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the public key 71132 of the main phone machine 72 which accompanies the pocket device 71 
which the pocket device 71 holds correspond, and when in agreement, the pocket device 71 is 
attested. On the other hand, it judges whether the public key 7232 which accompanies the main 
phone machine 72 held as a public key in which the partner with whom oneself may communicate 
is shown, and the public key 72132 of the pocket device 71 which accompanies the main phone 
machine 72 which the main phone machine 72 holds correspond, and when in agreement, the 
main phone machine 72 is attested. 

[0185] Moreover, when the one-time password method by the public key of RSA is used, The 
inclusion function part 71 1 of the pocket device 71 a random character string in the main phone 
vessel 72 Delivery ("Challenge"), The inclusion function part 721 of the main phone machine 72 
enciphers the character string with the private key 7231 which accompanies the main phone . 
machine 72, and returns it to the pocket device 71 ("Response"). If the inclusion function part 
711 of the pocket device 71 decodes the enciphered character string with the public key 7232 
which accompanies the main phone machine 72 and the decoded character string and its random 
character string sent previously correspond The main phone machine 72 is attested with his 
being the partner (that is, thing which owns the public key 7232 which accompanies the main 
phone machine 72, and the private key 7231 which makes a pair) who may communicate. On the 
other hand, the inclusion function' part 721 of the main phone machine 72 a random character 
string to the pocket device 71 Delivery ("Challenge"), The inclusion function part 71 1 of the 
pocket device 71 enciphers the character string with the private key 7131 which accompanies 
the pocket device 71, and returns it to the main phone machine 72 ("Response"). The inclusion 
function part 721 of the main phone machine 72 decodes the enciphered character string with 
the public key 7132 which accompanies the pocket device 71. If the decoded character string 
and the random character string sent previously are in agreement, the pocket device 71 will be 
attested with his being the partner (that is, thing which owns the public key 7132 which 
accompanies the pocket device 71, and the private key 7131 which makes a pair) who may 
communicate. 

[0186] When it succeeds in mutual recognition, it judges whether the public key 7122 with which 
the inclusion function part 711 of the pocket device 71 and the inclusion function part 721 of the 
main phone machine 72 express the source origin of a program 712, and the public key 7222 
showing the source origin of a program 722 are transmitted to a partner at each other, and both 
public keys are in agreement (step S705), when in agreement, it restricts, and a communication 
link is permitted between a process 71210 and a process 72210 (step S706). 
[0187] When the mutual recognition of the pocket device 71 and a main phone 72 goes wrong 
(step S704), or when the public key 7122 showing the source origin of a program 712 and the 
public key 7222 showing the source origin of a program 722 are not in agreement (step S705), 
the inclusion function part 711 of the pocket device 71 and the inclusion function part 721 of the 
main phone machine 72 make disapproval the communication link between a process 7120 and a. 
process 7220 (step S707). 

[0188] According to the gestalt of the 7th operation, the program 712 in the pocket device 71 
and the program 722 in the main phone machine 72 Since it cannot communicate with the 
programs 712 and 722 which accompany the public keys 7122 and 7222 in agreement and cannot 
communicate with other programs of arbitration, The range where the information which the 
program 712 in the pocket device 71 and the program 722 in the main phone machine 72 have 
circulates can be restricted within the limits of the program which makes the source origin the 
same. 

[0189] Moreover, since the program 712 in the pocket device 71 and the program 722 in the 
main phone machine 72 cannot communicate with the programs 712 and 722 which accompany 
the public keys 7122 and 7222 in agreement and cannot communicate with other programs of 
arbitration, the information which the program 712 in the pocket device 71 and the program 722 
in the main phone machine 72 have will not be revealed out of range [ the program which makes 
the source origin the same ], even if programs 712 and 722 overrun recklessly. 
[01 90] Furthermore, it is that the design in respect of [ about control of the communication link 
range in a distributed environment ] security becomes easy, and a degree of freedom does not 
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change. The reason in order not to circulate information only between the programs which make 
the same the thing similar to the manufacturer or it about the information leak at the time of the 
communication link which is one of the important reasonable problems in a distributed 
environment Even if it does not design the circulation range of informational at the time of a 
design, neither the leakage to the malicious others nor the leakage by the bug of a program and 
overrun takes place, and it sets in one service conversely. Information can be circulated by 
regarding it as the thing similar to the one manufacturer or it which is the whole thing in 
connection with the project, and it is because it is enough in the circulation range. 
[0191] Even if programs 712 and 722 do not have a private key, furthermore, the pocket device 
71 and a main phone 72 From the process 7220 in a partner and authentication of the programs 
722 and 712 which become the origin of 7120** being possible When communicating with the 
partner who does based on the programs 712 and 722 which steal and are under the 
environment in which a **** alteration is possible, and operates, the pocket device 71 and the 
main phone machine 72 can prevent ********** of programs 722 and 712, and it can attest. 
[0192] (8) If gestalt drawing 15 of the 8th operation is referred to, the information system with 
which the channel offer approach was applied the program ID communication link range control 
approach concerning the gestalt of operation of the 8th of this invention, and the whole public 
key In the information system with which the program ID communication link range control 
approach concerning the gestalt of the 7th operation was applied The pocket device 81 and the 
main phone machine 82 further Communication devices 815 and 825, The virtual sockets 81511- 
81 51 i, and 8261 1 — 8251J which can assign all port numbers for every public key, that is, may exist 
for every public key value by the same port number, It is constituted including Sockets 81521- 
8152k and 82521-82521. In addition, the sign which changed the initial character "7" of a sign 
into "8" is given to the part in the information system with which the program ID communication 
link range control approach concerning the gestalt of the 7th operation was applied, and a 
corresponding part, and those detailed explanation is omitted. 

[01 93] What made other channels, such as a channel and a pipe, virtual is sufficient as the virtual 
sockets 81 51 1-81 51 i, and 82611-8251j, and they may be other channels, such as Sockets 
81 521-81 52k and 82521 -8252L, a channel, and a pipe. 

[01 94] If draw i n g 1 6 is referred to, processing of the inclusion function part 81 1 of the pocket 
device 81 and the inclusion function part 821 of the main phone machine 82 will consist of the 
hash value check steps S801 and S802, the communication link demand generating step S803, 
the mutual recognition step S804, the public key coincidence judging step S805, a 
communication link authorization step S806, and a communication link disapproval step S807. 
[0195] Next, actuation of the information system with which the program ID communication link 
range control approach concerning the gestalt of the 8th operation constituted in this way was 
applied is explained to a detail with reference to drawing 1 5 and drawin g 16 . 
[0196] Step S801 - step S805, and step S807 are the same as step S701 - step S705, and step 
S707 in the program ID communication link range control approach concerning the gestalt of the 
7th operation. 

[0197] In actuation of the information system with which the program ID communication link 
range control approach concerning the gestalt of the 7th operation was applied It restricts, when 
in agreement [ in step S806 which permits a communication link ] between a process 8120 and a 
process 8220. Communication devices 815 and 825 As opposed to the pair of the port number of 
the virtual socket which public keys 8122 and 8222, a process 81210, and a process 82210 
require, respectively One of the virtual channels formed in the channel with the socket which 
incorporates with the inclusion function part 81 1 and is used between function parts 821 is 
assigned, and the communication link between a process 81210 and a process 82210 is 
permitted according to this virtual channel. 

[01 98] (9) If gestalt drawing 17 of the 9th operation is referred to, the information system with 
which the program ID communication link range control approach concerning the gestalt of 
operation of the 9th of this invention was applied The pocket device 91 which has a program 
execution function and communication facility, and the main phone machine 92 which similarly . 
has a program execution function and communication facility, The principal part consists of a 
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program 912 which is installed in the pocket device 91 and performed, and a program 922 which 
is installed in the main phone machine 92 and performed. 

[0199] As for an execution function and communication facility, Java etc. is assumed. 
[0200] As a pocket device 91, a portable telephone (PHS is included), a Personal Digital 
Assistant, etc. are assumed. 

[0201] A POS terminal etc. is assumed as a main phone machine 92. 

[0202] The communication mode used for the communication facility between the pocket device 
91 and the main phone machine 92 shall be realized by short-distance radio techniques, such as 
Bluetooth which Ericsson advocates, wireless LAN, and PIAFS. 

[0203] The pocket device 91 is constituted including the reliable inclusion function part 91 1, the 
process 9120 which performs a program 912, the private key 9131 and public key 9132 which 
accompany the pocket device 91, and the public key 9232 which accompanies the main phone 
machine 92. 

[0204] The program 912 is constituted including the hash value groups 91231-9123n which are 
signature groups which enciphered the digest which carried out hashing of the data created 
combining the program body 9121, the public key groups 91221-9122n showing the source origin 
of a program 912, and the program body 9121 and the public key groups 9122l-9122n by the 
Hash Function with each public keys 91221-9122n and each private key (not shown) which 
makes a pair. In addition, in the sources (manufacturer etc.) and origins (version etc.), as for the 
program 912, the program body 9121, the public key groups 91221-9122h, and the hash value 
groups 91231~9123n are created as one. 

[0205] The main phone machine 92 is constituted including the reliable inclusion function part 

921, the process 9220 which performs a program 922, the private key 9231 and public key 9232 
which accompany the main phone machine 92, and the public key 9132 which accompanies the 
pocket device 91. 

[0206] Programs 922 are the public key groups 92221 -9222m (m is a positive integer on two.) 
which express the source origin of a program 922 as the program body 9221. It is constituted 
including that it is the same as that of the following, and the hash value groups 92231-9223m 
which are signature groups which enciphered the digest which carried out hashing of the data 
constituted by the program body 9221 and the public key groups 92221 "-9222m by the Hash 
Function with each public keys 92221 -9222m and each private key (not shown) which makes a 
pair. In addition, in the sources (manufacturer etc.) and origins (version etc.), as for the program 

922, the program body 9221, the public key groups 92221 -9222m, and the hash value groups 
92231 -9223m are created as one. 

[0207] If drawing 1 8 is referred to, processing of the inclusion function part 91 1 of the pocket 
device 91 and the inclusion function part 921 of the main phone machine 92 will consist of the 
hash value check steps S901 and S902, the communication link demand generating step S903, 
the mutual recognition step S904, the public key coincidence judging step S905, a 
communication link authorization step S906, and a communication link disapproval step S907. 
[0208] Next, actuation of the information system with which the program ID communication link 
range control approach concerning the gestalt of the 9th operation constituted in this way was 
applied is explained to a detail with reference to drawing 17 and drawing 1 8 . 
[0209] First, the pocket device 91 obtains the assembly of the public key corresponding to the 
hash value which each hash values 91231-9123n checked whether it would be generated by the 
program body 9121 and the public key groups 91 221-91 22n, each public keys 91221-9122n, and 
each private key that makes a pair, and checked by the inclusion function part 91 1 (step S901). 
In detail the inclusion function part 91 1 While obtaining the digest group which carried out 
hashing of the data which decoded each hash values 91 231-91 23n with each public keys 91221 — 
9122n, respectively, and were cheated combining the program body 9121 and the public key 
groups 91221-9122n Carry out hashing of the data created combining the program body 9121 
and the public key groups 91221-9122n by the known Hash Function, and a digest is obtained. 
By verifying, respectively, whether each of this digest and digest groups is completely in 
agreement It checks, respectively that each hash values 91231-9123n are generated with the 
program body 9121 and the public key groups 91 221-91 22n, each public keys 91221^9122n, and 
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each private key that makes a pair. The assembly of the public key corresponding to the 
checked hash value is obtained. That is, the program body 9121 and at least one or more public 
keys in 91221-9122n of public key groups were not altered, and it checks having the Shinsei 
source origin. In addition, this check processing should just be performed once, when a program 
912 introduced for example, downloads to the pocket device 91. 

[0210] Moreover, the inclusion function part 921 obtains the assembly of the public key 
corresponding to the hash value to which each hash values 92231 -9223n also checked and 
checked the pocket device 92 for whether it is generated by the program body 9221 and the 
public key groups 92221-9222n, each public keys 92221 -9222n, and each private key (not 
shown) that makes a pair (step S902). In detail the inclusion function part 921 While obtaining 
each digest which carried out hashing of the data which decoded each hash values 92231-9223m 
with public keys 92221 -9222m, respectively, and were created combining the program body 9221 
and the public key groups 92221 -9222m The digest which carried out hashing of the data 
created combining the program body 9221 and the public key groups 92221~9222m by the known 
Hash Function is obtained. By verifying, respectively, whether both the ** digest is completely in 
agreement It checks, respectively that each hash values 92231 -9223n are generated with the 
program body 9221 and the public key groups 92221 -9222n, each public keys 92221 -9222n, and 
each private key (not shown) that makes a pair. The assembly of the public key corresponding to 
the checked hash value is obtained. That is, the program body 9221 and at least one or more 
public keys in 92221 -9222m of public key groups were not altered, and it checks having the 
Shinsei source origin. In addition, this check processing should just be performed once, when a 
program 922 is introduced for example, installed in the main phone machine 92. 
[0211] Next, when the process 9120 which performs the program 912 in the pocket device 91, 
and the process 9220 which performs the program 922 in the main phone machine 92 tended to 
communicate and a communication link demand occurs (step S903), Before it, first or between 
the inclusion function part 91 1 of the pocket device 91, and the inclusion function part 921 of 
the main phone machine 92 The public key system using the private key 9131 and public key 
9132 which accompany the pocket device 91, and the private key 9231 and public key 9232 
which accompany the main phone machine 92 performs mutual recognition (step S904X 
[0212] For example, it judges whether the public key 9132 which accompanies the pocket device 
91 held as a public key in which the partner with whom oneself may communicate is shown, and 
the public key 91132 of the main phone machine 92 which accompanies the pocket device 91 
which the pocket device 91 holds correspond, and when in agreement, the pocket device 91 is 
attested. On the other hand, it judges whether the public key 9232 which accompanies the main 
phone machine 92 held as a public key in which the partner with whom oneself may communicate 
is shown, and the public key 92132 of the pocket device 91 which accompanies the main phone 
machine 92 which the main phone machine 92 holds correspond, and when in agreement, the 
main phone machine 92 is attested. 

[0213] Moreover, when the one-time password method by the public key of RSA is used, The 
inclusion function part 911 of the pocket device 91 a random character string in the main phone 
vessel 92 Delivery ("Challenge"), The inclusion function part 921 of the main phone machine 92 
enciphers the character string with the private key 9231 which accompanies the main phone 
machine 92, and returns it to the pocket device 91 ("Response"). If the inclusion function part 
91 1 of the pocket device 91 decodes the enciphered character string with the public key 9232 
which accompanies the main phone machine 92 and the decoded character string and its random 
character string sent previously correspond The main phone machine 92 is attested with his 
being the partner (that is, thing which owns the public key 9232 which accompanies the main 
phone machine 92, and the private key 9231 which makes a pair) who may communicate. On the 
other hand, the inclusion function part 921 of the main phone machine 92 a random character 
string to the pocket device 91 Delivery ("Challenge"), The inclusion function part 911 of the 
pocket device 91 enciphers the character string with the private key 9131 which accompanies 
the pocket device 91, and returns it to the main phone machine 92 ("Response"). If the inclusion 
function part 921 of the main phone machine 92 decodes the enciphered character string with 
the public key 9132 which accompanies the pocket device 91 and the decoded character string 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



2005/03/1 1 



29/30 ^— V 



and its random character string sent previously correspond The pocket device 91 is attested 
with his being the partner (that \s, thing which owns the public key 9132 which accompanies the 
pocket device 91, and the private key 9131 which makes a pair) who may communicate. 
[0214] When it succeeds in mutual recognition, it judges whether the inclusion function part 911 
of the pocket device 91 and the inclusion function part 921 of the main phone machine 92 tell 
each other the assembly of the public key of a hash value check result at a partner, and have a 
public key in agreement (step S905), in a certain case, one or more public keys in agreement 
restrict it, and a communication link is permitted between a process 91210 and a process 92210 
(step S906). 

[0215] When the mutual recognition of the pocket device 91 or a main phone 92 goes wrong at 
step S904, or when one does not have the public key which is in agreement at step S905, the 
inclusion function part 91 1 of the pocket device 91 and the inclusion function part 921 of the 
main phone machine 92 make disapproval the communication link between a process 9120 and a 
process 9220 (step S907). 

[0216] in addition, with the gestalt of implementation of the above 9th Although it judged with it 
being that in which programs 912 and 922 have the Shinsei source origin when one or more 
public keys which are in agreement with the assembly of the public key of the hash value check 
result by the pocket device 91 and the assembly of the public key of a hash value check result 
with the main phone machine 92 at step S905 were contained Only when all the public keys of 
the assembly of the public key of the hash value check result by the pocket device 91 and the 
assembly of the public key of a hash value check result with the main phone machine 92 are in 
agreement, a communication link can be permitted between a process 91210 and a process 
92210. 

[0217] According to the gestalt of the 9th operation, since the hash value groups 91231-9123n 
which are signature groups, and 92231 -9223n are attached to the public key groups 91221- 
9122n held with the program bodies 9121 and 9221, and 92221 -9222ri when allowing programs 
912 and 922 to have the public key groups 91221-9122n showing the source origin of these 
programs 912 and 922, and 92221 -9222n, ********** of programs 512 and 522 can be 
prevented. 
[0218] 

[Effect of the Invention] The 1st effectiveness is being able to prevent ********** and being 
able to attest the program of a communications partner* when performing the equipment and the 
communication link which carry out based on the program which an external device steals and 
has it under the environment in which a **** alteration is possible, and operate. The reason is 
that it can attest without a program's having a private key. 

[0219] The 2nd effectiveness is being able to allow having the public key which a program's 
prevents ********** and expresses two or more source origins. The reason is that it signs to 
the public key group held with the program body when allowing having a public key showing two 
or more source origins. 

[0220] The 3rd effectiveness is being able to maintain security to a malicious program. The 
reason is that it communicates by ID showing the source origin of a program, i.e., the access 
control carried out based on the information similar to the manufacturer and the version of a 
program. 

[0221] The 4th effectiveness is being able to maintain the security about processing by the 
communication link under the distributed environment which does not need a centralized control 
system like user management. The reason is that it can maintain security to a malicious program 
since it communicates by ID showing the source origin of a program, i.e., the access control 
carried out based on the information similar to the manufacturer and the version of a program. 
[0222] The 5th effectiveness is restricted within the limits of the program to which the range 
where the information which the program in program execution and a communication device has 
circulates makes the source origin the same. The reason is because the program in program 
execution and a communication device can communicate only with the program which has ID 
showing the source origin in agreement and cannot communicate with other programs of 
arbitration. 
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[0223] The 6th effectiveness is not revealing out of range [ the program to which the information 
which the program in program execution and a communication device has will make the source 
origin the same even if a program overruns recklessly ]. The reason is because the program in 
program execution and a communication device can communicate only with the program which 
has ID showing the source origin in agreement and cannot communicate with other programs of 
arbitration. 

[0224] The 7th effectiveness is that the range where the information which the program in 
program execution and a communication device has circulates is restricted within the limits of 
the program which makes the source origin the same. The reason is possible [ a communication 
link ] only between the programs offered by the thing holding the same private key, when the 
program in program execution and a communication device uses ID showing the source origin in 
agreement as a public key. 

[0225] The 8th effectiveness is that the design in respect of [ about control of the 
communication link range in a distributed environment ] security becomes easy, and a degree of 
freedom does not change. The reason in order not to circulate information only between the 
programs which make the source origin the same about the information leak at the time of the 
communication link which is one of the important reasonable problems in a distributed 
environment Even if it does not design the circulation range of informational at the time of a 
design, neither the leakage to the malicious others nor the leakage by the bug of a program and 
overrun takes place, and it sets in one service conversely. Information can be circulated by 
regarding it as the thing similar to the one manufacturer or it which is the whole thing in 
connection with the project, and it is because it is enough in the circulation range. 
[0226] The 9th effectiveness is being able to maintain security to a malicious program. The 
reason is that it performs communication link propriety based on ID showing the source origin of 
a program, i.e., the information similar to the manufacturer and the version of a program. 
[0227] The 10th effectiveness is being able to maintain the security about processing by the 
communication link under the distributed environment which does not need a centralized control 
system like user management. The reason is that it can maintain security to a malicious program 
since communication link propriety is performed based on ID showing the source origin of a 
program, i.e., the information similar to the manufacturer and the version of a program. 
[0228] The 1 1th effectiveness is that the system design about a channel is easy, when 
performing the communication link according to public key. The reason is that it is limited 
beforehand which channel is occupied by which object for public keys. 



[Translation done.] 



http://www4.ipdLncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



2005/03/1 1 



(19) B*H#fFJx (J P ) <12)^M4#5fc&$R (A) 



(il)4Wffi«4y»#-Sh 

#^2002-152196 

(P 2002-1521 9 6 A) 
(43) ^rW 0 ^14^ 5 M 24 0 (2002. 5. 24) 



(51) Int. CI. 7 
H04L 9/32 
G09C 1/00 

H04Q 7/38 



640 
660 



F I 

G09C 1/00 

H04L 9/00 

H04B 7/26 



640 D 5J104 

660 D 5K067 

675 B 

109 S 



* Mf#5l<Z>JR35 OL (£43JC) 



(21)fcH!H#-§- 


#112001—250922 ( P 200 1 -250922) 


(71)ffifgA 


000004237 










(22)ffi®0 


W-f8l2*£-8 M 22 B (2001. 8. 22) 




:*st«wftK£56:T I7fif 










(31) 


#®2000 -264850 ( P 2000 —264850) 






(32)tf3fcB 


¥^12^ 9^ 1 0 (2000. 9. 1) 








0* (J P) 


(74) KM A 


100088890 








#®± nm. m— 








■3%) 5J104 AA07 AA08 AA09 KA02 KA05 








KA21 LA03 LA05 LA06 NA02 








NA12 PA02 








5K067 AA32 BB04 DD17 DD23 EE02 








EE10 HH22 HH23 HH24 



(54) 



(57) 
I 



it), Ayi'a.ftl 12 3 1 J^n^-MCffcl 12 1 
t/nmil 2<DHJMfi*&*i--2tBS&l 12 2 1 

SrSim-r^o «12#, ^Mlil 1 2 3 2*5j;t#gS 
M 113 1 v ^It&MmJn&z i 5 11© 

fiSl KOSSBEfcJ&S&U i^n^Al 1 
E*a0f**Sr<>-o'|>©-efc5i#fc:, &5B«1 122 
K^n^A 1 1 2SrBfiUfct5. 



r/et^A I 



















< 






IN 








>\ 


*v 






n 


a 






Vv 










1 

y a yy&mfr - mm mm t mm 5 aft • mmmm 
7J»nn • mmmmK • afti^g^ 

9 *fofc5£ #iJl2:/n^yA 

@t , MiE^n ^y Ajuff • afi mmammyv a 
mmkmm*n?&.m\z, mmmm-mmmm^. wis 

l^/HV\fc4&HMfcfc*;fc: i 9 Suffice ^y • iiff 
SMMt £ K J: o T£j# $ Ixfc t t? 5 r £ *s?«BT?* 

striae ^y as^ • awsawstwa?'* ^ 
mmmmtmmtno&mz^ mmmrn • mmmm^m 

garn y*y A^fr • »«£«©*MEfcj*3!j U t)^ohu1S 

tuiEaft • mmmw^^mm^ttim.-y a y y a ^ mm 

SufE^n y"y A^^/n y ^a.B8»T?^ 5/ S^V^ bfc^ 

^yA^r • mmmmtK ms3k£m.*Wfc?* i ??±> 

t b t K:ffiiE7*ti ^y A;£#:£yN y ISigre^ y »" 
^ LT ^ S?* y h Sr#, iW^-Y ~J*.*h fr—gctZ, 
E 5 j8»fc*«frt-3 ^ i: Sr#m it5 W#S i igfto&a 
gi* L7"n y*y A-W-MJffeo 

tefflmjj&az s: y fyj^-mt - mmmM<omsiE 
^ 5 xm«5^-c, mmmm • &ns«\ affux 

-r^tHMi^awB^'n y?±mr ■ mmmm.\~ttm.-tz>'£ so 



#Bf 2002-152196 
2 

fE7*B tr^^fm ■ mmmm&nmrz r t «rw»£i- 

£r?T5X@S;i:}3V^ &IiKJ:5!7y-^A./^ 

!7— K*s;dsfflvbn, Misa^s * aastri, wis^" 
n ^yA^fr • mmmmz=7^yj>,i£ttm%m*) , ttr 

fE^-n ^yA^fr • ®ft»e(4. ^^JSr^n ^y 

« • ftBa^«fcsi!>su nifsa^f • Mitiii, bs^- 

■r'Affimxm^- u , ««■ ufcsc^i t rsfci^o fcx^j 
t*s-stf ixtf, iE/B ^y^^tf - mmmwzmm. 
tsri ?r#m t -t-s »*« 1 * fctt 2 ^m.<ommmta 

y»c ^ 7 A»ff • mmmwbmmzn omm - wmmm. 
y AUff - aflrss^ % ttT'o / 7 a»t • a^isei- 

^*5i^ff ^nS^a-fe-^irSr-g-^ tfrfB7°i=^y 
Az5S, 7 , n^7A*ft > fe7°n^yA^£i3BlTS*Sr^ 
-r^Bfl«gpi. tfrl27°n ^y A*#:*3j;t/tfffa^§9iti¥ 

3fc-t^*85««lfc J; 9 fro fc«igl¥i huSS-t-h ^ 

y A^fT * ®{f #^fe^WIS7 p a ^y 

K»^i-«*^HMi »Sr*-r#8H»«i 1 <£ o T 

<73-efc5 z.b&ffi&£fr1zm%fcttfc-t-?>'2:Mm<oM-1z 
5 *nttUb, wist 0 cz ^yA^ff • aMttttt^ffiia 

y°c ^y A Srjciw^ $ tVfcT'n -fey CDMStr i »5 WIS 

mK «jie7»o y-y • mmmmztts&TZteMm 
Urs^xm^mtm^^^mm^^z i. k> MiE^n ^y a 

stJhWbnfc^-c friB^c^yA^.a^*^ 

tulST 0 n y*y A frjnlw^ ^ ^fc7° n -te: y tf^air <£ 9 

tutaam • ^a^stamtr^f 5 stfisaft • m 

S^e^tuia^n ^y A(73ffiB»f*5fe$r*-r^iiSr#S 
^■ofulE7°ny*yAcDa3Ff**Sr«-r^l€ii^#5> 

tT.fc^-^ N MiBaft • Mssgz>s. ttnay-B^yA^ 



( 3 

3 

#5X®Ul:j3Vvr, 4M^#ffllB:^B>9A##::|sJ:t* 

Lfc«*B«w»kfc*K wgs^n^^A^ff • amsa 
mx^t^etim^x^-f hst&m tt^m 

^MStefrs&c i «j wta-^n ^7 A^stf • am S* owm 

-ran* i Auis^n ^7 Asfeff • amsatttiat-s 
la^a ^9 Ainff • r t ztmt-r 

Z> ffi&m 5 *fcH: 6 flaK0&tt*« L/d 7=7 ABBE* 

iett-g ^ AUff • amsera:. *x*ai*flfc/ti 
m • Masgt^iJau tsteaiflr • Mas*!*, «h§- 

tsrt sr#m £ i-« i*** 5 * fete 6 mm.(om^mta 

•7°n /7AHff • amss t am *n 5 am • mmm 



¥fffl 2002-152196 
4 

mmmw. tmmitn o&m\^ mesm ■ xmmmK 

•r 1 d ^ 1 ok±# 6>jifc i: # it s mmmm • fea^g 

t> bu iet" b ^ 7 a mn • iifa ^ss i: a« *n 5 x@ t » 
mmizkox&tkvfr&mizis^x. m%zmm • Mas 

HJ0f 1 D*S:55»c VltTiy-txMW&ft 5X 
[11*510] 7"B^7At, S/u^ASttcI^ 

X2±x*£fcvnnirzzfu ?9 • am&K£. 
s/n^7 • aflr ss t mm*n 5 am • 

Sifci!) $ *b 5 tff« T^A^wjav^T, MIS:/ B 
A^=fT • amSg^tfrja^n^^A^Tctc^^tt/cT 0 

n -t^ <©«HaR: j; 5 stfiBaif • t am &ff 5 « 
Mte, Miaam • mmmmtK mmy'^^^-^mn -a 
«sf^&»7*n ^^AUfi 1 • aflr*«teaflrsr<5*5 

^° n -fe ^ S3 55 i: ^ Z> StTfS 7* n ^ ^ © ffl g ^5 Sr «-T <2r 

ifefc, Msaam • ^jya^s^, Bfri27°n^ 

«fe^^J:DMfa^a^7^roSS:SE<SrtT5X®i:, WIS 

^7 Asetf • mmmm t mm*ft sr^tr 1 1 % 
#ttt5yc^7A i nmmmmmm^m. 
m&mi 1 1 suiaam « «tase^. #btufc^w 

17— K^scasffl v x bH. tSfS^a ^7A^ff • aft 
MfB^M«S:WIEam -^a«gfc51t), WIS 

am-fea^ft^, Mia^B^^A^T-amsaft^ 
5^A*s#arara*9 , itrta^a ^ 7 A«f . aft si* 

ft • Ma§ss«n!3 3gu, tffiaam • mm.m*. few 
4t£*iitx^i*mmbfrx&it'£mmx'm%-u « 
•§■ vnjc^m t ^m-o hl-xz&i t an—sct-titx* mis 

^A i Diftwjsm 
r/c • mmmwitmm^n 5 am • Mas 



( 4 

5 

if^^mn • mmmmK rv&mn • mmmm 
j»m?f • aftisa^ m^M^-hm^f^if^^^h 

* £ fc: £ o X £ fife t> <D T? fc 5 z5> if 5 *»Srflt»i-5 

x@£, MiE^o if=7^^i ■ mmmmmmyo io 

■f-SHgg* £ fc <fc o r S *tfc 05 5 r £ *SflBBT? 

• *ya&C£afll *fr 5 «tui^, MIB9flr • feSif^ 20 

h&set'h ^7 Aim • mmmmowmzi&V] u **ow 
fc, ffrfEiift • »ist^, wis-7°n ^ • aft 

• ®ftfi«£aft tfr 5 X@£ Sr^-tf r £ £r#® £ 
tS/o^yAI DaftMSSSslW^ffe 

[» 1 3 1 ifriB^n ah^t • mmmmK «r 

IE5*^WfB^n^7A^#:£tfi|Hrt2^7ACDaigffS 30 

tf* MIET" n ^ 7 A^fr^r^N s' ->a. §I«5c-Cvn y v ^ L-fc 

n ^7 AUfT • afll MiaS^ftSrWIST'n ^7 

5 £ £ f> icMia^cr ^7 A^ffc&xs 5, v-=. HgfcT^N y 

a>£* 5 *»Sr*ISi-5 f £ Sr#m £i~5 »#* 1 2 ffi^O 40 

[in** 1 4 ] twa»« • u&smmK mm-?* ?9 
iESrffpxsf-^sv^-c. wmmm • a&sssaa^ aflr'u 

TiV^^Sr^f^H«ISr«*.v tufiE^n Ajltr • 
««SS*fc:#ltti-5 <&Mgl £ lufEilff U-C J: vvfa^Sr* 
•f^BBSi£ as— Srf"5^£ 5 ^Srffl^-f-S n £ ?r#m£ 

so 



#P€ 2002-152196 
6 

1 5 ] ffiEKI • mmmmK WIE'T'n ^7 
A^=ff • a«*(«U:#lHrt-«^M«*5j:af««li4:«v^ 

^>7-K^as«v^^ tfrfsaff • M3SSStt, tMrlB 

/n ^7 A»r • aflf^Sfc^V^ATiSC^J^?), 
ttriE^n AH=fT • afS^gli, KX^Srtt^n ^ 

am-Ma^«^si«?iiu wiBa« • xmmm±. 

m £ *s-sttttHr, mis^c ^7am • aft ^s^m 
nmi DfflftMasti^ffi, 

KT'n^^ssfT • aff^«£a{f ^ 5 aft - %mm 
e£^^:J;^3*J*^^^2.^t#^v i A^*3v^•r. Huia^o 
^7a»t • aft mmK m-?* y^^nn • mmmn 

^i-^MIiS^£, HulS^B^5-A^:»:*sJ;^t&IB^BBSt 

t.oi?*5rf: ^SfeM * *xfc»£ 

S <3 2r#3X*I£. ffrlE^cr ^7 AUtr - aft8M75Stu 

isaft • Magf £ aft Srff 5 Kttrt-s Misaft • ttm 

mw*. 9WB^n^A3fefr • aft8«tr#Mi-5^9i 

AutT • mm^m^mm^ff 5 ii £ , mie^ $ tiit 
9 *jisaft • ^s^a £ aft *n striaaft - 

5XS£ , tulE^n ify J*fm • aft^«W^tEt^5?l 



7 

^ n a <o mm * * t m & K-t&mm 

im*m i 8 ] mmmm • «f;}s, mie:/ « ?9 

fc^HMfctreSfc: £ 9 WIH-7°n ^AgUff • a{tS«©l§. 
i-^MIt b fr— §tt*a if 5 #**lJ&t--5 £ £ 3r#m b 20 

w»*5S i 9 1 mwmm • Miit^, ttrtsy b ^7 

ASH*? • aflT^HH:#|grf-5^HWftj3J:t^BaP«iS:^v> 

fc^esii^fc j; 5 atria-/ b ^7^ff • mm mm<om 

t°b ^7 ah*? • a«a*«fc9^A*s?t9i&as9 , 
swb/b Ajiff • a{t Bdt^ji^ttT'B ^ 
7 A«ff • a«ia»c#i8rt-« «MM*-ewHwt u-c wis 30 

ami Diffieemm 

HfT • a^SHi:i-J:?3«^$^5^#^^A{e:*3VN 

^7A0?fflBf*5feSr*-riD^Sr-&^ feS^n^A 
Sr^feS^n^^AUfT • am^«/5S^b7tfo57" 
n*X/JS^ ^n^7A^fe{±SiJWfc57 p n^7ASr5E 

S^n-lr*fc««fctf$ttrfcU W^b 7=7 AHfl • a« 
^«?5S, IB#7°b ^7 A*fT • aff^grtW^B-fe^o 

TctftsufnE^B ?9J>.<omffi&&&m-t: i di¥<d— §b 

»fe*tfct#tex M^B^^AHfT-aftge^ 
*bfcHi9r***«t- iD#is t7*B ^9 AUff • mm m so 



> #M 2002-152196 

8 

firtwrB-fexw^t^-s^ia^B^Awttjgifs**- 

«tID«Si*tt«U -itr5S&fE7*B^7A(7?tBBf 
**«r*-r I D/OS 1 o#±#«El-fttfa«iS«:HI < IS 

t^tf^^sr^t-r-ST'B^^A i Di«eia» 

[ m&yg. 2 1] /c^7Ai> #/p0a Sr5c(=# 
^"B-fe^^^UHfTf 5«»<0^o^9A|6fT • aft 

B^^AdS, yn^^ft ^B^^ACDfflFfS* 

5 7°b ^7 A Sr jcfcgijo 5 t*b ^7 AUfT • a{S^ 
»^^UfcSiJofe57 p B-fe^iiifB5r : fT5W^ s 

b ^ A^fr • aftfia^ ts#7°B ^ 7 A»fT • am 
^B^bti^B^An^T • mmmwfHcr>-ya±^(D 

t'o /7Aiif • am3iB3J^#e»tufc^5asii: s ^b 

^7A||fT * ffi{f^BF ( 3<D7°a-fe^.^5ni-^5t9f27 P B 

misrtttfeb, W^b ^^A^fr • a«^B^s 
^B^^Al^fT • am^Brtro^B-^rx<335ni:*5t(ffE 

t°b r?&<ommte*&&ttem&i&&xm&m$:m^ 
xfa^oifyAmft - mmmwft<v7 f, v±xcD7Zkte 

ST'B^AOtaasgESrff 5lSi, ft^P^ji 
SUfi 1 • a«Bfi**&#fciifc4fcW*i: i:/n^A3«T 
• aBSBrtW7*B-fe^<D7ct3fe5Wl27'B ^AOffi 

fr • amsBrtw^B-fexoTci/i^T-B^^Ayjs^a 
BE*nfci*t:: v mt-b^a^ • aftMB^am 

22] mfa tr j*mn • mmmm&. 

t'b ^7 AUfT *afg^Brt <o ^v-tex&TGbteZiitm 
y°o. sfy^Ko Bfcjglf * *?r*-r^M«*3 i O'^ltSr^ V •> 
X^^n ify&Wn - affl-S«l^ro7°B-fe-^;(?375i:/i 
5/o^7 A'cffiEBBESrfr 5 iSKfc'l ^T. 4Mmt 
±5*7^. -/^!7— KM^fv^ii, M^b 

^Aip . ifsifis^ g -?xx jf^&mn • mmmm. 
icHmr^mm^m^^ v^^mm - mm mmzm 

sr-tH-etbau , ts^B y?j>.&?f - mmtmmtK & 

^^JSrW^B^Algff . iifli^BrtroT'B-fe^o 
tE i: * 5 MiE:7- n ^7A © ffig/f S *Sr*-f-^M«i i: M£ 

*-raf*ire«H*^: bTtx^us: i ^9 j»mn • a 

«»B{ciSt)-iSb, i^c^^AHfr -affSB^, Bt 

• afBiseaff^Brtw7°B-fe^©5Ei^57° 



9 

c/yA trfgHE-r-S r b b-rz> 2 llE^co 
j/^A I D»(»ttffl»JW*«fe. 

7u±*&±i$i,mft-rzim<n7uy9J>Mn • aft 

n • am mmizttm-tz &mm t x mm?* ^ a ^ 

zftTm&mzzvft^tcm&tz^??-. ^-/n^^ 
jx*^\zhz,7'uy : 7J>.mft • aftsa^^bfcfes 

%Mm*ftom\^ wiT'uy^^nft -mmmmK *i 20 
^n^^nff • am^g^^-s^BMi^u^ 
^iitr^fc^BSig;^:: ± vn^vy^^Mft • a 
ft«®cofsiE*fT 5 x® t , w^a ? ^ j»mft • ams 

^^^fctro-r-fes^irTj^^^fc^-ti, tuisam 
ftgisig^, w^ci^^^^-afs^*^^ |§ 

xiif=7^Mft •aft^SrtW^n-fe^cojcir^^ttfa^ 0 30 

?9J±mft ■ mmmM^hnhfitc^mmii^ 

S7"n ^7AI|T • am^g/55ilff ^^gi < TMt 

7 A|gff ■ aft lEg75S. ffffE^fttrfflfST'n ^AC 
5 j5»«rWfrt-3 ~ t £ ■*"«» 2 3 S fci± 2 4 50 



#59 2002 — 152196 
10 

fK&^n^A I Da«f&SM*P^&> 
[9**2 5] M^n^^A^ff -a{f«g^ v ti^ 

7'^7Aiifi- a««« t#mrt-5 ^Mifcfc <fc Tfm& 

«gg^\ am LT±V>te#£:^-r^BB^#7t N ^a 

flru-c iv^^srsw-^wiiiif^n j*mft ■ a 
2 6] m-7°uif=7 u*mn • amsg^ s ^ 

ISSrfflV^c^^^i D+B^n^AJfeff • aft 
SgC'BIESr^f plgfcfeV^, ^gB^i-J:^.^^. ^ 

aftsgi*. ^yoif^M^ft .mmmm^^^y 

n ^7 Aim • aft ^g{r 7 >-^A *3t*9BSra6 9 . *B 
^7°n ^A^T • aftSgtt. tfr3C*JWSrtt^n ^ 
7 A^fy • aft^gtr#Et-f-5 SMWi-CBHKt tt|7* 

^ii^t • afs^g§r®sEi-5 ~b*mmt-tz>mitZTg.2 

3 -£fc{42 4iamw^o I Dl«glffl«im 

[it*«2 7] w^c^Asfefr • a«^g^s, 

afa?g 1 ofefc 9 l=<E3ft«Uc*ft©^S«3lfllK*^ 
^ci-5a«^g^s Sfiff5^n^^A<DttSMS*Sr^-f^ 

ummm^umn 1 oizmm&&m*m vmx, 

M2 6 IS&CD^n ^7 A I Da*ttHftHW*&, 

T'n-fe^Sr^blSff-t-SlKSfcO^n A Jiff • aft 
^gtfcip^^^Stim^x-^Alrfev^, tftfa^ 

a a^^t - am mmtf. g ^9 a^ • ams 

fi 1 • am^gt-ft-841-3 <2rHli i . #-7° o SttcC 
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9 j*nn - mmmmK y^^mn • am mm 
?9J*nn - mrnmm.\z&*.* s -fx* ^ aswt • am 
ofSj^n if^^mf • am 

^<xm<tSr^tpri:Sr#^i:-f-5^t2^7A iDilft 20 

[it *s 2 9 1 jw^c Antr • am&s#s. 

Sr/Ny S-^Mi&r^y v-^^Lfc^-f v?^* S SrilfrfEy' 

ti>icmmyo y^A&fcisxTM&.'Jimmmx'ifcf&s 

•fS^if 5 *>**l^t-5 - t S:#mi:-r5W*«2 8 IE 
tffl^n^yA I DaflM6BSMP:£8s. 
[» *«3 0 ] ^9 ASlfT • aft 

^7 ah?? • mmmmcfm-rztemmjskxm® 
m*m^it-&fflmjjiZfc3:<9fti^7 p u ^^j^mn - mm 40 
mm^mm^n ?i^s:»v^, w^n^A^f • a 

ftLT£V>fe^&^&H4^:fl^s^?Ajtft • a 
f 5 d» if 5 n £ £#m 1"5 2 8 * 

iit*« 31] Myc^yASfT- mmmm* , 
^ b ^7 ah*? ♦ »m««fc#BH-« ^rag&fc i t>*«5^ 
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am^m*. tsg^n ^ amt • am^g^fcfs^ 
n ^Aiff • »«»»fc#i»t-5 ts^y 

j^mn • am m-x^mzte^u ? 
^^mn - mmmwizttM-tz,m®mxm%-fci.x&7' 
utr? M.mn • mmmwizm «u e *mn 

• am^sii, flHwt: s*t*ji^i«a#^& ^?ah 

*2&r t * jcaio t sttti t£ . mm? n if ? 

A^tr • am^«^SIEi--5 r i ^#^c<!:-f-5l**« 2 

8^fctt2 9is«tco7°D^7A 1 Dmmmmmm^mo 
32] ^7 a jit? • amatBtf*. 

aft & 1 ofefc 19 uii^tsfidi^^^eamis^ 

^^n-fex^am^ff 5BStc pj^ei ^7A*ff • a 

*fis-f-5«5Ba«^«MS¥cD 1 ofcam^sssi*#j o m 
x. &mmmm$tn&m ^mm&*mmT?> r t 

ir-r^!S*«3 HE^W^n^^A I DfSflrfiHSlW^r 
3 3 ] tit^ft&MXj^tf tiQBtt teJfeiS u 

o— ods»a^<o y -ir y h#7jf— h r t 

mt-rzm&mv 7*fci*3 2ia«<7j7 , 'n ; >' s 7A i Da 

ft t5ISS!IW*& 0 

^M^t , amss io*to t ta^iiBifi 
m-i--&mmmz 1 o«±#fc-^5iE«am^Sfasi: , 

1 oSJLhoaflllSffl** t Sr#* % Affia^n ^ 7 A|||T 

• aft *&«#lft!B7 B n ^9 A^K^feflJtSttfc^n-tx 



( 8 ) 

13 

[it** 3 5 1 fammm&mmmmtffomm^m u 

[000 1] 
[0 0 0 2] 

HI 1 9 fc^r-f-J: 5 K\ /n^7M#10 121, 
tfc/n^^i 0 1 2<7>tU3f**Sr«i-^H!«Sl 0 1 
22 1-1 0 1 22n iSfJffi 101241 — 101 
2 4 n DMJ^^n 1 012t, 

^^AjW'i«llt*5j|«Bl oltiD 
rfxi?*?!* i o l 2^7u^^*5J:t>^fi : ^ti,^^ p nz-fe: 20 
^10 120i^i!9i^S^, /n^i0 12S: 
l/n^7^ 10 1 2Sr7C^^o-fe^ 10 12 0 
&^USWTi^5*»»»l 01^ 0 1 t 

a<f 5 »ff • Mlgft^5S«H l.0 2ifcJ: 

[0 0 0 3] ^m<omn->^^<o— M**> fc4:xJ;£H 
1 9^i~i:5l-. ^P^isl 012t ^a^^A 
10 12 SrjTcfcl^uIr;* 10 12 0 &&f&Vmf?-tZ>7 P 

4» loit aft §rtT 5 aft • amass-?* « i 30 

[0 0 0 4] /cz^7A 112ft ^n.^A^flci 0 
121i s ^p^7^ 1 0 1 2 0ffl3ffi*Sr*t^BII 
Sl 0 1 22 1-1 0 1 22nh 10 12 2 

1-10 12 2 n i*fS:*i-89j6«» 101241 — 1 

0 12 4 n iSr^-efflPjaStfCV^fco 

[0005] lout mfr&zmm 101 

1 T'omi 0 1 2§r*f7i-^^ p nir^ 10 12 

0 fc % ftflHMl 0 l^WI»i-5^M«il 0 13-2 4:. 

^mm 10132 ttt&ft-tm&m 101314:. 40 

if ./<^!7— KflWBl 0 1 9 0 SftTV^fco 

[0006] m«^i 0 2tt, »flrb-cj:v4B**aH- 

1 Dt^5lff«Sl 0 l^#8»t"5^Hlil 0 13 2 

a{f UT£V^~ if^«H-^— if ->^17— Kfflf* 
10 19 0 bttAs-tm&ZtlX^lto 

[0007] r o± 5 ftffiSsoflKS^f^^lis ^ 

^yAl 0 1 2Sr7u^^^$ttfc^c^^ 10120^ 

i d m&m^ 101 $mm$* 102 £»©*fr 5 
Ktirte. »si 0 2#. mmmi 0 i^&««tRs 

1 0 1 Hlf Sr^/nt^ 10 12 0^^:45^ 50 
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n^7Al 0 1 2 0ffigfT**Sr*-r^gg^l 0 12 2 1 
— 10 12 2 nSr»<5Xmir. M£H3§1 0 2^ #6>*x 
t^iftl 01221 — 10122 n^oV^t, ^ 
flHIl 0 l^aff Sr^itS^nir^ 10 1 2 0<D5E£fc 
5^^10 1 2^ttJ3f**S:*i-^HWWl 0 1 
221 — 10122 n:}8 JitflgHBttP 101241 — 1 
0 1 2 4n£fflV^ltTlgIE£fr5 :K\ 

0 12 O^t^S^u^A 101 2#BlEfcJ*3bU 

[0008] *fc % flHRs/^y-Aotto«a: % it 

4:^1 filH 2 01C/Tt±5l^ ^n^^A 10 12 4:. ~f 
p^7A1 0 1 2S:5cir^ p oir^ 1 0 1 2 0Sr^tI 
fr^S:/n^9-*»T • IffgtttfcS^fiHl 0 1 
4:. MiSl 0 1 4: aft Sr^Saft • ^IgftfeS 

[0009] stisi o i r*. a*a*atB«i o 1 

1 4:. /D^yA 10 12 $rm?f-t&7*±x 10 12 

o 4:. i»«si o i oi32*5i 

OWil 0 13 14:. if • s<*V— K**l 0 1 
[0 0 10] g^l 0 2i±. afSbTiV^ffl^Sr^-T 

4*Htt£ it^«i o i Kttm-tztemmi 0 1 ' 

3 2 4:. if • <*;*I7— KffinKl 0 19 O^^rto, 
[0 0 11] ^C0i Sfttt^WW^^Atfft, gg« 
«Rg£ 1 0 1 -e. if • !7— Kit « 10190lro 
VvrWSE*?T*\ yn^yAlOl 2 ^rXtri-^ ^n-fe 
^10120 if * ?7— Kit* 10 19 0 Srffi: 
f?i~3 0 ^n^^ 10 1 2 0«fl 0 2 i:lS £rb 
J: 5 4: LTaft Jf*jWSfeU*»S\ I0 2tt, 

ftff«Sl 0 ld*&4«H*l 0 13 2§r^ttl&i9. 

lii o l 3 2i-st5t>©-efcjiti, m«Wi o i 
fc:»U4MM*l 0 13 2fcov*T»BES:?TV\ RKlCjft 
5tfUfc#^f^. iS»Sl 0 l^P^yAl 012 

sr^ff-ra^n-fe^i 012 otiutmi 0 2t<omm 
r^-fe^sjw^. afitt^ic j: feigner ^*^«wsr 

tr5#\ ^fdf^affffi^o^n-^^ 1012 ocot>o^ 
-if * !7- K«« 10 19 0*51 £«§#\ ^-ifS 

&• 

[0 0 12] Sfcfc. flWl^^AoffloffirH:. 
fc 4: x.fiH 2 l ic^T <fc 5 ^c. i»ioit, £MH 

[ o o i 3 ] j^weim lout m^3z,^tg^ ioi 

14:. ^^10 12^ yn77A10 12S:i 
^Ti-^n-fe;* 1 0 1 2 0 4:. i«10 1 fcfrtt*- 
5SM&iil 0 13 14:. ®*«ll 0131 kM^ft-pte 

mmi 01324:. a«UTJ:v^^*a^-^BMii o 

2 3 2 b*'£AsXffi$ t £3riX^fz. 0 

[0014] mms&i o 2«: % ja*a*«wB«5 1. o 2 i 
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£:> 7 , n^7isl 022t > z/n A 1 0 2 2 £r^?T 

mmi o23it, m&mi 0231 tn^m-r^mm 

10232t, iiff UT J; \ ^^fFrt'jmm 1 0 13 

[0015] C«0<fc 5 J&^*C0lf^v'^^A-e{± > :7°n 
-k^. 10 12 0 irT'ci-fe^.l 0 2 2 0 i^ilff £rUJ; 5 
i: LTii«^*;}5f§;£Lfc4§^\ m^^Stggp 10 1 
l*5±t>*l 0 2 1 14, £i\ -&mmi 0 13 2*5±Z>*1 
0 2 3 2 5t2Vn{C^U SftSi-ofc^Wiil 0 2 3 2*5 10 

±tfl 0 13 2 iriiffL-Ci^tg^Sr^i-^gBlii o 2 
3 2*5£tFi 0 1 0 3 2 b^fi^fritm-tZ,* — ifc-T 
*b«» #«&^^tgg|5 1 0 1 1*5 .fc o« 1 0 2 1 tt, s 
tt&ofc^rM^l 02 3 2*5<fcO*1013 2 7?*g]E|llE 
SrfrVV tgSfgEE^^-rtvii, T'oir^ I0l20t 
1 0 2 2 0 i: coilff — :S\ gftifeofc 
<kMitl 0 2 3 2*5iO=l 0 13 2 iriift LT J:^*!^ 
Sr^-r^Mltl 0 13 3*5J:T>*1 0 2 3 3 t/J^Tfe-S 
>K $mmi 0 2 3 2*5<fct>*l 0 13 2 TrC^SM!^* 
9z%tVtimr&fc. -?xi^7. 10 12 0 i7°a-k^ 1 0 2 20 
2 0 i-wM^iiif ^rfF$^^ofc 0 Sfc®{fg§KMSPSr 

[0 0 16] 

[^^«?^UJ; o ti-SWJg] S£icoF H m£W:, ii{f 

x&z> a t(om^ s •7v? ; 7j*i!>m&m%:-k~o&mtf 

[0 0 17] Jj?2<0F n m£i±, ^«C**fr*5VN-C s 30 

wm-tz&Mtffozz.bx&Zo ^oint f&tE-rs 
string e^-if > !7- k« miz.M-rzffim£&# 
■rz & s e> § „ 

[001 8 ] ^3 CDRrm^li, a-— If • s<* !7— K1f# 

[0 0 19] ^4<DPp1M^J±. %$, ^c^^A^VNb 40 
;*coffi<f l-^^Sr^co^n ^7 A ir-TS^SrWJfc 

[0 0 2 0] fgstonmSii, v-^7 L A^t£3S*5j;t>* : ja 
t«^fi>o*!3 A^ro^w^W^v>i:V\5 r bX 
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[oo2i] ^6<7?p»m^:«. ^^A^^-^-t- 

5/^^AWfe5S*5j;t>*it«6:cQ^x^A(0^i9A^ 
<0^<75^Wj5^v P> 7?fc 5„ 

[oo22] M7 <7>mm£M. b*vmm&%bff>4ifflm 

[0023] ^Hfcojg 1 CO g Str}*, T'c ^7A#f4 

^XX^^m.^X<D^ il{f ^*5(t5^iJi-^ L3rl£ifc1-3 
l^d ^9 A^iiE*fe^ii«-r5 r b ir 5» 
[0 0 2 4] ^m<0^2<OWm±. $k$"gWT\Z.1Z^ 

[0025] *3£W<OM3 <D g Wtt. ^«:^«K*5V^ 

psfe^^-c*5>?. a-etsffifcHi-^^^A^ff-^B 

So 

[0026] *^<D^4CDSKJ{4, ^rW«SlJ<Da«$r 

^jt>ps^§^T*5 <? , aft ^^^Asgfh^s 

[0027] **5, ^fe=fTfe«S:gfti b-C#W 2000- 

I48 46 9#fc5^ ro^fgirW^Stufc r^-j?^ 
7— 77*!) <^-— v-a y«©t- fcf^---<^T^-fe^$!|^IJ 
2ffef4s ^lW^^lfa-^T'n^^A^^^-^SM 

(4, ^ 1 CO a yfa.- ^ -7°n /^5^2 CO 

=i ^ fcTi— 7°n A^E- v 1 ^.— P, COif— fcf ^ C7 

i?cx.— /W*S <tO?H 2 CD=< ^fcf a— ^7"a ^7 A^e 
^SrlHlC^^-tfcx— — KicDlHlCT K^S 

Jb-e»jfc5 ^ A Sril{f UTtS«l ^it?. <fc 5 K 
1~5 7c £><D % C0T?f±^V ^ 
[0 0 2 8] 

b , mya • mmmm t mmzn 5 mm • ^ 
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yay^j^mn -mmmmK m^^if^^n -mm 

if 7 • mmmwtK mw,m% ifitm^u 

fat wis^n ^ =7 ^<Dtam ^^-r^mmtM^-r 

m^m t i o -c^j* t> co-efe 5 &e 5 ^srstm 10 

fr • amSff wKBESr=fT 5 II b . itflSS-^ # MiST" n 

^^^i^bmm.yo^^^iam^^m-r^mmb 

[0 0 2 9] *fc. ^ggwffi^li^LT'o^A^.IE 
•a-?*? ATfcffcty x V mWcX^ V is > if bfc ^-f V s m 

****i-^Mire«-9-ur^ 's*** tti 

^i?x^ hfr# s flWVs**;* his— Srt-S*^5d» 

[0030] ^mmnm^mi^^if^^m 

• ilft^g fc#B*-« J: ttf$#tt£/B v ^fc^gS 

pxmfcifc^T. SfriHil-fS - %mmm.ft, affUTJ^ 

n ^7^«f • a«ig«%miEi-5 r b zombis. 

[003 1] £ *3SW«3«««4U7'n ^7 50 
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^HMfcSrstU: «fc 5 MlS^n ^^tr- afE^ffco^IE 

•7— K^-^Mv^b^ Miaaft • Mia?" 
o • amse^^A^ifc^jsras 9 , tfr 
set'c if 7 - mmamtt. mx^i^yo if? 
^mf - mmmmzttM-rzm&mx-v&Htvxm&M 
m 't&mmw^mv&v, rnrnmm • mmmm±. 
it fsfrtt^\ttm\z.m$-r 5 am lt j: v 

t *s-stf fttf. fiiE^n A*fT • aft mw*mw 

-tZ^b&W&b-tZ,, 
[003 2] «fc, 49S9!«>S(ttl^ L-^n if^j^mm. 

7A^ff • a« Sffiarn^ 5 aft • «iss«i t ± 
ff • a«^e^ N rt-b ^7 a^^t ''jaMiawicftiw- 

mi&Tz&i&mmbtt*t£-r%-m&mbi-£-c>x£.!$.£ 

tWE7'n^7 A^ff • a^gfi^MiErn if 

Mss«iaft srff 5 «Htii^, tfrfaam • «tigf«\ 
m^m^m^^r^mm^^iivmmyoif^Mmn • 

aftgScolStESrfr 5imt, MfS^S^fct^-efc 

ft • ^as^staftsrfl 5 wttrtr, tuisaff • tmmw. 
attmyn if?j*<nmi&&*^<&mm*n%TM 

b, m&zfnif*7J>.m$t • aflr«E«<0»BE^5b 

ffrtaaft - Misf#, MiH^a A^fT • a 

[0 0 3 3] £f>ir. *^PJC0§5^|i^U^cz ^ 7 Af 
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&m&m.* mm-? a ^ ^ a <z> ffiFr* * %m-r&'&ffimx- 

^^n«#LT^ i: 1 1> f^tfrlBT" 

a A#f£:|3 J: t>*SfrfE<&Mltf¥ roa^MfM § 

[0 0 3 4] £fe>KS;fc, *^JW|2^it^b^n^7 

j*m&fm±, mmmm • »iit#, ttrfE^n^A 
s^^T5xs(r*5v^T, sfii5ji« • xmmm&, mmvx 

Mmttf— gcjrZfrif 5^Sr*U*U -ifc-t-54§^lifr 
[003 5] *7t. ^BJWSSli^ U^n ^7 AfgEE 

aft mm^Hmr* '&Mm&z. ummmzm ^^t^mm 

36r^5K: <fc 5 Wf57"a ^7 A^ff • aftiggcofgHESrfr 5 

• mmmm^Rm-r^mmmxm^tvxnnmmm • to 
mx-mn- u Wh-t^x^m tm^m^ fcut^j t as— 

[003 6] — j£§m<r>-?u ^yA I Dif toSffl 

7 A jtfr • a{f M t a« Srff 5 aft • MaSEg t «fc 

^Q^A^flct, l&^n ^7 A<DttJgf*3f5^-f 
I D»fc Sr<T*, HtrlH7°n AUff • SASHED Sflf 

WIB^n ^7 AH?? • »ft yS*^stfrlS7 p n ^7A§ 

mtmmzn outfit mmmm • mmmmK mie^ 
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1 ■oKJbfc.&iT.*: i # ic, ttrtsam • toase^tfrSH 

j/v ASr^cfC^SJufcyo-k^^St <fc t> WIS 

[0 0 3 7] *»M©/d^5A I DlflMi 

ffil^Stt, T'n^yAi, j^7»n^7ASr5Ei-7°ci-fr^ 

^7 Ajsfr • mmms t mm 5 mm • #yg$as£ 

^ti^TA*^, ^n^9ArofflBf**Sr»-r^ 

wit, iskxm^mmtM^irm^m^^ mn-? 

• aff^g^tfrja^a^^A^fr^stvfc^o-kx 
cotoafc ± t) MiEafs • toa^s t mm%ft 5 
*triEa{f • mmm&K mmyofy^nn • aft^g 
«^^c^7Ai# • a{fgefcam^$-er57 ,, B-fe 

^ <7?jc t * 5 ci ^ 7 A <D fflBf * * Sr«H--&liif 

tuiaafa • feSSf^\ buIB^'o^^acc. 

fr • mmmmkmm&n 5 1st r t &m&t-t 

[003 8] *«ii©^n ^7 A I Dafftoa 

Srff 5XStr*JV^ ^WStfc,t5!7V-^-f A 
!7— K^r^s^v^ fctb, tulH^n A^fj • aft 

WfB^isfisrWiBafB • toasetc^i!? , wisa« 

A^S^JSrSS 5 , WIE^cr ^7 A^=f? • a{f 3Sg^ % 

^v^m&.-r^ r i: zombi-*, 

[0 0 3 9] $t,(r*3t, ^iCT'n^AIDIfl 
MaftlJffll^tts 7"n^7At, ^C^A^-TcfcT' 

«r^o ^7 A^tr • mi&mmtmm&ftdmm • 

if =7 A^fr • afs^g^ s f/ B /5 A^fr • a{tigg 
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®^gtiiifsSrtT5«Su!r x fulEaft • ft 

mm&m^tL'£Mmjj3z\z. £ 9 tfriE^n ^ a - a 
it sawsg!E£T=fT 5 iih suias^ ^kjib^h ^ a 

*f£ i: It 12 f u it =7 A <r> ffl ffi A 5k «r*-t-4fcM H i: » «: & 
•TS5 ^Si t £ «£ o T^S: ^ixfct>o-t?fc5ri: jSn*»T? 

mJK7°n^7A^fr • aftfta^itfrfS^n 
^9 AS:jcE4^Jitt/pt^cM!:J; 0 BulEaft 

fc, KriBiift . mm&mtf* natty w^-^mn -aft 

SSfr - jfiflt&a i SHtfcff Plti *£tf£ £#m<b 
[00401 Sfc, ^fSW/n ^ A I DaftMSfW 

t^v^x^F £r», M^-Y v 7 ^ * h 7)5— gcf 3 7)" if 5 
[0 0 4 1] *^©/o^7A I 

^^^i-^mmtm^ iwet'o ^^AUfT • aft 

■So 

[0042] $ bt-Sfc. ^§goo^n i/^A I Dl« 
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AH?? • mmmm^m-r^mm^ai^m^m^m^ 

BESrfT5ia^*SV»T» ^M«ltJ:5!7V. ^^A 

^!7-K^735^VNbtu. tfriaa-fs • ^s^«f±, we 

aft • mmmm^y) au twaaflr • ^ls§s»i± % b» 
jut sis— srmif » mie^c ^9 AUff * amsasrm 

[0043] Sfc, *%^<0^"a i Dam^ygfM 

y^^mft - mmmmtmm^ft ?mm • mmmmt^ 
^ • aft^«7)5, y^^mft • a«^«tr#isfi 

-t-5 ^HSIi*5 £ t*Btt«i i , tfflE^ a if 7 A Sr5cK:*fl!E 
20, .■*5J:t^*EfT*n<57'o-t^i:S:**» ItrfE^cz^^A 

<&S3^l¥i;, WfS7*a^7A*#:*5itfMrS5^M«8^Sr 

■r^mmm.'oft^tz.m^mh^^ mm?*??- 
j*mft - mmmmK &m&&i&myn a*#:*3 j; 

j^SixTtfeo-e^Sd^if 5 75^?mu fe^ftfetw 

30 *#5xet x M^n ^^A^^fr • awse^HuiST 0 

n ^7 Atrjnt^^^fc^n-fer^co^Sic i 9 tfriaa 

ft • ^aa^ataft &ft 5 Kit, tfriEaft • mmmm 
755. tffSE^o^^A^fr ♦ afs^SK#^-r^,^«i*3 

ft - m< smmnmu&ft 5 is t , mnikffc $ Hfc t> 0 

ji#6>*tfc*g-^ % MiEVn^^A^iff -aftsa^w 

earn • immmtmm^n^sim^ mwMm • >>m. 

40 ^a^Hfjl27°ci^7AC0tBM**5r*-t-^MItSr#5X 
Si:> tfriE^n^^A^fT - aff^a^lSiBr^U 

rnmmrn - ftommntf. mmy^^^^mft- 

H*t • aft^a t aft 5 IS t t-^tr r. t ^r#m i: 

[0044] ^^m^y^^^-^iDmis^M 
mmjjmi. mmy^ ^amt • am^a73^ 
50 ^iwa^n A*flcj3 iiKffria^M^Srffi^fe-e- 
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Sr?tm-f-5X@fc^3V^T, #g£#MSB7°B^7A;*:# 

5/ a Hifc"*?-^ V ? Lfc ^-"f 5? =. h HUlE 7° b 
^ ^ A cq KM S *5r*-f-#<^Wii i: MSr ^i-#8S^*-e 
BjHWfc Lfc#S*fl»» * 9 > milage ^7 AMT • » 

*sW bT# btuS ^-f S?a x b k Jtt" 5 j&» if 5 
[0 0 4 5] $6>lc*fc, *3Si©/o^7i[DI« 

fc^wMfctr^aci 5 MisT'n ^ ah?? • mmmwvM 
am^w-ttis-rs &BR«i t mmmm tt <t v vta^s* 

[0046] l£fc, ttmoy^n tr=7J* I DaflT&glftl 

* a« sufctftti- -s n*3 j: xm®m*m ^it&m 

lfc*n*fc: J: 9 WiS^a ^7 • all mW<Of£%E*ft 

tT • mm&mfrttmtz w&m-?m&ik vxmmm • 30 
-grf-tu*, WfB^D y*7J»m$j - mm mm%mm-tz 

[0047] ^7A I DffiW mmffl 

IE^b^A^ 7*n^7A*t, *3i:0«fe:7°B^A 40 

tfc^n ^A^fciigiJcofc^B ^9 ASrjci-S'IW 
fe57'n^7 A^fr • aft bfc&JcDfe 5 
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[0048] Sfc. WJ«7 , n ^7A I Dilff $5H$!l 
^7 B n^A^fT.a«Sert<07 B n-fe^cD 7 nt*5 

Ant? • am se^fc#e>ti-fc^rM«it g ^?ah 

T.AolaaBIEtrflSxai:, tt^a^ASSEff «a 
ft mmfrbfthiMt&m&k @ ^7AMt • aflTSE 
»F*307°C2 -fexcDTc i: *5 MtSr/u if 9 A (Dttigff **«r 

[ O 0 4 9 ] ^BJWT-O ^7A I Dam^issfl 
9 Ajgfr - aft co ^ a -t x <njt k tt « WIBt' b ^ 
T-a^^AHtf • m.mmm.^yu'kT.coTtk^^o 

^7A colgSmtESrfi 1 5 xmt-*5V i 5 !7 
V • ^A -^^r7— K^5*S^V^*u ftij-fn? 1 ?*. 

mn • a«sg/S^ @ ^ a • a#^sfc#» 

■rz'jkMmzte^n ^7am • aft swksio , m 

te^^-fxiy^ Kfkft • mimMM^yu-t^^ynk^ 
5 HtrfBT" b ^ 9 A co mg/r* 5feSr«-f-^M« i: 

*«iT?i»*ft bfcs:*?ijsr s 7° b if ? j*nn • aft §s« 
kMzm-otz.x^iktf—m.i-tiit, H¥7"c^7Ai 
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[oo5o] § fefc, ^ a i Dmmmm 

±x*£.f&vmft-tzm$k<o7o y^^mn • aft s§e 

£K:±<9«/££;Jx3ffi$ge^^AK::|bM,NT, WfB^n^ 

7 ah*? • aft sot a*, i A^ff • attssic 

J: 5 fro fc»£ feS^n ^7 A£ 

Eii«SrfT3ttrfc» W^n ^9 A*fT *B 20 

**** MfE5£^iWK:7°n^A;£#£Mi3^n^A 

g^c . Jiff 8**»fe#5>*bfc^W!«ii: &7 

rfu^^-CDytk ftS^cz ^A^faBHSIE^tb. ^o1=S 

[0 0 5 1] §feC*fc>*?Sfloyn^7AIDifflS 
IBHftlW^Sfetts Pn/n^AjlfT MIE 40 

S^^tWET'nt ^7 A^irmJfS^n ^ A coffin 

Striae b ^9 y ~> =. m tfcr-^ y -> >- y bfc ^ 

i: t> i-tfria^n ^ A^^r^ > if 
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1 [0 0 5 2] ^SSSHWT'ci^A I Dl^il 

^ft&MmJT&KX fJ+B^T-n ^ 7 A|tf • Mil© 
BBESrff 5XSU:33V^ W^n^^AUff • afllSelt 

if 5 ^Sr^^i-S ~ t %<m&k1-5<, 

[0053] jfmmnyvy^j* i nmmmm 
n An=fr • aft mx^mzn^-yv 

5>#fclWa^tl!l!«-etlC*U, «-^Ufc^t*JiJ 
[0 0 5 4] $bi-*fc. *^©yn^7AIDM 

16fflfBIIMrifeB\ S/c^7A*fT.i(tgl^ 

1 ofe/c 9 K^EBftKlfiSfc^ffifflafllSSS-je 
M««Steffft-^5«ffla«!SMSfa!i»i:, afti^fflKM 

^«a{f sssiugcD i oicams&s^srfj o sr, urn. 

[0 0 5 5] Sit. TMgBJ^o^A I Daff«5H*J 

<aJf^j>.*.fok, myoy^^mm^^m-i-^mm 
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mm %m.*K ^mm^* ?9 a*®:*? £ umm^ 



28 



^A^f • xmra, g y o a . sft 

yp ^7 A^fr • afgI£e<7>lglEte/&5b U ^oif/c 
Si9te— gct^5^B88fe5Sio;KJi;fc5££te, M^n^ 

[005 6] § e>te, #.?m<o-7* i Dii« ®ia 
•r&f&mm t te ± o -c&/& s *t *: t?*> « a» i? 5 a* *• 

7 A © EBFf * 3fc£*-f-#4i0fl«i t M% fei-#«MMrT?«F 

[0 0 5 71 £fete*fc, ^©yn^yAIDM 
MIA M^ct^^A^fT • il{fSS# s 

?uy?i»9m • a{f^ste#ia-r5^w«*5it>*@^ 

S^MVvfc^KtifcfrSte J; 9 tl^y n j*mft • iiffi 
^«©»BE«:fT pXSteSJ^T, Pi 7*0^7 A^ff-il 

aflruTJ:v^a#t^45tH!«iSrfltjt, ^a 
fsgate-Mi&i-s 2;Mmm<o i o$ijL<D&timktf—#. 

[005 8] jF&ffi<DZfujr*7J* I DaffteBffcl 

^A^tf • iS^f ^«te#ltei- 5 ^BSfifc «fc UWHSrffi 



B&fESr^lSteSSVTv ^WIiteJ;.5!7^ • ^A • 

aft, y^^nn • iiftise^fefa^n 
a^ • ^y&ttictm&my . ^s^^n 

A^ff • ffi^eteiS 9SL, grT-n^-r ASI^t • »ff 
10 ff^g^^fe#fcMIS^M«i-e«-§-L, ^LfcX^Ji: 

[005 9] S fete, ^PjO^a ^9 A I Dilutes 

ah^t • ii^ete £zm&$mi&%:<n'£mm<D#k'& 9 

te— 5tt-«^tW«t^** i#te, 7°n-fe^K»iiff SSSr 

n < x@te*5v »t» h^b ^7 Aiifr • mmmwtf. a 

20 a{f^»i:. ttrfE7°n^9Aoffi^S5l5Sr^i-^PB^fe 

te^-f-5«?®a«^sMi¥<b. mmf&mmm&t& 

_h»fe*bfc*g"fc, tfrS^R^^ASr^cteifeSgifttfc^ 

wtximm 5B^te, w^a^AUfT • fflfssa 

oa«S6«^» #fe^fcttiBlf^5(5Sr^-r<&^lite^i- 
[0 0 6 0] $fete*fc, 3B8i©7"B^7A I DSIS 

30 jSBBfJtti^ifeli, -(Sffla«?Sffl»MS¥/4S^««Jte««b 
<SifflWte^Ufcy'7-s/ hte^U iiflSS 

[0061] *9Bn<o&w«^jEflr temmjrm 

tt, T'B^Ai, ^yBi/^ASrjnte^a-fe^Sr^ 
9«^§nSl*a^7 1 Ate*3VNT > tijfSyn^'vA^ 

A*#;t, myo^7M.<omFJr^^m-r y Ammk, a 
te 1 ^u-tft&irzfcmmmmmmMk, 1 okiwi 

BulS^a^yA^Tcte^Stbfcy'D-ir^^SteJ; 9 
a«^#5^te, aiBff*5f5Sr*-t-^BBIii:i?*$^fc^ 

50 «SaWrB6SrttV^aflr8ISrii«-*-«ZjS*Sr*tf r t «r# 
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[006 2] £ g>ir^fc s #3g93<^lffl«!»iifSg&i§#lf 

y tr y bT?3b<0. #iiff 3¥<7?-o-o;0S 
[00 6 3] 

[00 64] (1) mi<D2m<DfflR 

m i sr#«Ri-« &mm<Dm i 
1 1 ir-r>-^ ^snxntf sixs^p^A 1 1 2 

[00 6 5] XfrflMBft JltKiflWIIBtt. Java «• 

So 

[0066] 1 tutrix mwmsm (ph 

S (Personal HandyPhone) £r^3 

[0 0 6 7] jRBISl 2 Lttt; POS (Point 
Of Sales) SB***«ieSix5o 

[00 6 8] Jg?g»§£l 1 tli^l 2iOlW<oafB« 
fgft. ^5^y^tt*aSJM't"*B 1 u e t o o t h, 
SSLAN (Local Area Networ 
k) , PIAFS (PHS Internet Acc 
ess Forum Standard) ^(Dj&SBiffeM 

[0069] 1 1 m«x# sa*a*»« 

Sllli, /nmi 1 2^^^^! 1 

20^ m^mmi 1 teftatrzm&mi 1 3 i%>£& 
temmi 1 3 2 ^:s^•g■^"e«^s^^-cv^-5« 

[0 0 7 0] zfx^^^J^ 112(t ^n^7^*#:i 1 
21i, yc^l 1 2<^ffi3f**«r*+^W*l 1 
221^ ^P^yAttl 1 2 lSrXN^/^rtBBjR-exN 
y^V^Lfc^S**;* h^BSSil 12 2 1 irStSr* 

«rf*£) -e*>5^y^3.«l 12 3 1 iSr^A/T? 

n^7A*ftl 12 1, <&!H^1 12 2 1, ^oJ:I>Vn^ 
^ a fl 12 3 l^s— flei: UT^J*SivCV^ 0 

[00 7 1] mm^l 2 ft, iffLTtV^SSt^ 
H«i2: UT, l lr#srr«^M«l l 3 2 £r 

t>0 0 
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[0072] ei 2 &&mT z> t , mmm$* 1 1 <DMfr& 
?mmmi i l^e^si^i 2<^Mii, ^^^m 

JW^fy^s lOlh HtSt^fy^S 1 o 

2t, mmmmmxTvT'siosk. 

FfMl^f^7 p S10 4i, zfn? : 7J*mmxy L iy 
/S105i, ^n^^^^FfggE^xy^S 1 0 6 kfr 

[0 0 7 31 ?fefc. noi5te*j«;Sft*:*i^ia6o 
«»fc«S8fe«* b^o ^9 ^BIEfr»3i*atffl Six*: 
10 iff^v-^^AcoS^^ov^. 0i*5<kiK0 2Sr#flgU 

[oo74] *i\ M«nft m*a^««ggpi 

1 l^it?. ^yS^aitl 12 3 

1 2 l*3±t«yiB«l 12 2 1 fe»tfti-SHB«ii:KJ: 

/sioi) 0 #t<it ffi^a^tgfp nitt, ^ 

12 3 1 Sr^rMlil 12 2 lt-ff Ltyn 
^7i>*#l 1 2 1 t/Ny^tfc^yx^ h£r» 
3 — ^r, zfxzf^^fcl 12 1 SrfEfiiOxN^VaBBS: 

112 3 lis/nm**l 1 2 133<fct*kBMtl 1 

2 2 1 t»**t«Wlii^J:oTfe*Sn*:1><D-ca> 

2 lfeit^Hiii 122 i#afc*stt*:t>^"e*<. 

112^A, fctitrf^Va— KS*L&fc#K 113 

30 [0 0 7 5] #cl^ SffWil IfttDZfuf^Js 112 
Sr^frrs^n-fc;* 112 Oj&sSMBSl 2 <b»ft3rUJ: 
5 £ ilfSS* St3§3e £ Uf^^S l o 

2) v *fcti-tixKittK: % *hmbi 2 mmm^i 1 

^#ffi-rs^5i^l 1 3 2*5<fctf;B««l 13 1 

/S103) o 
[00 7 6] fct WSm 12ft, g 6>^ii« tt 

Ea-rs^ss^i i32t, mmmmi i&R&rzmw 

40 iSl l 13 2 ir^s— Srt-a^ifJ 

[00 77] Sfc. RSA (RIvest, Shami 
r, Ad 1 em a n) O^rfff^K: £ 3 !7 >- • • ^ 

— K(One Time Password) Jj^. 

. ^MV^fc#^. «1 2ft»^«^l 1 ^^ATfc 

X*?»JS:3I9 ("Challenge"). ^^^1 

i<DMfr&zmmmi 1 itt^o3t*?js:*?raHii i 

fc#»t"«»««ll 1 3 l-e«F#ffcUT»BHSl 2^ 
50 5SL ("Response"), gimg? 1 2 f4«HS-ffc 
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Ml l fc#ltt#-S4*H«l 2 3 2 ttt%?£TW&mi 
13 1 1©) T?*>5 kVmtZe 

[00 78] mmm* 1 1 ©»BEfcJiJ&5&bfc*e\ ffit 

# i 2 hu ftffi&m 1 1 coia^a^itMgB 1 1 1 frbm 
&m%r 1 1 {w.fcs.*'^ ^ ^=.fltsss^*©^«i 1122 io 

V^D^yAl 1 2^jE/£ffiB^**Sr 1 bot>03T?fc 
5#>£f S^fcttfcb Urs'ysi0 4) , 

112 2 1 -e^o 112 SrfgffiE 

(Xfy/S10 5) . 

[oo79] — 1 1 <z>mmz:£imi,tc.m& 

(.^T-yy'S 10 3), t-HLtt&mf&l 122 lAS^u 

(^fy/SlO^ , iKl 2tt, /b^7A 
1 1 2£rlgfflEb&:V\, 20 

[0080] mi<Dm&<ommz£*it£. /b^ai 

1 2*s««liSrt>*:*:<-Ct>, iHlggi 2(4, fttt&l 
2£iI«£rbJ:5 iLT#t«»l lrto^n-fe;* 

1 1 2 ocdte^^s^b^^a 1 1 2(omm^-mx-h 
7A11 2*tt\^xiMFTzmim»i 1 tawsrfr 

5#-£fc, jM»Wl 2/5S7 p n^^Al 1 2©^9fJL 

[0 0 8 1] (2) !2©^*©fi 
H3Sr#B8-f"5i:» ^Wo»2«?3feltiO»ttlc«58 30 

2 lWy^ h-ykStiT^ff ^7 a 2 1 2 

[0082] umB&is <£ nmmmmi-i:, j a v a 
[oo83] nmm&2 1 1 Ltii, mmmmm (ph 

[0084] M»^2 2 t bTf±, P OSWif 

[oo85] «««Hi2 1 tmm2 2t<Dm<Dmmm 

|g{±, ^V? yz/tiM&W%"fZ> Bluetooth, 

»LAN, piaf smviztmmMmmtimxmm. 
[0086] mmm&2 1 m mxz sm&xL&sm 

U2 1 It, 7"n^7A2 1 2 Sr^ : fT-t--S ^13-^^2 1 

20^, mmm&2 1 itfligw-s8H&*2 1 3 1 *jii>- 

4*BS#2 13 2i Sr^A/-e*^§jx-CW5 0 SO 



[0 0 8 7] -fu. 2 1 2 i:£, 7*n^7A*#:,2 1 

21i« 7"P^5A2 1 2<BfflWl6*&art->&8ll«82 

1 2 2 1 — 2 1 2 2 n (n i± 2 £Ub<DjESifc, KTR 
Hi) fc, /n^?A*f2 1 2 l*5j:l«fclMWP2 1 2 

2 1 — 212 2n&m&&ib1tXftf&£fltc J 7*~-#%:^ 
v S/aBWRTf^-y fv^bfc^-f S^=* h Sr#^M«2 
1221~2122n £#*J!ct-«-SHMi (BMHirf ) 
^**t^*t«f*ft:bfc*S#-C*5^y 5/3.^2 1 2 

3 1 — 2 1 2 3 n£&^/kT?*/£;*ft-CV3 0 &*5, 7° 
c^7A2 1 2f4, -tOffigf (Mj£tg^) 43j;lFS3f5 

V« KfcWC, 7-n^ 7 A**2 12 1. 
<kM#$l¥ 2 1 2 2 1 — 2 1 2 2 n, fei^y fa-fifS^ 
21231 — 2123 n#S— #:<tbTlfr&&*vrV'>-5 ( > 

[0088] gai^2 2 i*, mmvxx^m^^ir^ 
mmt b-c, ^»^2 1 icffltrz<mm2 132* 

[00 89] HI 4 fc#JR-f3 £ , 2 1 <5>iB»a 

zmmn2 1 i$3j:tf&ng£2 2©«tst±, ^y^^vfit 
jtm^^s'^'s 2ou % mm^m^T^ys 2 o 
2 mmm&&.x i T , ?ys 20 3 ■yny<?M.& 

2 0 5t, 7"n^7A^ftE^777"S 2 0 6 t^fe^ 
5. 

[0090] jsfcfc, rroj;5tc*j^$tvfcJ|2©|life<o 

[0091] s-r, mmm^2 1 m^^tggp 2 

1 1 ^N^v-att2 1 2 3 1 — 2 1 2 3 n^7° 
c^7A*#2 1 2 l&lixmVMmz 12 2 1—21 

2 2 ni:#^MIt2 1 2 2 1—2 1 2 2 n kM&tei-& 

s ^fy7"s2oi) „ pu<(±, m&T&?mmn2 . 

1 1 tt, ^aj, ^a«2 1231 — 2 1 23h Sr#45fH 
^S2 1221 — 212 2 n-e-^tt^t^^^-bT^cz^^ 
-Mcfr2 2 2 1 *3 <£t>*^WiiSf 2 1221—2122n 

N^Sr»5— 7"B^7A$f2 1 2 l*Jit^ 
^§flliS^2 1 2 2 1-2 1 2 2nW^tf^S 

— o t issg^H:— Stt-5 ^if 5 a»*r-tjve*ttME-r<5 - 
i:T?, &^y*/^$L2 1231 — 2 1 23 nii^u?^ 
A*fr2 1 2 14Sj:t3«fitH!ft»2 1 2 2 1-2 1 2 2 n 
i#^M^2 1221~2122n t»Sr3S;-t-**B*« 

t £ o r fesiE snfc t> <ot?*> * a» 2? 5 frttfr^frM 

#5, -t-fcfc^ 7"n/ 7 A*#:2 1 2 l*3iO^§S^ 
S2 1 2 2 1 — 2 1 2 2 11/45, efeK^tufc^OT?* < s 



[0 0 9 2] «fiS2 1fi©yn^7A2 1 2 

&mft-rZ7'vteX2 1 2 0«^2 2 iriifsSrLJ; 
5 t LtMS^S^tfc^^fy^S 2 0 2). 

sfcfi^eofrt^ m«^2 2t4, mfttm&2 1 

-f-58P®&2 1 3 l33<fct*fclf!S£2 1 3 2 £r,JB Wc£rl!f 
0 3) o 

[0093] fctxfi, gi*g£2 2i±. sb&mmvx 
^^^■r^mmt vx^w-t>s>mmm^2 1 tr# 

®^-5^5ili2 132t, m&m$*2 1 iSfiy^f-SW* 
«SH2 l fc#i*t-*^WI»2 13 2 SrTS^if 5 

5o 

[0 0 9 4] S/c, RS ACOtefflmm. Ziyis' . 

• 17- K#S*/iiV*fc:»£\ §[«g£2 2 (4Jg»g& 

2 HZ^^^^X^l^mV ("Challeng 

e" ) % mmm&2 i<om.^^mmu2 1 

^l*m&m&2 1 fc#RH-««f*«2 13 1 -CBt^ft 
Ur«S8l$S2 2{ril!Jjlb (" Response") s 

2 2 ttBf -SHb UfcX^S:*tWrK:a« tT 4 V vfB 
^Sr^-f-^Sltti: LT§»t 2 1 tefl-Rtf* 

^58ii2 1 3 2-«k*u m-^-vtcx^nt^motc 

LTiwB? (oj9, ii{f vx ^m^^-r^mm 
t vx$mrzmmim2 1 »ztttt-t-s4«w*2 132 

£#«:*'t"*S*«2 13 1 SrBr^-T^^cD) t^Sif 

[009 5] m&M%*2 1 ©BEKjfe*Ufc#£\ 
^2 2tt, #Mgfttt«2 ldm^^«|ggE2 llHi 
^^2 lfci5^y'>*flJtB*S*«>^H!«i<D#|*9 

A2 1 2^JEjE^ttJglf*5feSrt>ot ) «0-efc5i:^!l3£U 

SC-C--7°n^7A2 1 2Sr^5ELfcii-5 Ufy7'S2 
0 5), 

[0096] — *\ ifiW2 1 <Dmmzik%tvtLm^r 

(7f7yS 2 0 3) s *fci47°n^7A2 1 2<DM1E 

/S204) % mM$*2 2 14. 7 , c/ 7 A2 1 2 £rfg.SE 
(7Ty7"S2 0 6) <, 

[oo9 7] **5, ±^sM2<omj&<ommxi^ 

-7S2 0 4tifiH2 1 Ki5/NyJ/a<SB8t*© 
^HStf)!* 9C1 -DSi.±<D^mm^-s^iXX^^-£-^ 
n^2 1 2^E3£fflFfa5g§rt>ot>©-efc5i:flJ 
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M iiO*^ 9 21221~2122n <DT^< 

X^^.ivX^^k^^<D^u^^J>.2 1 2&M1E%: 

[0 0 9 8] %S2<DnM<DMffiz£tlt£. 7D^7A2 

1 2jJS&BB&S£2 1221—212 2 n=£rt>or k -Srff 
f^tt, /9A*fr2 121i i t>R:fia*r5^ 
6M8$2 1 2 2 1-2 1 2 2 nlzMvm&mX&Z^iy 
i^^mm 21231— 2123n Sr##i-5 £ k frb. 

10 7"o^9A0^9-r*U*RrJh-f-5ri:*s-tf#«. 
[0 0 9 9] (2) ^3©^t©fffi 
Hi 5 Sr^flR-T* k % &3Sm<DM 3 ©«<73^ffiitr#3 7" 

■ mmmmi>mmz*iiz.&wm&3 1 k. mmmm^ 
tsift • Ma^«/5ssffi§nfeaa^3 2 gi^m 

2kfrb. ^o^mmsmf&tsnx^z,. 

[0100] xmm&xxmmmntt. iava4f 

[oioij &&m&3 1 1 urii, m&n&m (ph 

[0102] %«gg 32t ttft, P O S J«5f5^S3Bl* 

[0103] %k-mmz i ii«H3 2k<Df$i<Dm{mm 
mta. yy%tm&mm-rz> Bluetooth, 
i»LAN, piafs mommmmmm&mxmm. 

[0104] «^a^3 i?4. mmx^zm^^zmm 

30 §53 1 1 £ x -fnjf'y&s l 2 SrHfrf-S ^n^^3 1 

2 o £S:£A/T»jfc;5*vcv^;5 0 

[0 10 5] yntf^A. 31214, 7"d^7A#3 1 
21fc. 7"Bm3 1 2(OaiFf*3KSr^-r^BS^t3 1 

2 2 1 j3iO!S5«St3 12 4 1 k &<&AsXMl&£frX\,^ 

ft*5» /o^7A3 1 2 {4. -frcomWf («3ft5E«f) 
SSit^fi* (^^— i^aV^) lr*3V^T, 7"n^7A*# 

3 12 1, ^Mi£3 12 2 1, *5±t5SHSfli3 12 4 1 

[0106] El 6 Sr#BR-T5 m&m&3 1 WiBL^-ii 
40 ^HltgffiS 1 14SJ:tl<aHM3 2<0«Bffitt, fiffS*^ 

^t-s'^s 3oii > ^mmm^y^s 302 

i:. /o^7AliE^r?'7'S 3 0 3i, mm • ftl^ 
ryyS304i, ffift • M4U7?/S 3 0 5 J: 

[oio7] ^tr s r<oi5fc#j5RS*i,ytfl53©3Q(iio 

»#57"b^7a i ummfimMmjm&T&mzii 

[0 10 8] if«3 1 ftO/n^AS 1 2%mff 
50 ti^B-fe^s 1 2 0^Hftil3 2 iifit5fc»Ol 
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«s**3Bfe (xT^ys 301), mm- •Mmmt&mmstiizmmsm* 1 mmmsb** 

3 2 », mmim 3 1 (Dm^^mm^ 3 1 1 l -rssm * ^bs^s^/h s*tfc»»»4 2 & , gram 

T, T'v-tXS 1 2 0(D5ukfJ:Z>-7 , Vi?7J*3 1 2<Dlti 1 fc>f h— /U^flMn^fl^o A4 1 2 

BFf**Sr«-f-^M«i3 12 2 1 £#3 O^y-y^S 3 0 -tO^WW^fllfifeStfCV^. 

2) o [0 116] 3fefT^:fcJ: J a v a#i? 

[0109] 3 2 t±, ^©^3 1 ^ss^a. 

&3Mltgg|$3 1 1 idMU 2rS?ii3 12 2 lJBiWgf* [0 117] &#|§§i4 1 t LTii, MffitSSfll (PH 

A3 1 2 4 1 SrflV>fc4^«fcSn*fcJ: t>^p*.* 3 12 S , *»ttf*R«l5M»^JBj£**u5. 
0W5ci:'fc57'o^7A3 1 2#JtjEfcHJ9ra*«rt>o [O 1 1 8] «»4 2 tLTI4, POSKf« 

1>03-efe5^if 5 ^Srf&SE-f-S (xfy/S3 0 3) „ 10 $tt5 0 

[0 1 1 0] 1tb*.t£. RSA(0«tJ;5!7y.^ [O 1 1 9] if«4 1 i:g«4 2 tWHWlffll 

-fA./^ 17- K^$r/BV>fc!§-£- % M«^3 2 fgtt, !J ? yv*fc*?^a»i-r5 Bluetooth, 

«§£&3 1 <Dffi.fr&&-U 3 1 1 K7^A4S?fi«tai!l MILAN, P I AF S #CDj£Sgffl|^a{f S^t?^ 

("Challenge") , ' mfflK#3 1 ©fc^a* $^X-5 «>© 

tt&tt 3 11 (i^-W^JII^^in-fe^ 3 120£D7£i4 [0120] 4 1 fit, {S8CT»# &*&#&94MB 

57°n^7^3 1 2 0mBff**^r*-f-^BSIi3 1 2 2 1 g|54 1 1 £, Zfu ?y- A 4 1 2 SrHtfi-S^a-fe^. 4 1 

3 12 4 1 T?B(F#^kU-r3»tt»3 2 £ 20t, &ff$ft»4 1 lc#|frt-58HMl4 13 1 *Jj;t>* 

(" Response") , »§£3 2 tt«H§- &M«4 1 3 2 £ fc*Ar-&n&3*vCV*%. 

-fcbftJC^USrifefcSW«to«:^H!«i3 12 21 ■*?«■§■ [0 12 1] 7 , n^7A4 12i4 > ^ 7 A*f4 1 
U «-§-b7t3t#^lJi:^{wMofc7V^A^S:^!li;^ 20 2 1 t> jTu^Jh4 1 2 WffiM *S€&*-#-£r|fI$i4 1 

— Stt-fttf, ^"air^3 1 2 0©7£i:45yn^7A3 22 1 t, /D^ 7 A#f4 1 2 lSrAyJ/aHSt^ 

1 2ttSiE*ffi0f*5fe%t>-otW-efcS (of: <J, -?u y v'^L/fc^-f S^c* h^M^4 12 2 1 hM&%: 

^7^3 1 2#S7 , n^7A3 1 2 coffiMEfa^SrSef-^ -f-jgH&Si (m^*i*) ^^fcLfcg-^-efc-S^s/ 

H§gi3 12 2 1 fc»**-MB««l3 12 4 1 &ffi&~t «41231t Sr^A/tf«|j*S*l,-CV>5o &*3, 7°^ ^ 

5) ^WEf-*. 7A4 12I4, *<Z>mm <£!&dc«) *5j;T>*li35fc 

[0 111] 7"a^7A3 1 2©»lEl::/fc3!iL;fc:»S- i? 3 V#) fcJSV*T\ 7'p^7A**4 12 1, 'Affim 

(.^y-fS 3 0 3), 2 i±, Et^SfllfcJ; 41221, jSi^Ny v^fii4 1231 #:£ 

o-C35*"*-«*WS«\ ^t§B«t3 12 2 1 fc#J&-*-33.— ffcfc§*VCV*5. 

ifttPfi-CT ?±*fam O^y^S 30 [0122] §U«4 2ti, I§LTJ:Vvtl¥^t / i: 
4) . 30 mmt LT, gg?8«^4 1 teftfiW-S35HH*4 1 3 2 £ 

10 112]-*, 7'n^5A3-l 2©BIEKjfeSS:Lfc t>o 0 

4§-£ C^S/^S 3 03), £fctt<&Mii3 1221 t [0123] IH 8 £r#Hi1--5 £ , m^W^-4 lCfi^iA 

MiS-T 2. tP*tRB^#ite fR&t#3 2(4, 3Mg!«gg|54 1 l*5it>*a^4 2©Mt, AyVafi 

®{f fcioT^^i-SMSSrb^V^, #Jfec0$!lP££;Jx tf?.f-y7"S 4 0 1 £, iifg^fcfg^^y^S 4 0 

fca.— y*gfi5t?«lSSr||^-r5 (X7J//S3 0 5) „ 2£, «SSHlSE7.7 i -7 7'S 4 O 3 ^n^Atti 

[0113]f3 <K>$lM<Dm&te. itbff , 7"b^7A3 0f Soffit* 7 1 y T'S404i > iift • ^LS^ y 

1 2cottSBf**Sr*i-^W^3 1 2 2 1 , oStJ/n^ 4 0 5 Hf • Ml^Ury/S 4 0 6 t^t>4 

9^3 1 2coM^^-i ? 3 ^icm-r^m^ynizv 5. 

fcT^%^S!lWf'±t>iiWSrtf 5 ifc^fe, M«C»7°t2 [0.124] ftt, n ©<fc 5 fc : i#^^tvfcm4 ©M© 
7*7A|;»L-fe^y7^Srftor i-5JS-e*-5o 40 «ffilc-i57'P^7A I DlteSfflSJS^Sf §n 

[0 114] *fc, 7"cm3 1 2 Wffigff**^*-f fclf i^fAWftf^tol^, HI 7 33 ±tflg| 8 t:#fig 

3122 1, ott)7"n^ 7 A3 12 W^tc-^ LTPIfBfct&BJ-f-^o 

x^-v? 3 ^IC«-f«flH(l*5Efc bfcT^-fe^ftlJffllfc i D [0125] *"f\ ^W^|§4 1 ii, ita^i&94ittffi4 

ii'ft^fi 1 ? fcfe, iF^ao i 5 ^^WS^fflJi* 1 1 IZ i D, »>^.{fi4 1231 7)5 r/n ^ 7 A*f4 

55-»«^TT^a{f J; 5 toSfcoV ^T, SfCT-D;/ i 2 i*5j:i«fcH*4 12 2 1 t»«r*-tiSB««iiK:J: 

[0 115] (4) M4(OmM<nMm 7"S4 0 1) „ i¥b<», a»ii^lligB4 1 ltt, 

H7*#It5f:, *^iO»4C^JtW^{c:#57 s y>ai4 12 3 1 Sr^Mgi4 12 2 1 ^Lt/n 

n^A I Dil{f*0 ! SS!]fflJ*^iifflStufc'Wffii>'^7 i ^7A*t4 12 1 &^iy*>^ fisted hSr* 
^{4, *^tg*3<tt>*ii{faigSr*-r57 , 'n^TA^ 50 5-*, t , c^7A*#4 1 2 1 tfE»©/Ny5/ag» 
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get 5 £>2f 5 #>Sr&SE-f-5 ^ v-^ffl 

4 12 3 lri^n^A^fM 1 2 1 *5±TJ<2tBfi&4 1 
2 2 1 £#£*-f**^tCJ:oT^Sftfc 1 fe©T?* 

2 l*J:tW5tWMi4 12 2 1 #5efek£*Wt&<£>T*&< » 

4 12#5»A. fciitf^^Vn— K$*tfci#fclEI 
frfcttttrf.tv^ 10 

[0 12 6] &f£ s iSB4 1fi©7 , n^7A4 1 2 
SrHfrrs^n-fc;*^ 1 2 0&%m&4 2 bMit 

5 b UTHflHS*5r*£ (^y^S 4 0 
2) „ S*iH:-t*t£ilWfc, «4 2ft, m§4 1 
fcf+ttf <54yj«*4 1 3 2*SJ:tf89&«4 13 1 SrJSV> 

/S403) „ 

[0127] tz.bx.\i, mm^A2\-i., Bbtfrnrnvx 
^^tt^-rummt ^xmzrzyimm* 1 \m 
m.-pz-&Mm4 1 3 2 fc, &«i&g&4 iij«»«rt-*** 20 
mgf4 1 \zHm.-r^mm4 132 1**— in-s^if 5 
-wvtzm^\zmmm^4 1 stwbe^-s. ' 

[0 12 8] ffc> RSAO&ffiiEiS^y.^^A 

. K^*^^7c#-g-, *UM»4 2 

4 1 fc^V^AJfcje^&jSt) (" C h a 1 1 e n g 
e" ) „ &mW&4 l<D#fr&&mMM4 1 lii-^^^C 
'4=5ISr*««»4 1 fcfl1Bfr*-5»*«4 13 1 -c?«F*ft 
UT*lt&3£4 2KM*)MV (" Response") „ 
*i«§§ 4 2 BJJHSWfc Lifc:PS*J»«:*itK:Wt L-T J: v vfi 

^^^-t-^Bi^i vx&ft-t-%mmm$F4 1 kwism-s 30 

^Hit4 1 3 2t?«-f-U «*Lfc£*?!Ji:Sfcfc:3lofc 
9V^A*3t*9tfi:*£— Srtixri. mmm^4 1 Srilfi 

<t ltfift5«f«4 1 ir#M-f-5^MSl4 13 2 
fc»SrJfc-f*fif«i4 1 3 lS:3f*-f-«tO) t^tg 
aEi~?>o 

[0129] &%rM%s4 1 ©WHEtefftSbl,*:*^ fttt 
^4 2li, XtttMM' 1 0»*i&*8MBtt4 ll^Vi 
Mli4 1 2 2 1 &mm%?4 1 J^^yS^ffiSS 
WI***::a6-3VNT7*n^9A4 1 2asjGEfcHiBTS&#«: 40 

4) , ^5-efctbtfj^^coiim^J;oT^i-5MS?r 

&TO4 12 2 1 (r^-f-^^-— FmmX'Tf-teXfflW 
VXmZflrZ Ur?7'S4 0 5) . 

[oi3o] — m^m^4 i <Dmmz&$cvitm& 

(^f*/yS4 0 3) % 7"n/7i>4 1 2j5SJtiE75;ffi3f 
S5te5r%ot>co-t?^d^fc#^- (^f77"S4 0 4) „ 
^jtf*&M&4 12 2 1 tr^i-^s.— 1f«ilS^#ffiU 
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fflmvxmn-tz c^s^s 406) „ 
[0131] m4comm<ommzi:fit£ > u-y^j* 4 

1 2#««*Mfr'fefc*<-C 1 b» SiS4 2fc M^4 

2 kmmzvz 5 <t b-r*)t«w«»4 1 pw^n^x 

4 1 2 0<^7ci:Jfc5 7'cz ; /-7-A4 1 2<DWi£j)^mx$> 

7^41 2 srTnfr ^xW3tfF-rz>mi&m&4 1 

OUMM 2#7 , p^7A4 1 2©j5g;!9-r^L- 

[0 13 2] (5) »5C*Mco^ 
HI 9 £r#J8H-3 £ » *%K«J?*5«?J0tO^ffifc«57° 

3£5 1 $£-f ^ h— /u$^^fT$tt5^ci^9A5 1 2 
[0133] JtfrttttS £&mimmt±. J a v a fti? 

[0134] mwrnms 1 * l-ch\ mwrnssm cph 

[0135] fi*g| 52t P O S St^^S: 

[0136] «»»g?5 1 i««^5 2^noIfl« 

ibhu ^y>-^±^M ,, i-f-^B 1 u e t o o t h, 

i»LAN, piafs 4$<z>5&mmm&mm&Mxm$L 

[0 13 7] «f»g5 1 (4, «3WT?#5|a*3i*«ffi 
gP5 1 1 t x 7"b^7A5 1 2SrHfrr^7'i=ffe^5 1 
2 0t, «W»g&5 1 tr#M-r5«^li5 1 3 1*3 it* 
<&^5 1 3 2 b%:-£A>X'mfc£*lX^Z. 

[0 13 8] 7"c^7A5 1 2{± s 7*n?7A*f5 1 
21i, 7"b^7A5 1 2<&fflM6*fc*-t-4fcWWHM 
1221~5122nt, 7"o^7A*fr5 1 2 lfci 
tN'&gSlil^S 1221~5122n ^rffi^tJ-frT^^ 

^ F^r#^lt5 1221~5122n bttZfZ-t&U 

&m Wrfrtr) x^zK^ix^WL^tzM^mx^^ 

yv-^-ttlf 5 1 2 3 1~5 1 2 3 n b&-aAjXM)&&}% 
TV^^ 0 *jb\ 7"nm5 1 2 {4. ^OfcUFf (Mitjc 
*5j;t>*i5l5 S?»>^)0 t*5V^"C. yvfrA, 

*#5 12 1, ^Hfiil^5 1 2 2 1 — 5 1 2 2n, 45 J; 
OtAy> a ^S 1231—5123 ndJ— b"Cf^ 

[0 13 9] M#^5 2 {4. a«UTiVv(B^Sr5ct-^ 

na^i: ux. mi$wm5 1 mftiarf 5<&n«5 1 3 2 

[0140] BIO ft#ft«i:, ^«^=5 1 fflM 
a^tifg^5 1 lS3±t«SaS«S 2CD#iSi4. ✓NyVa 

{t^m^^s/y's 5 o 1 b. mm^^m^^^y's 5 
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0 2 b, «Sf«S»^fyys 503i, /o^A 
S 5 0 5 £, Mis ' %mt£V*.^iy7'S 5 0 6 bfrbtt 

[0 14 1] <<fcf£, ^oj;5{e:«^$tbfc^5W||Jfe(0 

fcits^^-Aweii^ov^T, ® 9*j<fca?igi o *# 
[oi42] s-r , mimss i t±, 5 

HiaD, #Ay^att5 1231—5 123 n^T" 
o^7A**5 1 2 l*SJ:t«&BMM£5 12 2 1-51 
2 2 ni#<&WI§5 1 2 2 1 — 5 1 2 2 n £*t£jfc-f # 
ftttli <t £ J: o T^flfe £ *tfc t> © -(•*> 3 #» £ 5 

5 (/f?/S5 0 1) . PL<S3:, *a^ai^«tgg|55 

1 1 }i, S'.affi 51231— 5123n Sr#<^M 
i51221~ 512 2nttft : e^tLX7 t n 
A*#:5 1 2 l*5,ttMfc0M5#5 1221— 5 122a 

5?^* hS¥=H#-3— T-n^A^S 1 2 1*5J:0? 
2ffflgl8= 51 2 21 — 512 2 n SrM^fc-tirTffrSife;* 

i?^* h=S:», -^xxhi: *V hm<o—o 

— o i: tfS^fc:— ifc-T 5 if 5 *»Sr-tix-e*it(ttE^-« £ 
#^y>-3.tt5 1231-v5123 nt^u^fv 
A^#:5 1 2 l33£T>*^i»^|$5 1 2 2 1 — 5 1 2 2 n 

b&'&mms i22i—5i 2 2 -a. ttt*t£-r&ms&m 

tirio t£j$; § life & o-efe 5 if 5 #>Sr Sr-^-eft. 

Sr#«. -f&:fc>*>, ^a^A^ffcs 1 2 l*5i^M i 
iH51221~5122niS > &g;£;ftfct> Wt4 
<, /n^7A5 1 2tfMjEt£ttiffi!j3&&i>-oZ.t&m 

7A5 1 2#S*»A, ItbiLtiypfu— \f£jMtb£\Z 
l|slfT:fc*4xfiJ:V\, 

[0 14 3] mttm%£5 lft©/B^A5 1 2 

t*fff 5^n-fe^5 1 2 0««5 2 tfflft^UJ: 
5 b IsXmmM&fcmmLrltWr&frTtyys 5 0 2), 

-f-5^WSt5 1 3 2*3±tffB$m5 13 1 SrffiV^c^rW 4 
«fcfc£t£ i >? ftttM 5 1 <DmmE*ft 5 (^fy/S5 
0 3) „ 

[0 14 4] fc£?ttf, *»g&5 2ii, i6,z55a{lbX 
£\,^^%jfrt-£:fflmb L.Xffl*tZmimi»5 lfctt 
RW"5^WMt5 1 3 2 fc, i£*$t£|5 
1^5 1 fc#fiti-5^5B«i5 13 2 grf 5*»if 5 

jS>&WtL, -ffcbfc#^i£««S3l5 lOfSSESrfr 

[0 14 5] 3=fc, RSA05^BH«Stw<fc5!7^ • 
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5 1 fc^^yJxftX^m&m*) ("Challeng 
e" ) , m&&&5 1 Wffi^&WtgJlP 5 1 1 tt-twS: 
#=#f&3MS«#5 1 fc#ttf-<5«*«5 13 1 -eugHHfc 
2{C£f<?jSb ("Response"), 

^xk-ttefflmb i,xi%w-t-z>mftM&5 1 Kfrtw « 

UT±VMS# (oft), 38lfllL-tJ:vvfB#Sr*i-4aWi 

b ^T&m-zmmms 1 fr^-rs^w^s 1 3 2 

£#&*-t-?H&«5 13 1 SrMt5t©) T'fc-S^m 
[0146] 1 <Of§tE(r^Lfdf£\ 0a 

^5 2ii, Mffiws i (om^^mtm 5 1 i#>e>^ 

4) v mfefrmmfc£^xm^z$m.&^ry~>~wm 
m<n&&&ittxT? j txi$mvxmfri-z> uryy 

S 5 O 5) „ 

[0 14 7] — 2r, ^a«5 l<&Bttfc:*HfcLfc»£- 
Ufy/S 5 0 3), Zfu^f^J^S 1 2^JE*ttJ3f 
S5l5Sr't,o^>^ , 5-^ s ^V^»^• (x^-y^s 5 0 4) , 

v^^i-, iiS5 2H:, ir <fc o T%^-r -SMaSrH 
'$iL-X9m-t-Z> i^t/y'S 5 0 6) o 

[0148] **5, ±.mm 5 <Dmnco&mx\3.^ xf^ 

7°S 5 0 4"C«I^Si5 1 fciS^y i'attallBJftJft© 
^H««^mf Ola o^±^Mii^s^^Tv^tL^^7 ,, 

mm<oM-& <o \c'£fflmm5 1221—5122 n ©t-< 

[0 14 9] m 5 <»mM(DWmc £flt£^ /n^7A5 

1 2*sf/ D ^ 7 A5 1 2<Dmm&m&&r'£H9m5 

1221 — 512 2 n$r1>or irgrff-r^ttT-a^^ 
A*#:5 1 2 1 ir bi>\zQMfc-fZ>sj;Mmm5 12 2 1- 
5 12 2 nte^LT*i&p-^S>5/sy^^5 12 3 
1-5 12 3nSr#i-r i:!5=>5>, T'n^AS 1 2©jfft 

[0 15 0] (6) m6<D2m<DMM 
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mi i &#jsh-5 t , **9i<z>ifs 6 vmMtDMm^mz 

i — ^**t*fT*n«^o^9^6 1 2i, ftHH»6 2K: 

i /u§ix||fTSix5^n^9A6 2 2 ir^5>, 

| ioi5i] mnmm^xxfmmmm\±. j a v a 

[0152] ftwawe utm leasts (ph 

[0 15 3]IiS6 2itm poss*»#«e 

[0154] jg?s«§£6 1 £«m§£6 2 t<on<omim 

I Bluetooth, tiLAN, P I AFS«?<P3EIE 

[0155] &?s«gg6 i flr«iT?# s«^a*aiB 

»611i, ^n^A6 1 2$r^fT-r^rnir^ 6 1 
[0156] /n?7A6 1 2 tt, ^n^^A*#:6 1 

21^ ^n^A6 i ^(o^m^^mrr^mme 1 

2 2*8£t*«H&»6 1 2 4 t*^^iw/£$ix-cv^ 0 

21, ^BB«6 1 2 2*5<tU«®««i6 1 2 4*5— U 

[0 15 7] «6 2tt. ««^#5»*a*«IB8B 
621^, ^7 A 6 2 2 ^fft^ 6 2 2 

| o k $:^AsXMj&t£tix\^ 0 

j [0158] /n^7A6 2 2^ 7 , n^7A*f6 2 

21^ ^7 A 6 2 2 ©KFf 4*S:St^ISI 6 2 
2 2*5itf8P»«l6 2 2 4 fc£^^j**ivt:v^ 0 

I **3 S ^^7^62211 -^(omm oHags*?) 

2 1, ^U3^6 2 2 2*J;T*8PSMft6 2 2 4 #fc L 

[0159] B 1 2 Sr#J|fW-« > Mi$6 1 <D|E^ 
5&3M8lfg§&6 1 l*5j:tfiB»S6 2 6 
2 KDMSit a«K*3S*^^y^S 6 0 1 
mm^X^r^yS 6 02^ ftlBE^fy/S 6 0 3 

k, &W«lt»^fyys6 0 4i, tBSBBE • 4«MI& 
— Sfflfe^s/iT's 6 o 5 mmw^^y^^y's 6 o 
6 BMNFfF rT^^S 6 0 7 ir^6>*5 0 
[0 16 0] £©£5te*J*£frfc*6<D|^<0 

fcfSv-^rA^ftf^o^T, Hi lJSitWl 2£r 

[0 16 1] &&n&6 lrt0^n^9^6 1 2«r*fr 
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t^/ot7 6 12 0 <t*g^^6 2fi^n^7A6 2 
2 ^Hfi-fS^cz^^ 6 2 2 0 k (Dmxmm K**55ife 
bfc*^ U^i/^S 6 0 1). *1\ J|*^6 lO 

a*a*flMB»6 1 1 jR«t»6 2 o»*a*aiiBflfB 

6 2 1 [^Pt^ 6 12 0<7>5ci*5^a^^6 1 2 
cotBF/f**Sr*-r^W«t6 1 2 2SriS^ N «£«£3§6 2<D 

6 2 1 it, &mgi6 1 ©m^&^tg 

§156 1 1 fc^n-fe* 6 2 2 O^S^&^^u^^ 6 2 
2^>agfft*Sr*-t"^BMi6 2 2 2 {^T>yZfS 

io 6 0 2). mjjx\ <^mme 122 £^Bg«6 2 

2 2 t*— Stf"«^£T S^SrW-^SC^y^S 6 0 
3) 0 

[oi62] mz. mmm$?e 1 <Dm^^mmu 6 1 

1 iSig6 2 ^3B*ii*«IB» 6 2 1 i^BBTf. 

6 1 2^W7 P n^7^6 2 2 ©ffiSBSESrfr 5 
(^s^S 6 0 4) o 

[0 16 3] fcir^tf, RSAC0^BMi^J;S!7^-^ 

*»*imb« 611 \mm$* 6 2 ©ai^a^te* 6 2 

20 llr^V^A^X^JSriSIO C Challeng 

e" ) % g!»g£6 2COm^a^«8^6 2.1ttt<DX* 
?l^n^7A6 2 2^>S»«i6 2 2 4 "CHHWH bT* 
?griK3£6 l<Dtt»i&94MB*B6 1 lte*0*U C Re 
s p. o n s e* ) . ftffi»B6 1 0&&&94RfB8( 6 1 

1 f*. i»^u«jc^B*^Hiii6 2 2 2-catu « 

tttfv 6 2 2 O ©Si 45 y n ^7 6 2 2 

<^5iii6 2 2 2?:t)0 (o^ 5 . ^nir^ 6 2 2 0 COS 
i45^o^7A6 2 2^g||i6 2 2 2 iSJ-S:*^© 
30 ««I6 2 2 4Srt>o) imiEi-5 0 

[0164] — 6 2 COm^^tggP 621 
tt*»»*6 l<5Qffi^3A^tg^6 1 1{C7V^4S: 
*?9SrSID ("Challeng e B ) . M%^6 1 
©»*a«*iBSB6 1 1 tt*^S^ISr«»»B6 1 ^ 

#ia-r5a»s«i6 i 2 4t^ftLti»6 20a* 

a*flHBtt6 2 ll^SSDigU (" Re s p o n s 
e" ) . «««6 2©jB.*i2 ! *«WBe5 6 2 lft, Bt»fl2 
LfcX*?!(Sr^BBSt6 1 2 2 U bfc3t*9II 

40 ^612 0©7nt*5/p^7A6 1 2^M«6 1 2 
2^rfco (o^9 N ^nir^6 1 2 0 ©5c 1 ^ 
7A61 2jfiS£tPm6 12 2 iStSr3fci-©««i6 12 4 

[0 16 5] ^n^7A6 1 l^^n^AB 1 2 
OffiEBEaS^SbU ^O^gfSt6 12 2 £<&§flii6 2 

2 2 i^-ifcU*:*& (^fyrs 6 0 5). 

6 i o3a*a*«iBaij 611 *5 6 2 

*«IBBB6 2 1I± % ^0^6 1210^^^62 
2 1 o fcom-WiWfcfFW* C^T^^^S 6 0 6) o 

50 [0166] ^xzJf^J* 6 1 l^JzXfZfu^y'M 
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6 1 2<P*BSRBEJ::$cHfel,fc»£\ feSVvfi^n iff A 

6 1 2<otamm^m-r- , Amm6 122 t/pm6 
2 2wa3Bf**sr*-f-^iasi6 222 wcvftfao 
tz.m&. m^rWMQ 1 com&T&jfW.mn 6 1 1*3 

*S£6 2<D|I^.iA^Bg&|5 6 2 1 6 12 0 

y^S 607), 

[0167] ^6<Dmm<D^m\^xixit, mmme 1 

^©^^6 1 2$iJ:ttiHttH§6 2^7*13^7^ 
6 2 27)S N — ife-t-5^M«i6 1 2 2*5j;t)t6 2 2 2 Srtt 
IS*i--57 p n^9A6 1 2*5J;T>*6 2 2tW>Href 

^6 lrt©7°P^7A6 1 2*SitRBW!l»6 2rt©7'n 

m C< i"S 7°n ^9 AwDfifflrt BlIRS r £ -5. 

[0168] ^7t, mwame lftoyu-yfAe 1 2 

*5«fcoq&|&g£6 2rt<D7"o^y3,6 2 2#, —^-3^ 
M&6 1 2 2*5<fcT>*6 2 2 2 4#it57'c^7A6 1 
2*3<fcT>*6 22i U^iiiff^-f. firScOtecO^n^^ 
A t «ff jfcv vf c & % &«gft£ 6 1 F*3<73^a ^5- A 6 
1 2*5±0«il^6 2F f 3<0^ 0 ct J /7A6 22©toM 
$K t i t/n ^7 A 6 1 2 U iffe 2 2 LT 

[0 16 9] S?>t N ^«cat^fc*5ft5iiimS6fflWflJffl) 

m#~tfOifi&^\ yn^7A©A*^, #ifcj;52i^ 
[0 17 0] (7) »7(DHtOii 

-fa. iff a 1 nmmf^mmm^^mm ^tutum^ 
m^mm- 7 it, m c < ^ iff^mmm^xm. 

{f^|g«r*i--3^a^7 2 7 1 C^y^ h 

— ^*nssfi ! s*b'57'i3^A7 1 2 mm^7 2\z. 

h— ^$tt^ff$tt«7°n^7A7 2 2 
[0171] S<tfT*tB48J:TJ^flr»tiW\ J.vaW 

[0172] i%mmm7 ltim m&m.mm (ph 

[0173] giStSi 72iLTIt P O S 
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[0174] «ffi»gl7 1 t»§§7 2 £0Me>aflHK 
Bluetooth, iflSLAN, PIAFS^©iE 

[oi7 5] mmm&7 1 nn-e#5»*a«i 

7 1 1 t, ya:/7A7 1 2^fi-r^7°D-fe^7 1 

2ot, mmm7 1 fcf*i**--3*HMS7 1 3 i*s±tj« 
^wii 7i32i, mm 7 2 izttM-Pz&mm 723 

[0 17 6] yn^y-M7 1 2 i± % 7viffl>>#.fo7 1 
2 lis -7uif=7&7 l 2<Dffi£ff|±|*£*-f^Mli7 l 
22t, •fntff.bdWfc'i 12 1 Sr-^S'S'a.KHftt^S' 

^v^ufe^V^cc^ hSr^ngii7 122 hM&tnlrW 
mm (ig^-frT) -ess^-ft: -efc -s^y ->=-fS 7 

1 2 3 fcSr^-A/T?«4KSItTV>5 0 /£*5, 7"c^ 7 A7 
I2f±. -fOJfflSf CH5t3c4» feiUWSS 

m^7°P^7A*#:7 12 1, <kitH7 12 
2, fci^Vxy^^fjtT 1 2 3 7)5— flcfc bTf^ftS'HT 
20 V^3„ 

[0 17 7] 214, fllS-e^sm^^tggC 

72 It, 7°n ;7*7 A 7 2 2 Sr^rtS 7°n-fe7; 7 2 2 

0 t. mm&7 2\z.m&rzw&m7 2 3 i*5±ae&Bn 
m7 2 3 2 mmm&7 1 fc#R6-i-5^Msi7 132 

[0 17 8] 7*n^7A7 2 2l4 > yn^7A*#:7 2 

2 It. 7 p n^7A7 2 2Wti}Bf*3f5S:«-t-^B9«i7 2 
2 2 t, 7°n^9A^:#:7 2 2 1 Sr^y J'aBittAy 
^Vi/Ufc^-f i?xx h?r^Mli7 2 2 2 tMSr^-TS? 

2 2 3 tS^^•A/■e«fi^$tbTV^S <> ^*5, 7'D^7i7 
2 2li, ^^fflBff (MatTC^) *»J:tr** (X-^sy 
^t) {r*3V^, 7"n^ 7 A*#7 2 2 1, ^5B«t7 2 2 
2, 8±W/%y^l7 2 2 3iS- i££VX&]$.&tlX 

[0179] 014 Sr#flg-**5 fc, Wmm*&7 1 ©» 

5i*«tMgi5 711 js^mmm 7 2 (om&T&zmtkn 7 

2 1©ftlll Ayj/atiS^fy7'S 7 0 l*5it>* 

s 7 o 2 1, mmw&mQL^vfs 7 o 3 ssi 

40 tEX^y^S 704t, ^Mli— SJWJfefc^y :TS 7 0 

5 t N afffFBT^^-y^s 7 o 6 1, aw ^Ffpni^T 1 

7 , S70 7t^b*^ 

»iC«57"B^A I DafS^Hffl»*«fe7JSjS^*ix 
Tb^^i^X^AWgif^^oVT, 1211 SiSiVBl 4S: 

[0181] *i\ mi$m$*7 1 la^i&^meas 7 

1 l{w±5. Ay->a(|7 1 2 3z5S7'E2^-7A^:#:7 1 

2 1fel0i&»7 12 2 t^mm7 122 hftZts: 

50 -tmsm ttio -c £ja § tvtt t w-cfc s if o fr&m 



(^^j/t's 701), i¥Kii ffi-frizzmm 

U7 1 1 fcfc, ^s^>=.ffi7 12 3 £r£fBS^7 1 2 2 X^ 
fLT/n^7A**7 2 2 1 Sr^5/'>V^Lfc^-1* 5? 
h rfu^7^»7 1 2 lSrfEftC/N 

^y>3.t7 1 2 3iS/n^7A*»:7 1 2 l*J£t*k 
M^S¥7 12 2 t^mm7 12 2 ir^^i-^ltiric 

-fx2^y-^W7 1 2 l*3£t>*£:BI^7 1 2 2 # 10 
ci — K $ *Wt i: # * if tw 1 Sff fcttnif J: V > 0 

[0182] *fc, 2 t» s m%.&&mmu7 2 

1 f£j: !K Ay>af7 2 2 S^/n^yA^f 7 2 2 
l*3iU ? ^fiip7 2 2 2 i<&W«&7 2 2 2 bftZft-t 

m&m ttio T^fig ^nfc t 5 a» if 5 

•T5 (^T^/S 7 0 2) o Pb<!4, ffl^S^fggB 
7 2 1 fi, ->i«7 2 2 3 Sr^M^7 2 2 2 f«f 20 
VXy°uf' ; 7&&fc7 2 2 1 ^y>y^Lt^>;i 
* h£r#-5 — ^n^?A*f7 2 2 1 SrfE^BO/^ y 
HBRr?^ y LT *V V s * ^ h Mi^-f v 5 

5/->^ffl;7 2 2 3i)57'D^7Affi7 2 2 l*5£t«*|H 
«S7 2 2 2 b$:fflm7 2 2 2 lei 

7"n^7A*f|:7 2 2 1 *5 IffNS 7 2 2 2^3feS^ 

ttfcfecoT*^<. 7"n/7A7 2 2 ^KiE^tiJBfffiSKSr 
%ortSr*m-T5„ roStm^Si*. i«ls7 30 

2tr7 , 'n^7^ 7 2 2^A. fci: XlEM 
fifz. b%tt if K l EJfrfctfufttf <fc v\ 

[0 18 3] #CtC v ^fi^7 lto/n^7A7 1 2 
SrSSfrfSrn-t^T 1 2 0iI«7 2rtO7'p^7 
A 7 2 2 §rHffi-?>7°o-fe:^. 7 2 2 0 i: #3(5 £ b«t 5 
i: L.Tilfgg*/5S$§£Ufei&-£ (7;fy7"S 7 0 3) , 

*t, 7 1 oa*a*«iB 

S57 1 1 tmm^7 2 05i(ia*3i*aifB«S 7 2 1 fcoflfl 

t% m-mm&7 ifcttM.i-z>mmm7 1 3 usi^n 

t7132i, H.*H3#7 2 {r#K6f5IK««S 7 2 3 1fe 40 
£U^§Sgt7 2 3 2 iSr/B^fc^lJMfcfrsfcteJ: 

^7 i*5j;t>m^7 2<D^mwmm.^o (^T^ys 

704) . 

[0 18 4] feiPLii. »mg£7 2 i± s i fciSlf LT 

Kfnt-3&5f^7 132t, *ffilftg»7 lWHW-5j|f 
«S7 1 ir#te-T5)^lfftt7 113 2 tiS— Stt"5*»if 
JstofefUSU -tLfcS^CSfiS7 1 cDWm&ft 

5o — :£\ «*«»7itt, ife^awu-civxft^t 
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7 2 3 2 i . mm^ 7 2 imfrtzwam 7 2 

Z-tefflmT 2 13 2 ir^S— ®Tf--5^if 5 75^*!l^U — 
9k 7 2 (DWiiEZfi 5 . 

[0 18 5] *fc, R S ACD'AMmiCXZ > 

. k***«v^»§- n mmm&7 1 

^MStg^7 1 1 2te9V^A*X*?ll*il69 
("Challenge"), M^7 2 <73m^5i^ 
|gfI5 7 2 1 f±-t©3C*9!rSr»«»7 2 K#BTf-«iB«« 
7 2 3 lT?Bf#fclxT*«r»»7 lfcsl^igL (" Re 
s p o n s e " ) „ m^m^7 1 ©jB*a*«|g85 7 1 

1 tt, Bff-^ft bfcX*?aSr«SW*7 2 t#Sfrt-«^HWi 

723 2-em-^-u wufcspmi^icsiofc^v^ 

*13P- (OS <? % gi«i^7 2 t£ttB*i-5<&giigt 7232i 

7 231 zmm-rz f>«o) r-^-s tsiE 

•f-5. — :*\ ««^7 2 0m^ii^«tga5 7 2 1 tt^S 
«»7 1^9V^A4X*^ISrai5 (" Cha 1 1 en 

g e" ) , m&w&7 1 <Dm^^mmu7 1 1 t±^w 
jc^i*mmim&7 1 te*HHtf--5«*«7 1 3 1 

fttT»^7 2ir5g!9ilb (" Respons 
e" ) , 3RMW7 2 wm^ii^ffiSe 7 2 1 HtBff^ffcL, 
fcX*9!I*l»HB«»7 l}w#MEi-^)^li^7 13 2tS 

«s— Sct*vH9««59HS7 1 5riiftLTiVN*i^ (oS 

<9 . mm$m7 1 t#Et-t- 5^wsi7 132 ^sr^-t- 

S$^7 1 3 1 Sr^Pfri-^fcro) XS>5iMIE-f-5 0 
[0186] ffiSBBEJCdJSi Lfc#£\ mWm^ 71<D 

mz-^zmmu 711 *s it>*«^ 7 2 com^^^Hg 

H57 2 1f4. 7nm7 1 2<OfiU0f**t*-f^tBMS 
7 12 2i/nm7 2 2 (7?ffiFfS*Sr^-ri&S3lt 7 

2 2 2 i:<Sr*5EV^rtB^'fi^., M^^f*^— StTS*^ 
if pdvSrWeu (^fy7"S7 0 5) . — ifcbfc^-ir 

7 12 10 iT'ctT, 7 2 2 1 0 i©f a 1 

-eiiff-STfnsrrs (x^^^s 7 0 e) <, 

[0 18 7] i«7 1 i»7 2 irOteSMEfcifc 
ifeUfc*^- (^f5'7°S704) , *7c(47 D o^7A7 

1 2 0fch5BfT*5l5Sr*-t-^IIHIi7 1 22t7ci^7A72 

2 03ffl@f*5tEigr*-t-^M»7 2 2 2 btf— StU^ofc 

^fyT'S 7 0 5), &?S*g£7 1 OlE^ii^ 
tBffB 7 1 1 j3 7 2 ©«a^3i^tggi5 7 2 1 

tt. /ntX7 1 2 0 t^n-fex 7 2 2 0 
(^ry7S 7 0 7) o 

[0188] ^ 7 <Dnffi.<vmm^£ixn. w&wm7 i 

f*3(737°n^9A 7 1 2*J:0»7 21^(7)^0^9-^ 
7 2 27}S, -|S[t5&SM7 1 2 2*3j;(^7 2 2 2 £#. 
HtS/n^A 712*3i:r>*722i: U^afsX^ 

^§7 lrt©7n^7^7 1 2^XX^mm^7 2^(D^n 

^7A7 2 2rot,oiti© x tfim-tzmm&mm&MZ: 
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[0 18 9] tfc, Mi^Tlrt^n^Ayn ' [ 0 1 9 4 ] S 1 6 Ir#f.t5 1> «S«8 1 ©0* 

»±o«i»7 2rt©yBm7 2 2#, -a-rs^ ft*a«8is8 1 1 js^trmnss 2<z>»w&*8if&gi58 

MH7 12 2MOt7 2 2 2Sr#it57'p^7A7 1 2 1 C9#yg}± % Ay ^{jtlSiE^-T^y'S 8 0 1 *5 it* 

2*5<fctf7 22i L;Wi{f Tr^T, ffiKcDffecoyn ^7 S 8 O 2 aftS*^^7 t y7'S 803i, ffiSm 

AfciHs-e^^Vfc^ &&m$&7 1 rtro/n^7A 7 aE^ry7'S8 04i > 2r$!«— tfl^rj'T'S 8 O 
1 2*±t)Wa»7 2rt©7 p nm7 2 2©fcoW« 5 fflftfF^^s^^S 8 O 6 £, aft^ffW^^y 

ii*, fcii/n^yA? 1 2*5^^7 2 2^ tt /S8 0 7i:^45 o 

ttSM6*5r[RlD<i-57 0 n^3,o®H^(^feb [0 19 51ft!:, ^©J: 5 }r«^;§tbfc^8<D|IMco 

[0190] tsb^ ftwmmteisitzmismmvmffl 10 itum^^-^w^^v^ mi s&zvmi 6& 

i6A^i>e>*VNi £T?£>5 0 -tcoaiiim, ^tfcifig [0 19 6] y/S8 0 1~7fy7*S8 0 5*J± 

tei3W-5%oit>M4|BJH©loTf*,«afl|Bfro«« tfx^s^s 8 0 714, JpTWHJtoj^JBfcfliS^B^ 

H&Ko^T, «Bi5E*fctt**HEJHi-5 % cd Srl^C < 7^ I DaflM6BW»*ifefcj8W«^9 l y7 p S 7 0 1- 

•^57°c2^7AcoF B ^-eL.^'tt^^a$-a:^V>fc<t)^, J^^z/S 7 O 5JJj;^f!/ 7 0 7 irinc-efc 

fife^coiia-^, 7 , uif*7j*<os<itr, mfete. &%m®L& [oi9 7] m7€)^co^ffiir#S7 ,, n^^ r Da 

h(r^^^5t>co^#:-trfc5 IocoM^tc* T, ^a-fc-X 8 1 2 0 i^n-fc;* 8 2 2 0 k (OmXMIE 

*fe- ; e©^a^HT?-h^T?*>5^&-t?fe5 a bb«?, affixes 1 5*3^^8 25ft, -^tu-etx, 

[0 19 1] /o^7A7 12 v 7 2 2« »8 1 2 2*JiUt8 2 2 2 i/n^8 1 2 1 OJJit? 

it3rt>fcft<-c&. mmm&7 i&£&mm7 2i±. *a ^u±^8 221 o&m*-i-&6&y*-v h<D^— ^# 

f^/B^7 2 2 0, 7 1 2 0, <07tkl£Z>-7n{f &<DMteMV y Mfr&&mmM8 1 1 bMfr : &&®mU 

7^722, 7 1 2«?fgSSE*SpT|g-T?$)-5r.i^P> % 8 2 1 fcOHJ-eftfli l/TV^S y^y ht±5i»^f 

jk^a^js^fcatatTfcifcs^n 7i2, 72 i&ztiitmm.mm&n 1 -o£#j 9 sr, wmmmmmz 

2S:5cfcU-C»fW5«#tafllStfT5»S-te, itJ/nt^8 1 2 1 0i7-n^82 2 1 Ot©?^ 

#71, Jffl»72a5/a^?A722, 7 12©^5 oafltSrff^T't'S. 

USrESih L#»-o]BIE5:ff ^~e# 5» [0 19 8] (9) f& 9 (Dtgt&toT&m 

[oi92] ( 8 ) ms (Dnmmm 30 0i7 *#flRf-5 <t , #smh©j& 9 <r>mm<oMmz&* 

mi s &&m-t5 1 , &sm<o% s ojotaftnucais /c^i DaflneBAOfn^^aM stifcfiwuv* 

7"p^7Ai Dmmmmmffl?7mis3:xfi'jiMm&mmf& ^m*. yn ^omnmrnzs ± xzmmm^-t-z 

m^mz>yv??j* 1 Daflr«esiw«i^^a^$ti^ mrnmtt-r'zmums 2k, mmrnims 1 h 

mufxTAnzts^x. mwmms i^^wsms 2 — ^timn&ihzzrny^&Q 1 2 i»9'2t 

£6>K:, a«3£iE8 1 5*sir>'8 2 5 i, <&Sft#i& h—^$tuHfT§^-57 , 'n^7A 9 2 2t^b, 

ieo cjk- h#-§-e^B8««fe{c:«u#5«5iiy^5' h [0199] mmm$s^nmmmm\i. j a v a 

81511—8151 i *5<fcZ>*8 2 6 1 1—8 2 5 1 j #5B5££*L5 0 

£, y^S' h8 1 5 2 1—8 1 5 2 k*5<fcl>*8 2521 40 [0200] 1 fctttt, ftflHtettl (PH 

~82 5 2 i ££^c«j£s*vt^5o **5x ^7 co s^tf) , m&m®M&m&M7£z*iz. 
MMmm^mzyuy^A. i Ttsmmmmm^mm [0201] mm%*9 2 k uti4> poss*^is 

tts ^#co5fe«5:^ r 7 j *• rs j KSEX Ufc*H*fc# [0 202] ^»t^9 1 i:iia^9 2 <bcofficoa«a 

[0 19 3] ^gay^y N81511— 8 151 i *5 <t Bluetooth, il^LAN, P I AFS^cojggg 

t>*8 2 6 1 1~8 2 5 1 j (t, ^■■y*^, ^-r^coto mmmmis&ffixmiztiz %©ti-5 0 

<oaflris*ai3Bfi&fcbys:t>oT?t>j:<v y^^ nsis [0203] mmmm9 1 « N flw«T«#5ft*a*«ffi 

2 1—8 15 2k*5j;t>*8 2 5 2 1 — 8 25 2 1, $&9 1 1 ^(3^7-^.9 1 2 &mft-f-Z>-7vteX 9 1 

^/K ^^©ttoafllSS-tffc-p-Ct) J:vv„ 50 2 0 jftH$itR«9 1 tettttr-58M&«9 13 1 *3 it>* 
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^mm9 i32t, »9 2izttm-tztemm9 2 3 

[0 2 0 4] ^^7^9 1 2tt. ^^^^9 1 

1 2 2 1-9 1 22nh 7 P P^7A*ft:9 1 2 
t*&&SS£B¥ 91221~9122n Srm^fciirT^ 

X h$r*^B8lt9 1221 — 9122 n. kM^-t^m 

1^91231-91 2 3nkttAs'^mtit£iriX^Z>o 
ft*5, /^7A9 1 2 ft. ^<£>SB/3f CR3S5c«f) *5«fc 

2 1, ^Slf9122 1-9 122n, *5<£U^S'v' 
^{(^9 1231 — 9 123 ntf—fct UTffr&£*vT 

[0205] m$m 9 2 tt. mmxz %m&-&zmmu 

92U, /a ^7 A 9 2 2 SrUfftSynt^ 9 2 2 

0 nm$*9 2\zm£tz>wsstk9 2 3 i^jzu^hb 

Mt9 2 3 2 fc, «««^9 1 fc#|»i-«^H!«l9 1 3 2 

[0 2 0 6] 7'n^7A9 2 2tt, :/n ^9 9 2 

2 It, /p^?A9 2 2«)tiiRAMlEt&nM9 
2221 — 922 2m (mf± 2 iCDZESSfc, KTRSO 
t N ra^7A*»9 2 2 lfeitf4iH«|9 2 2 2 1 
-9 2 2 2mHJ:!)i*^fc7^^r^P«t 
^yisZsjfVf^'fi?^* hSr«-2rRi#£9 2 2 2 1—9 
2 2 2mi»tftt#8«i ^Bt-SKtUfc 
**#-t?*>«^y^jHW9 2231 — 9223m£:£: 
^✓r*/S£*irCV*5 0 ft*5, 7 P n^7A9 2 2it t 

yp^7AW9 221, ^mmm9 2221 — 9 

2 2 2m, 33±^7^aflB9 2 2 3 1 — 9 2 2 3m 

[020 7] 018 is K^«^9 1 <Z>|a* 

^^«tgfP9 l l«J:tnHflW9 2 oa*iii?^»IB» 9 
2 l<7}M§!f3:, ^y^fltatB^^t/^S 9 0 l*5<fct>* 
S 9 0 2 £: s t^^S 9 0 3 t s 

SE^t^^S 9 0 4 i s ^BM^-RWje^y-y^S 9 0 
5 k. affltffsr^^y^S 9 0 6 <t, aw^^r^T 1 ^ 

^39 0 7 t*»5>fc5 0 
[0 2 0 8] r 60 i: 5 \z.ffij& £ tlf^m 9 

fc^tmv-^7"^<7>ft^oV^Ts IU1 7*5 £0*1211 8£r 

[0 20 9] s-t\ mmm^9 1 r±. s^a^ras 9 

1 1 #A7^ffi9 1231 — 9123 nffizf 

njry-^fcg 1 2 i*5j;Ty&§nB»9 1221 — 91 

2 2ai:|- / i»9 1221 — 912 2ni:^!r4t# 

mtsm tjao -ct^ s^fc t> o -e *> s ^ *r 5 ^sr»» 
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3 (^7^S9 0 1) o l¥b<ii. iKL^a&^IRDgjS 9 
1 1 v ly^Ht 91231 — 9 1 2 3n &&'J;M 

m9 1221 — 9122 TLX^iV^ftM&VXy'v 
^*#:9 1 2 l*5j:tM^H!«»9 1221 — 9122n 

hm*'&Z>—Jf. ^^7^9 1 2 l*5±tf 
1 2 2 1-9 1 2 2nS:8^WTM§ 

10 — 039«3fe^te— Jtf« #>if 5 ^^Sr^ErtL^tulftlE-rs n £ 
T:\ #^>y ->^{it9 1231—9 123 TL&ZftL?7& 
*#:9 1 2 lfcJ:tfc&Bmfc|p9 1 221 — 9 1 2 2 n£ 
&<&mm9 1221 — 9122n i»Sr*«f 

yn^7A#91 2 l*5<fctf^H!«»9 1 
221 — 9 1 2 2n *p(D'pf£ <kt>l oSUb^^HMW* 

^"T^o **5, ^««^9 ltc^n^ 

20 7A9 12#*A, fc^jtli^vn — KSJxfci#ft 
if K l ElfffeJxttHf <fcV\> 

[0 2 10] *HIH|*9 2-Ct>, jfi»3&94Rfg«B 

9 2 1 t5^ x ^N^^ffig 2231 — 9223 n^^a 
jf7Ajfc.#9 2 2 1*5J:I^^5B^1¥9 2221 — 922 
2 n i#^M^9 2221 — 9222n i»Sr*-^#a 
^« dU^^r-r) kfc£<>X±}&&thf^<DXhZfrk 

(^7^S 9 0 2) 0 il<lt ffl^-iZ. 
^fgg|59 2 1 H\ #^-/ v/^fit9 2231 — 9 223 
30 mSr<^Sf^9 2221 — 922 2m^fl€il$tlt 
^^5^**9 2 2 l*5<tU«^B3iil¥9 2 2 2 1 — 9 
2 2 2 mSrfi^ WtMJ ftfcf - 9-&^y*slsy 
Ufc#^v?3i^ hSr#^— ^nm**9 2 2 
1*5J:^5H«»9 2221 — 922 2m$ria^^ 

92231 — 9223 n^T'n A*ft:9 2 2 1*5 J: 
W^W!«H¥9 2221 — 9222 ni#^Mjl9 2 2 2 
40 l-9222n i:»Sr*-r#S*«i (HSW) t twj: 

/n^5A*#9 2 2 l*5<fc^|JM^9 2 2 2 
1—9 2 22 m^<7)/>^ < 1 o«itf>4*H!|fc&Sgfc* 

ft*3. l^tE&ifc iiS9 2lI7 fl n^7A9 

2 2 fc i.Hf>f h — A^Sftfc i ft ft ifK: 1 

[0 2 11] »cfc % «^«^9 1^/0^9 1 2 
50 ^r^Ti-^^Gir^ 9 1 2 0 bWm%*9 2ft<D7 p tiJ?7 
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A 9 2 2%mftirZ>yu±*9 2 2 0 ttfm.m&v£o 
k LTii{f^*^*Lfc#^ {*T>y7S 9 0 3). 

*fct±^tb«Wfc. *1\ *tffi«&9 1 <7?m^^*8ig 

959 1 1 kWLW8&9 2 (DM^Zmmn 9 2 1 irOPal 

t?> i»^^9 1 \mmi-z>®&m9 1 3 ls^u^ns 
ii9 1 3 2 mm$*9 2 \ztfm-tzm®m9 2 3 1 *s 

J;T>'^M«i9 2 3 2 i:S:fflv^fc^Bi^^^:J; 
!E£fr5 Uf5'/S9 0 4) , 
[0 2 12] fcirjltf, «M&gg9 2(1, ife^aff L"C 
iv^^^i-^nasti: LT§i^t58S»9 l Irtf 10 

i^i-5^B3^9 1 3 2 ^as§9 1 tmm-tzmm 
m&9 iicttMi-%'jkmm9 1132 i^-nt-r^ir 

*H-^Bfl«t<t bT^-r5M«^9 2^#Eti-5<2fiaii 

9 23 2i, MRS 9 2 ^W-f-5|SM&§£ 9 2 ic#|5t-f- 

32:M£i9 2 1 3 2 k ffc-f5^^5 ^SrfiJ^b. — 

§fc bfc4§^tw5tS«§§ 9 2 ©^BESr=fT 5 o 
[0 2 13] RSAfiO^lifciS!?^ • #4 A 

• !7— K^5££:/i^fc:i§-g\ «^#^9 1 ©AM 20 

3M$j|ggl5 9 1 114^^9 2fc7V^A^S: ! # : ?!(SrSI?3 
("Challenge"). M*8^9 2 ^M^Ji^ 

fg§B 9 2 1 ^(o-x^^mmm 9 2 irttist-rss^ii 

9 2 3 1 T-Rt^E:UTif|$*§£9 1 \cm<9 IL ("Re 
s p o n s e" ) % m^m^9 1 <a»#.&3M3£tggB 9 1 

ltt, B£^fcbfc;fc^.[£§i$S3S9 2 tr#na-t-5^wit 

9 2 3 2T«fU ^bfc^jij^i^ofc^^ 
A ^3ti*:?lJ k »— Sttttff* jftfiRW 9 2 £i!{b LT ± V % 
W «J , MtMig 2 te#Bti"«45tH«i9 23 2t 
^•Sr*-rSJ^Ii9 2 3 1 SrBf*i--5 1<7?) 30 
-f-S. — *\ il$£3§9 2 C0m^a^#|g§|5 9 2 li4i£# 
9 1 te9^A*S?*9l*ai9 (* Challen 

s e" ) „ mmm^9 i<nm&&3mim9 1 iw>t«> 

**5H**flPffl»9 lteftBM-5aS*«69 1 3 X-CT**- 
teLT»»»9 2»£2&»>igU (" Respons 
b" ) „ 1«9 2 0iiftft&*«£ffi9 2 lftQHHfcl, 

K.3t^M*mmm%*9 i\cimi-^mm9 1 3 2 -em 

# U Lfclfc^iJ 1 3fetc^o fey V<?\£, *S?*9I t 
*t**tf& MK9 l&Mfltb-cfcvvfa^ (ot 

9 , mWWM9 1 fc#tti-S^H«9 13 2 kM&ft-f 40 
«^St9 13 1 SrM*f-*t>0) bmmtZo 

[0214] &E.wmzit&h vfrm&. mmtm&9 1 <d 
m^^mmn 911 # £-&mm&9 2 <om&&?mm 

U 9 2 1 14 V /N^y ^=.«5tM*t*05^^^<^m* 13 &*5 

(7f5-/S9 0S) , — iWS^BiSi^ 1 o£(-t: 
*5i^ES^ 7'ctX9 1210i7'ct^92 2 

1 0 h<Dffl-xmiS&W»Iir5 {**ry?s 9 0 6). 

[0 2 1 5] *Tv7S 9 04tlf«9 1 ^fcfiigi 
m.9 2©*BE»lEfc:$y&L*:»£\ Sfctt^f^ys 9 50 



9 1 (DM-^zmmn 911 *j ztm/mQ 2 ©aa^a 

3*H§iBg& 9 2 1 {±, 7°nir^9 l 2 0 t7°n-fe^9 2 2 
Oi-oWrofflfiSr^FW^tl-S (^yys9 0 7) . 
[0 2 16] Jfc*5, JbSBj&9©3Q60)Jg«-ra. ^fy 
/S9 0 5t"l«9 1 KlJ:S^y->=.«3WBSK*«) 
«3 tW9 2fcJ:5^y^=L4fcBSB#S* 

w^eg«co*^ *> t \z-&r&&wimffi 1 o«JhtSTK*v 

TV*(f/n^7A9 1 2*3j;T>*9 2 2 ^JuEftffiMEia 

-<T— ifcbfci:#{r(D^ 7'o-k^9 12 10t7'O'fe 
^92210i wra-eSfiSrff i 5 Zkt> 

[0 2 17] JB9©^Ufto^JIBt:J:*btf. /p^Ag 

1 2*5J:t>*9 2 2^c/ 7 i>9 1 2*5it>*9 2 2© 
tt}0f*5feSr*-r<&M«iSp9 1221-9 122 n*3<fcO« 

9 2 2 2 1-9 2 2 2 n&^OZ t%WrrW&}±-7'riy 
7^*#9 1 2 l*3j;t>*9 2 2 1 kk-t>\t$m-t-Z£;ffl 
MM 9 1 221-9 1 22 n*3itJ«9 2 2 2 1 — 9 2 2 

2 n fct LTl^St?fe5/N S' ->^tti| 9 12 3 1—9 
12 3 nj3it^9 2 2 3 1 — 9 2 2 3 nS:#tr kfr 
£>, ^0^7^.5 1 2*5^0^5 2 2<7>f&9T&.V&&5± 

[0 2 18] 

imm^m] mi^mt, *msm#. a**-^afc 

[0 2 19]f2©Mi±> ^a^^A^Q-T^bSr 

[0 2 2 0] $&3<D$hm±. Ifoyn^yAi^Ut 
[0 2 2 1] ^4<D^I*{± X a— jP^aoiS**** 



53 

[0 2 2 2] »5(OMlt /n^A^T - ilffSS 
[0223] *6©Mtt, ^n^9AHfr-a«8* 
[0 2 2 4] |7«li, /n^yAgfr-iflgi 

5>»SS^(c*5(t^ t>o i: t>Sff«nao 1 ot?«>5«| 

^Sta*6BS:Kfi-b*<-tt>. S3K<£>fc5fiiL#^<Z>ifa 
^> ^d^5a^ *3feK±«ilKft3PjBr. 6>i\ * 

fc. fflcioof- lf^KfcV^TH:> Wnv^x^ h 
~T 3 t> <7) <t r £ T% flMtojtaSrfTX.. l£fc^ 

[0 2 2 6] « 9 Siorc^AKSUt 

[0 2 2 7]fl0^*lt =t-lP«3SOJ:5**+ 

[0 2 2 8] in <d»*b\ ^siiisij^aff srfr 5 m 
fe^o ^-oa*tt. if^a«K^if<^^w»Mt?i&** 
[0®(D«#^mra] 



28 ) #HH 2002-152196 

54 

[HI] ^W^»io»t^«8{-«5^«*U^ 
[02] *l<D^^«^«««H*|iftL7'n^7A 

10 [H4] *2©Jti©WKff««MK:U7 p p^A 
[05] *«5?©f 3ff)»|©^i}^5yn^7A I 

[B8] »4«>iat©3^«fc«57 p n^9AIDiiflr«fc 

3a«#36r«fe*sa« stt*:**^^ ^<o«yasr*i-«eix 

0-<?&>5. 

[13 9] 5©^t©fil:«5/n ^7A I 

[010] mB<DmmcDwmi^^y'a^9^iDmm 

30 itm-^fo&o 

[in] &mm<nfg e comMcDMM^mzT'v a 

Sr SH"^ t2 y ^ m T? fe 5 „ 

[01 2] »6«DHJi0^ffiir#57 , n^7-i. I DM 
[013] *58W©»7<Oia6«3»«8fc«57 p B^9A 
40 [014] ^7<75|lteO^Jgl^^7 P o^^A I Dii{f 

i6H#j»*ife*sarffl stufcWw^T 1 Ao«yeti5%^siE 
[015] *5£wcotg8<omi&<v]&nizmz7'ujf7& 

[016] ^8<5^6i©^St^5'/n^7A I DSf§ 
IfflMtt&Scdq&B SiifcflW^y A©«fc*rfit 

[01 7] ^ISWOJSSOltatOMHifclRS^ia^A 
50 I D«<i^«W*«fe3S«3^Sftfc^*>^y-A<0«J« 



( 29 ) 



2002-152196 



56 



55 

[Hi 8] &9<omb<oj&mz&*7vir?Air>mig 
mi 9] «©M^fA©i^-Mr^t5 

[02 1] «*^WP«^^A^#j«oS^MS:RM-t" 

1 1, 9 1 mmmm 

1 2, 9 2 jR|H» 

in, 911 m^^mma 

112, 9 12 /D^yA 

1 1 2 0, 9 1 2 0 r^uirJ* 

1121, 9 121 ^a^-Mcfc 

1 1 22 1-1 1 22.il, 91221 — 9122n ^ 

<kHSii S6 03, S 704 ttSBBE^^y^ 

11231 — 1123n, 91231 — 9123x1 20 S604 ^BMijfctK^^y^ 

✓^y v^flt S 6 O 5 *B2BBE - 4^HI«— ftW*^ ^ y ^ 

1 1 2 4 1 — 1 1 2 4x1, — , 9 1 24 1-9 1 24x1 S60 6, S706, S8 06, S906 Mimf?*!* 

S60 7, S70 7, S80 7, S907 ffiff^fppT 

S70 5, S80 5, S905 ^UBH— WHt^fy 



try h 

5101, S201, S401, S501, S 7 0 1 , 
S 70 2, S801, S 8 0 2, S901, S902 

5102, S2 0 2, S301, S402, S502, 
S 6 0 1 , S703, S803, S903 »fg 

5103, S2 0 3, S403, S50 3 

10 S104, S204, S404, S504 /p^A 

S105, S205, S303 jf^AWtEXTtr 

S10 6, S206 zfu^J^yfmVE^ty^ 

S30 2, S602 OMtUmxTy-? 

S30 4, S40 5, S505 Jiff • fel^T 

S305, S406, S 5 0 6 Sff • b^^^y 



113 1, 9 13 1 

1 1 3 2, — . 9 1 3 2 

81511 — 8151 i, 8 2 5 1 1— 8 2 5 1 j U 

my tr+s v 

8 1 52 1 — 8 1 5 2k, 8 2 5 2 1 — 8 2 5 2 1 V 



-7 

S8 04, S 9 04 IfcSMM^T*/-? 



[Ell] 



1 1 2 



r 11221 



r 11231 



W it 



][ 



/H21 



TV??*** 



-1 1 



1120 



/in 



gt *i g [ —1331 



^1 2 




( 30 ) 
[El 2] 



#1132 00 2—152196 



i>itt1 1231 j&<^n $f 5 121 1221 

4 C <h Sftffi 



- $101 



^ D -fe X 1 1 20i 898 1 2 1 COBS T?ae 



- S 1 O 2 



— S 1 0 3 




113] 



-I 



2 3 2 



f 21221— 21 22n f 21231~2123d 



'2121 



-2 1 



^a^tjK ^ 2120 



,211 



«f # fl£ 



** —2132 



2132 



( 31 ) 
[04] 



#§S 2002-152196 



/vy 2/ifit21231 ~2123n*«3*'n ^fg A*f*:2121 *J 

* Xt'AMmmi 221 -21 22n t #>£!f8&21 221 ~ 
2122n tSNrtnT £ 1z Jc oT£fi££*tfc 



~ S203 



S 2 0 1 



~ S202 




^Di?7A2t25 



( 32 ) 



2002-152196 



[HS] 



f 3X221 


( S124I 




^ 130 ft 




s «e « 








f 3121 

















-3 1 



32 



—3120 



rill 



a** 



[SI 6] 



326<, :7p^;*312G<D5g<2:£:-5:?P^A 



S3 O 1 



S 3 O 2 



BiiBfeKt 




MS*. *BI«3122Uc*fJS-r«a.— +F4tH 



( 33 ) 



#i» 2002-152196 



[H7] 



r412 



f 41221 


j- 41231 


j 99 » 








r4121 




i 







4 1 



•42 



I g g g } ^413t 
1 & m «T~] —4132 



88 « 



4132 



[08] 



41221 £ & £&-rii&Si<fc f= J: oTiS^ftfcl, 



8t*ttW41 WCD^n if 5i»412£*fT-f£ 
?n ■b^4120i^««42iO>Gil-eaeJI*»^ 



~ S401 



~ S402 




( 34 ) 



#g€2 0 02-152196 



[H9 J 



'612 

51221—51220 r 5L231-5123D 



/ 61221—512211 r B1231— &123; 



' 5121 



•51 



Zfu^r* . — 5120 



| % g g [ —5131 
^ K » | — 5132 



• 5 2 



| ^ W g [— 5132 



113] 



f 7122 


f 7123 




4* 9B 










j-7121 















T/o-fe* ~-712Q 



-JL 711 



«S « « —7131 



& 1H S —7132 



99 J* ~-7232 



r 72 2 



f T222 


f 7223 














f 7221 



















7220 



8 « « —7231 



4> M M 1—7232 
7132 



( 35 ) 

[mi o] 



2002-152196 



/W Vifii51231 ~5123nA<3/o ^5A*ft5121 fc 

<fclfcEHISIlP51221 ~5122nt#^ligg51221~ 
S122niSf£fc-f£-ffcSgt.!: f=,fc -?T±fig£;h,fc 



~ S 5 0 1 



^51 20 1 %m®52 1 ©ra-cims^fg* 



SSO 2 




Itl=*oTJ8t 



( 36 ) 



II 1] 



CO 



to 









6224 




6221 
























CM 
CM 
CM 
C£> 


18 














its 




















a 










In 



















CO 



CM 



CM 
CM 



*\ 
a 





i— c 






CM 






w—t 

O 










& 
















it 






+£ 






-4 






IN 












a 










( 37 ) 
[01 2] 



#M 2002-152196 



& :?P -b*6220 1 a>m-eSffi£*ag± 



S 6 0 1 



S 6 0 2 



H6222 i: tf- get" -5 *\ * #J5£ 



~ S 6 O 3 



~ S 6 O 4 




:?P-trx61210£:^P-lrx62210,b 



( 38 ) 

imi 4i 



mm 2002-152196 



S 7 0 1 



m&msn it. Mfr&#-mn%m i 1= * y . 

AM«7122i. fcMfc7122£»Sarr»*« 



S 7 02 



gl«3S724,, ffl»2^ttft»721l=J:Lj % *\ v 
VifiS7223^ny^ A*#:7221 &<J; tf^rSE 
^7222^. »H«72224:»*a'r«*Mfclt: 



»*S»71rt«)^P^A71Z*3gfT-rs^o-b 
*7120£. a«S72«<Z>^ny^A722*SH ! T^- 
*:7nisx7120i<DilT!M»MH= 



S 7 O 3 




^»«»71*<«-n-r-6»*«7131fe<fctffiH«7132 
MtW72r^Htt > ««flMI7231&J:tf&ll«7232 



S705 



:fa^A712<Dajjfifi**S1-^BS«7122±: 
?py5A722«>tt]Jr***«*^H«7222£ 



^nir^71210i:-?p-bx72210ta>IH7* 
■•WW*"* 



( 39 ) 



mm 2002-152196 



[Ell 5] 



8 12 



8 2 2 



•8120 



□ 



T \ ^811511 

8U55i 



□ 



I 1£ $11511 

81155k 



X 



815 



3& tt tt —8131 



<& M « —8132 



& M «fc —8232 

















r 8122 


f 8123 




,-8222 


/ 8223 




^ flfl « ; 












& n at 












f 8121 








/■ 8221 
























r 81 











r 



8 2 







□ 



• 8220 



j-821 



I 1 1 



□ 



i /-821511 
82155j 



' 821561 



•825 



.8231 



^ 01 



-8232 

& m m —8132 



II 7] 



• 9J2 



jv91221— 9l22n f gi231~9123n 



'9121 



-$ 1 



c 



3^13 ir* "-912Q 



f 9U 



I a i g ^ 

| & W «fc j -~9 



-9131 
.9132 

j & flff *B — 9232 



r 9 2 2 



f 92221^9222 M f 92233 ~9223n 



=3- 1 u— =: 



f 921 



g « tt f s.9231 
^ 88 » [ ^9232 
^ M j — 



( 40 ) 



mWi 2002-152196 



[Ell 6] 



s a o i 
I 



S 802 
X 



'Wis^mmtf-fn?^ A# #81 21 £ Tf 



R««82<>, tf^&*«*ffl5821lz < fcy, /vy 
H8222£. ^BWa222t»*»"riB««4f= 




B6*«»B1 rtO^P ^7 A81 2 tSfW"*^P ir 
-S^a-f2X8120i:©raTeaHSSI*#ife 



- S803 




33J:tf8222i^'nH3X8121033J:tX^P'feX82210 
l=A y ^P-trX81210 < !i^P-{rX82210 < !:(7>i3T?O 



( 41 ) 



#59 2 002—152196 



[Ell 8] 



s g o i 
l 



S902 



i>o.<!91231 ~9123n**;7p if ^JMSfr 
91 21 «fc ftMtttf 91 221 ~9122n i 
91 221 -91 22n fc »t*rr*i»fl|«l4 f = * o T 



; \ ry 5> {192231 ~9223ra£ :7 a .M# 
9221fc«fcW^«92221-9222idt«.^|iaa 
92221 ^9222n<t # **rr*»ffi« tie* o T 




J&ffiftSSf 91 pqo^n y^A9i2 tAfrr S^a iz 
*3fP-feX-9120Jra>B-eaBS[*»* 



— s g o 3 




:7p tX91210fc :7nizX92210i<D|H-e 



( 42 .) 



#58 2002-152196 



[Ell 9] 



-10 12 
r!01221~10I22ix ,101241- 1012411 



r 10121 



—10120 



10 1 



•10 2 



^10 11 




10 12 



[632 0] 



10 1 



—10120 



r 



1011 



m t& — loiai 



98 m 10132 

10190 



7- 



-102 




( 43 ) 



mm 2002-152196 



[IU2 1 ] 



-i o i 



^n-fr^ — 10120 



&&&& 



« « ft* ^10131 



Iff « —10132 



& m « — 10133 



-10 2 



yp-fe* —10220 



'1021 



$6 * €$ 



-10231 
-10232 



0fl —10233 



